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(U) 2015 Summary of Notable Section 702 Requirenzent~UL rs PM 3: I 7 

(U) The Privacy and Civil Liberties Oversight Board ("PCLQ!r~Air t~ n.--;·r.(\ H;:, LI 
recommended that the Government submit to the Foreign Intelligenc~.!:f:!'X~tl\9fl.S..~Gl1fh i_ 

Court ("FISC" or "Court"), "[a]s part of the periodic certification p·rocess," a document 
containing "the rules for operation of the Section 702 program that have not already 
been included in certification orders by the FISA court, and that at present are 
contained in separate orders and opinions, affidavits, compliance and other letters, 
hearing transcripts, and mandatory reports filed by the government." PCLOB, Report 
.on the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence 
Surveillance Act, at p. 142 (July 2, 2014). In accordance with that recommendation, the 
Government submits the following summary containing references to Court opinions, 
agency targeting and minimization procedures, hearing transcripts, or other relevant 
documents regarding the operation of certain aspects of the Section 702 program . This 
document does not, nor is it intended to, create any new rules or obligations regarding 
the operation of the Section 702 program. This document is not inclusive of all 
currently applicable rules and requirements for the operation of the Section 702 
p·rogi·am, but is intende_d as a reference guide to prominent concepts governing the 
program. Accordingly, to the extent that any statement contained in this document 
conflicts with applicable targeting or minimization procedures, any prior representation 
to the Court, or any written Opinion, Order, or other requirement issued by the Court, 
such other documents are controlling. In all cases it is the actual representations made 
by the Government to the Court, representations of understanding made by the Court 
to the Government, and the written Opinions, Orders, and requirements issued by the 
Court ( or where applicable the Foreign Intelligence Surveillance Court of Review) 
which constitute controlling precedent. 

I. "(SHN~ All Users of Section 702-Tasked Facilities Are Regarded as Targets 
of the Acquisition 

ff S//SI//OC/NF) Although the targeting procedures generally -refer to the target 
or targets of acquisition, with limited exception, the Government has represented to the 
FISC that" any user of a tasked facility is regarded as a person targeted for acquisition ." 
In Re DNIIAG 702 Certifications 
Memorandum Opinion and Order ("2014 Mern. Op ."), at p. 8 (August 26, 2014). This 
includes, for example, 
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rovided in the National Seci.trity Agency ("NSA") targeting 

rocedures Used by the National Security 
Agene1J for Targeting Non-Unite tates ersons easonably Believed to Be Located Outside the 
United States to Acquire Foreign Intelligence Information Pursuant to Section 702 of the 
Foreign Intelligence Surveillance Act of 1978, as Amended ("2014 NSA Targeting 
Procedures"), at p. 1 (July 28, 2014). According to the FISC, this exception "should be 
understood to apply only where 

II. (U) Pre- and Post- Tasking Due Diligence 

ffS//SIHOC/NF) The Government has an obligation, both before and after 
tasking a selector, to exercise due diligence when assessing that any Section 702 target 
(1) is a non-U.S. person; (2) reasonably believed to be located outside the United States; 
and (3) possesses, is expected to receive, and/or is likely to communicate foreign 
intelligence information concerning a foreign power or foreign territory. See, e.g., 2014 
NSA Targeting Procedures, pp. 2-4. The Government has represented to the Court that, 
"the statute requires [the GovernmentJ to have a reasonable belief that a [Section 702] 
target is located outside the United States. The targeting procedures are designed to 
ensure that NSA analyzes information. that gives rise to that reasonable belief. So it is 
the targeting procedures that imposes [sic] the due diligence requirem.ent on the NSA in 

· that respect." In re DNIIAG ·certification- Hearing Transcript, at p. 6 (August 27, 
2008). 

(TS//SIHOC/NF) The Government has represented to the Court that the exercise 
of due diligence is a continuous obligation: "the government's due diligence does not 
end once the initial targeting decision is made. The targeting procedures require the [] 
post-targeting analysis for all tasked facilities, includin ar review to ensure that 
the tasked facility· is used by the intended target." 
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indications that a tasked facility has been accessed from the United States goes to the 
heart of the requirement of 50 U.S.C. § 1881a(d)(l)(A) that targeting procedures be 
reasonably designed to ensure that acquisitions target persons reasonably believed to _be 
outside the United States." 2014 Mem. Op., at p. 30. If there is information that 
indicates a target may be a United States person, the agencies are required to resolve 
that issue, and are required to 

The FBI and NSA have issued similar guidance. 

· (TSHSI/IOC-/NF) Finally, the Government has an obligation, both at the time of 
tasking and on a continuous basis thereafter, to assess that a target possesses, is 
expected to receive, and/or is likely to communicate foreign intelligence information 
concerning a foreign power or foreign territory. See, e.g., 2014 NSA Targeting 
Procedw-es, at p. 4. If the Government later assesses that the continued tasking of a 
target's selector is not expected to rest,tl.t in the acquisition of foreign intelligence 
information, prompt detasking is required, qnd delay may result in a reportable 
compliance incident. See, e.g., Quarterly Report to the Foreign Intelligence Surveillance 
Court Concerning Compliance Matters under Section 702 of the Foreign Intelligence 
Surveillance Act, at p. 46 (item 28) (March 2015) (hereinafter "March 2015 Quarterly 
Report"). 

III. (U) Totality of the Circumstances 

ffSHSI//OC/r,.W) According to Section I of NSA's Section 702 targeting 
procedures, "NSA determines whether a person is a non-Unite -d States person 
reasonably believed to be outside the United States in light of the totality of the 
circumstances(.]" 2014 NSA Targeting Procedures, at p. 1. The Government has 

re:e_:es:_nte~ to the Co~ t~at _J_tJhe facts u~ d _!o ~ake _e~:_'.: f these required 
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determinations may include, for exampl 

NSA is permitted to m e reasona _ e presumptions regar g 
the target's foreignness in light of the available evidence; the Court specifically noted, 
however, that a presumption of foreignness would be applied only after NSA had 
exercised due diligence in looking for other indicators of the target's location . See In re 
DNIIAG Certification- Mem . Op., at p .10 (September 4, 2008); see also In re 
DNII AG Certification - Government's Preliminary Response·s to Certain Questions 
Posed by the Court, at p. 5 (August 26, 2008) ("It is important to note that the use of the 
presumption is only one aspect of a broader range_of information upon which a 
targeting determination is made. Targeting decisions under the targeting procedures 
are made 'in light of the totality of the circumstances based on information available 
with respect to the new target."' (internal brackets removed)) . 

-tSr According to NSA' s proposed targeting procedures, NSA "must also 
reasonably ~ssess, based on the totality of the circumstances, that the target is expected 
to possess, receive, and/or is likely to conununicate foreign intelligence information 
conc·erning a foreign power or foreign territory. This assessment must be particularized 
and fact-based, informed by a,nalytic judgment, the specialized training and experience 
of the analyst, as well as the foreign intelligence information expected to be obtained. 
In making this assessment NSA will consider the circumstc\Ilces that led to NSA's 
identification of the intended tar et and other relevant factors." In re DNIIAG 702(g) 
Certifications Procedures Used by the National Security Agency 
for Targeting Non-United States Persons Reasonably Believed to Be Located Outside t!1e United 
States. to Acquire Foreign Intelligence Information Pursuant to Section 702 of the Foreign 
Intelligence Surveillance Act of 1978, as Amended, Ex. A, at p. 4 (filed July 15, 2015). This 
change to NSA' s targeting procedures reflects NSA' s current _practice of also 
considering the totality of the circumstances in assessing the foreign intelligence 
purpose for targeting a person for acquisition under Section 702 . 

(T&//Sli/Mf:) Once a selector has been tasked, NSA must continue to assess, 
based on the totality of ~e circumstances, _that the targets of Section 702 ac 
remain non-United States ersons located outside the United States. 

TOP SECRET//SIHORCON/NOFORN 
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IV. (U) Obligation to Review 

(TS//-S1/0C/NF) "[B}ecause targets can travel, and even reasonable 
determinations can be called into question by new facts, the targeting procedures 
mandate an additional layer of protection in the form of post-tasking analysis. · 
Specifically, the Government is required to conduct post-targeting analysis to detect 
those occasions when a target, i.e., a user of a selector tasked for acquisition under 
Section 702: 1) is located in the United States; or 2) is a United States person." 

To that end, in order to ensu:re that content is 
reviewed in a timely manner, N A has an _system that reminds analysts to 
review the content from tasked electronic communications accounts . . . at least five 
business days after the first acquisition of data and at least every thirty busin ess days 
ther eafter ." 

V. (TS//Si//t'iiF) Resolving Within -Business Days 

(TS{/SlfOcy.W) As discussed above, the Government must conduct post-tasking _ 
. analysis of Section 702 collection and diligently and promptly respond "to credible 
indications that a tasked facility has been accessed from the United States." 2014-Mem. 
Op., at p. 30. This obligation "goes to the heart of the requirement of 50 U.S.C. 
§ 1881a(d)(l)(A) that targeting procedures be reasonably designed to ensure that 
acquisitions target persons.reasonably believed to be outside the United States." Id. To 
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DNIIAG 702(g) Certification 
Government's Supplemental Report Regarding NSA~s Post-Targeting Analysis, at p. 1 
(May 7, 2010). In a letter to the Court dated May 21, 2010, the Government represented 
that "[t]o ensure that .. do not go unresolved for an unreasonable period of time, 
NSA 

Letter from , NSD, to the Hon. Mary A. McLaughlin, at p. 
2 (May 21, 2010); see also 2014 Mem. Op., at pp. 29-30 

(emphasis added). AB reflected in this qu t 
Court's 2014 Memorandum Opinion, it is important to note, however, that 

dNSAmust 
resolve--s soon as possible. 

- --- - 1 ----- l-
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VI. (U) Waivers 

(TSf/SI/NF) NSA' s, FBI' s, and CIA' s Section 702 minimization procedures all 
allow for waiver of the destruction requirement for any communication acquired 
through the targeting of a person who at the time of targeting was reasonably believed 
to be a non-U.S. person located outside the United States but who is located inside the 
United States at the time of acquisition or is subsequently determined to be a U.S. 
person on a communication-by -communication basis. See Minimization Procedures Used 
by the National Security Agency in Connection With Acquisitions of Foreign Intelligence 
Information Pursuant to Section 702 of the Fo1'eign Intelligence Surveillance Act of 1978, As 
Amended, at pp. 9-10 Guly 28, 2014) (" A communication identified as a domestic 
communication ... will be promptly destroyed upon recognition unless the Director (or 
Acting Director) of NSA specifically determines, in writing and on a communication
by-communication basis, that the sender or intended recipient of the domestic 
communication had been properly targeted under section 702 of the Act, and the 
domestic communication satisfies one or more of the following conditions: (1) such 
domestic communication is reasonably believed to contain significant foreign · 
intelligence information ... (2) Such domestic communication does not contain foreign 
intelligence information but is reasonably believed to contain evidence of a crime that 
has been, is being, or is about to be committed .. . (3) such domestic communication is 
reaso_nably believed to contain technical data base information ... or information 
necessary to understand or assess a communications security vulnerability ... or (4) 
such domestic communication contains information pertaining to an imminent threat of 
serious harm to life or property."); Minimization. Procedures Used by the Federal Bureau of 
Investigation in Connection With Acquisitions of Foreign Intelligence Information Pursuant to 
Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amend_ed, at p . 6 CTuly 28, 
2014) (" Any-communication acquired through the targeting of a person who at.the time 
of targeting was reasonably believed to be a non-United States person located outside 
the United States but is in fact located inside the United States at the time such - -- -----
communication is_acquired or is subsequently determined to ~e ~ Unite<:!_ St~tes Eerson 
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will be removed from FBI systems upon recognition, unless the Director or Deputy 
Director of the FBI specifically determines in writing on a communicati.on-by
communication basis that such communication is reasonably believed to contain 
significant foreign intelligence information, evidence of a crime that has been, is being, 
or is about to be committed, or information retained for cryptanalytic, traffic analytic, or 
signal exploitation purposes."); Minimization Procedures Used by the Central Intelligence 
Agency in Connection with Acquisitions of Foreign Intelligence Information Pursuant to 
Section 702 of the Foreign Intelligence Surveillance Act of 1978, As Amended, at p. 8 (July 28, 
2014) (" Any communication received by CIA that is acquired through the targeting of a 
person who at the time of targeting was reasonably believed to be a non-United States 
person located outside the United States but is in fact located inside t_he United States at 
the time such communication is acquired or was in fact a United States person at the 
time of targeting will be destroyed unless the Director of the CIA specifically 
determines in writing and on a communication-by -communication basis that such 
communication is reasonably believed to contain significant foreign intelligence 
information or evidence of a clime that has been, is being, or is about to be 
committed."). 

(TS/fSI/OC/NF ) The NSA, FBI and CIA waiver provisions are limited to 
situations in which the .target, at the time of targeting, was "reasonably believed to be a 
non-United States erson located outside the United States." Id.; In re DNIIAG 702( ) 

em. 
p., at p. eptem er erem er em. p . no g a 1e change 

to NSA' s minimization procedures requiring the NSA Director or Acting Dir ector to 
determine in writing that "the sender or intended recipient of the domestic 
communication had been properly targeted under Section 702 of the Act .. . has the 
practical effect of limiting the reach of the waiver provision to domestic 
communications acquired with the reasonable but mistaken belief that the target is a 
non-US. person located outside the United States"). This means that the waiver 
provisions are not available for any communication or information acquired after 
agency personnel determine that the target is no longer reasonably believed to be a non
United States person located outside the United States, including, for example, any such 
communications or information acquired during a detasking delay . See, e.g., 2012 Mem. 
Op. at 40. "Destruction waivers are most frequently sought when 

Dis0-1ssion with the For~~ J_ntelligence Survei.!J.an.E_e Court on 24 July 2012 regarding the 
- - -------
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waiver provisions ofNSA's minimization procedures governing data acquired pursuant to 

Sectiqn. 702 of the Foreign Intelligence Surveillance Act of 1978, as amended, at p. 1 (August 
28, 2012). In any situation in which the waiver provisions would apply, ·agency 
determinations must be made on a case-by-case basis based on an individualized 
finding by appropriate personnel. Id. 

' In Re DNIIAG Certification 
- Government's Supplement to its Response to the Court's Order of January 16, 
2009, at p. 4 (March 17, 2009). "NSA has o 
prevent9). With regard to minimizing the retention of such information, NSA has 
enhanced to ensure that overcollections are identified and 
purged before non-targeted information enters NSA' s data repositories. Should any 
overcollected information regarding U.S. persons survive those safeguards, it would 
have to be destroyed upon recognition." In Re DNIIAG Certification - Mem. Op., 
at pp. 24-25 (April 7, 2009) (internal citations omitted). Accordingly, all agency 
personnel who have access to Section 702-acquired information must report any 
identified or potential incident resulting in overcollected data to their agency's 
oversight personnel to ensure that it is appropriately addressed . 

(b)(1). (b)(3). (b)l7)1E) IX. (S/NF) FBI's Use of a Target's 
Approve the Acquisition o , (b)l1) (b)(3). (b)(7)(E) 

During its Process to 

.....(f,//Npt After the application of its own targeting procedures to task a selector to 
Section 702 acquisition fo NSA may request that the · FBI 

(b)(1 ); (b)(3); (b)(7)(E) from such selector ( a " (b)(1 ); (b)(3); (b)(7)(E) '). Prior 
to approving the acquisition o i(b)(1 ); (b)(3); (b)(7)(E) 
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~ As expla.µ1ed to the Court in a September 2014'letter: 

In order to ensure that its queries of its systems are 'reasonably calculated' to 
uncover information about a target 's location or United States person status, 
(b)(1 ); (b)(3); (b)(7)(E) 

Supplemental Notice Regarding the Acquisition. of 01 Tracking No. 
126097, at pp. 3-4 (September 30, 2014) (emphasis added). This Notice established the 
following requirements further clarifying the FBI' s obligations with respect to 
implementing t (b)(1 ); (b)(3); (b)(7)(E) 

used by the target: 
(b)(1 ); (b)(3); (b)(7)(E) 

• -( S1/NF)'-With certain limited exceptions, 1 ' 

(b)(1 ); (b)(3); (b)(7)(E) 

Id. at 4-5 & n.4. 

(b)(1 ); (b)(3); (b)(7)(E) 
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FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

IN RE ST AND ARD MlNIMIZA TION 
PROCEDURES FOR FBI ELECTRONIC 
SURVEILLANCE AND PHYSICAL SEARCH 
CONDUCTED UNDER THE FOREIGN 
INTELLIGENCE SURVEILLANCE ACT 

Docket Nos.: Multiple, including 11111 

OPINION AND ORDER 

On August 8, 2014, the Government filed its "Motion to Amend the Standard 
Minimization Procedures for FBI Electronic Surveillance and Physical Search Conducted Under 
the Foreign Intelligence Surveillance Act (FISA)." The Government requests modifications to 
the Standard Minimization Procedures (SMPs) for the purpose of disseminating information to 
the National Center for Missing and Exp loited Children (NCMEC) for a law enforcement 
purpose , and to amend the retention provisions to exempt information from destruction that the 
Government determines must be retained for litigation-related reasons. The Court will grant the 
Motion as modified , below. 

NCMEC 

FISA defines "minimization procedures" as those that, notwithstanding other restrictions, 
"allow for the retention and dissemination of information that is evidence of a crime which has 
been, is being, or is about to be committed and that is to be retained or disseminated for law 
enforcement purposes." 50 U.S.C. § 180l(h)(3). The Government has identified, and continues 
to identify, PISA-acquired information that is "indicative of a crime related to child exploitation 
material, including child. pornography," and the Attorney General has adopted amendments to the 
SMPs that would permit the Government to disseminate to NCMEC, for law enforcement 
purposes , such information that "reasonably appears to be evidence of a crime." Mot. at 4. 
Modification of the SMPs is required because NCMEC is a non-governmental organization and 
the SMPs general ly restrict disseminations to governmental entities . See SMPs § IV .A. 

Congress established NCMEC in 1984 as a non-governmental organization and it is 
funded through grants administered by the Department of Justice . One of its purposes is to assist 

SECRETHNOFORN 
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law enforcement in identifying victims of child pornography and '.other sexual crimes. Indeed, 
Congress has mandated Department of Justice coordination with NCMEC on these and related 
issues. See Mot. at 5-8. Furthermore, this Court has approved modifications to these SMPs in 
individual cases to permit the Government to disseminate information to NCMEC. See Docket 
Nos. . Because of its unique role as a non-
governmental organization with a law enforcement function, and because it will be receiving 
what reasonably appears to be evidence of specific types of crimes for law enforcement purposes, 
the Government's amendment to the SMPs comply with FISA under Section 1801(h)(3). 1 

FISA requires that any disclosure of FISA information for a law enforcement purpose 
must be accompanied by a statement that "such information, or any information derived 
therefrom, may only be used in a criminal proceeding with the advance authorization of the 
Attorney General." 50 U.S.C. § 1806(b). Beyond this statutory restriction , the Government's 
Motion states that there are policies and practices in place that will prohibit disseminations of 
FBI-obtained information from NCMEC to Interpol's International Child Sexual Exploitation 
(ICSE) database, and that more generally if FISA-obtained information were to be used "in a 
proceeding," advance approval from the Attorney General will be required . Mot. at 8 n.2 & 12. 
If the Government intends to change these policies or practices , the Government is directed to 
give prior notice and explanation to the Court. 

Litigation Hold 

Section ill.G. of the SMPs establishes tirnelines for the destruction of FISA-acquired 
information. The Government seeks to modify this requirement by adding a provision to Section 
III.G. that would permit the FBI to retain information temporarily that would otherwise have to 
be destroyed if the FBI and the Department of Justice's Nationa l Security Division "determine[s] 
that such information is reasonably believed to be necessary for, or potentially discoverabl e in, 
administrative, civil, or criminal litigation ." Mot. at 15. Such a determination would be made in 
writing, and would identify the information to be retained and the litigation involved. The 
information retained under this provision would be accessed only by those involved in the 
litigation matter and only for a litigation purpo se. 

1These amended SMPs would also permit the FBI to 

8ECRET//NOFORN 
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On October 31, 2013, this Court granted similar relief in the above-captioned docket from 
the destruction requirement of Section ill.G. l(a) on a temporary basis for case files subject to a 
litigation hold. Since that time the Government has reported to the Court concerning the number 
of litigation matters and the number of products subject to such holds . The Court also granted 
separate relief for the retention of information related to 

The Government requests that the specific 
relief granted in those matters to remain in effect and that the amended provisions for retention 
pursuant to this Motion not apply. 

The Government requests this relief to eliminate the tension between the destruction 
requirements contained in the SMPs and obligations to preserve information for litigation in 
other courts. The restrictions on access that the Government proposes, along \.Vith the reporting 
requirements that wou ld be required, strike an appropriate balance between the competing 
concerns of not retaining data longer than necessary and having the Government comply with it s 
litigation obligations. 

The Court having reviewed the Government's Motion, and finding that the modified 
minimization procedures proposed in the Motion meet the definition of minimization procedures 
under 50 U.S.C. §§ 1801(h) and 1821(4), it is HEREBY ORDERED that the Motion is 
GRANTED. In addition, the Court ORDERS as follows: 

(1) On or before December 31 of each ca lendar year, the Government shall submit in 
writing a report to the Court containing the following information: (a) the number of 
FISA -acquir ed products disseminated or disclosed to NCEMC; (b) the number ofFISA 
dockets from which collected information was disseminated or disclosed to NCEMC; 
and, (c) the number of disseminations or disclosures by NCEMC to other law 
enforcement entitites of FISA-acquired information. 

(2) Prior to implementing changes to policies or practices concerning: (i) the release of 
FISA-acquired information to Interpol's ICSE; or (ii) approval to use FISA-acquired 
information disseminated to NCMEC in any proceeding, the Government shall make a 
written submission to the Court describing such changes and explaining why 
implementing them would be consistent with applicable minimization procedures and 
statutory minimization requirements. 

(3) On or before December 31 of each calendar year, the Government shall submit in 
writing a report to the Court containing the following information: (a) all administrative, 
civil, or criminal litigation matters necessitating a "litigation hold" of FBI investigative 
case files associated with FISA dockets; (b) the docket numbers and court information for 

SECRET//NOFORN 
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those administrative, civil, or criminal litigation matters ; ( c) all PISA dockets ( and the 
dates of their expiration) associated with the FBI investigative case files subject to a 
"litigation hold;" and (d) a description of the status of the litigation matters discussed in 
the report. 

(4) The terms of the Orders issued in (b)(1 ); (b)(3); (b)(?)(E) 

shall remain 
in effect, notwithstanding the approval of these Standard Minimization Procedures. 

(5) The Court's Order of October 31, 2013, in this docket granting the Government's 
"Motion to Temporarily Exempt Unreviewed Communications in Multiple Dockets from 
Section lll.G.(l)(a) of the FBI Standard Minimizat ion Procedures for Electronic 
Surveillance and Physical Search" is hereby rescinded. 

Entered this 11th day of August, 2014 . 

(b)(6) 

~M.tCf:fi--
Judge, United States Foreign 
Intelligence Surveillanc e Court 

SECRET//NOFORN 
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UNITED STATES 

! !_ ~· : ,-; ,· --~;':::·.' 
1: ·,-:_;_;_::_ ::::.> 

s:_~~\:·;~--~ ... _:· .... : ·~ C":":-~~f:~T 

FOREIGN INTELLIGENCE SURVEILLANCE co~t Jtn_ { 4 PM 3: 48 

WASHINGTON, D.C. 

(U) GOVERNMENT'S RESPONSE TO THE COURT'S ORDER OF JULY 7, 2015 

(S//OC/'NF) The United States respectfully submits this response as required by 

the Order of the Foreign Intelligence Surveillance Court (FISC or Court) issued on July 7, 

2015, in the above-captioned docket numbers . The Order directs the government to file 

a written submission explaining whether an extension of the time limit for the Court to 

. complete its review of and issue orders concerning proposed DNI/ AG 702(g) 

Certifications and the accompanying targeting and 

minimization procedures, with the assistance of arnicus curiae would be consistent with 

national security. As discussed below, the government respectfully submits that if the 

SECRET//ORCON/NOFOR.~ 
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Court were to appoint an arnicus curiae to assist the Court in its consideration of the 

ertifications, an extension of the Court's thirty-day 

deadline to conduct its review would be consistent with national security. 

(U) Procedural Background 

(SHOC/NF) On June 15, 2015, the government submitted to the Court in draft 

form certain documents associated with proposed DNI/ AG. 702(g) Certifications 

Included among these documents were 

the draft targeting procedures to be used by the National Security Agency (NSA) and 

the draft minimization procedures to be used by the NSA, Federal Bureau of 

Investigation (FBI), and Central Intelligence Agency (CIA), under proposed DNI/AG 

702(g) Certifications ("the 2015 Reauthorization 

- - ----

SECRETIIORCON/NOFORN 
-----
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Certifications"). 1 Proposed DNI/ AG 702(g) Certifications 

would reauthorize DNI/AG 702(g) Certifications 

Certifications"), which currently expire on August 28, 2015. 

(S/fOC/P.JF) On or about July 15, 2015, the government intends to file with the 

Court the 2015 Reauthorization Certifications, targeting and minimization procedures, 

and a memorandum addressing changes to those procedures as compared to those 

submitted with the 2014 Certifications. In accordance with 50 U.S.C. § 1881a(i)(1)(B) 

and (3), the Court is required to conduct its review and issue an order and written 

statement of the reasons for the order within thirty days after section 702(g) 

certifications are submitted to the Court in final form. This deadline, how ever, may be 

extended "as necessary for good cause in a manner consistent with national security ." 

50 U.S.C. § 1881a0)(2). 

(S//O~fB) On July 7, 2015, the Honora ble Thomas F. Hogan issued an Order 

regarding the provisions of the USA FREEDOM Act of 2015, Pub. L. No . 114-23, 129 

Stat. 268, enacted on June 2, 2015 (USA FREEDOM Act), that amended 50 U.S.C. § 1803 

to create a framework for the participation of amicus curiae in proceedings before the · 

1~ The FBI targeting procedures, and National Counterterrori sm Center (NCTC) minimization 
procedures, that will be submitted with the 2015 Reauthorization Certifications are the same as those 
submitted with DNI/AG 702(g) Certifications and were most recently 

---- -- ~ap=p=r=ov~ed-oy the-cou:tt-crrrALigast"26-;-2014. '-- ---------------

-- -- -------

SECRETI/ORCON/NOFORN 
-- - -----=' -- - - ----- -
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Court. See In re DNIIAG 702(g) Certification 

Order (FISA Ct. July 7, 2015) (hereinafter "July 7 Order"). 

Specifically, the USA FREEDOM Act requires that, consistent with statutory 

requirements that the Court "act expeditiously or within a stated time," the Court "shall 

appoint" a designated amicus curiae to assist in considering "any application for an 

order or review that, in the opinion of the court, presents a novel or significant 

interpretation -of the law, unless the court issues a finding that such an appoinhnent is 

not appropriate." 50 U.S.C. § 1803(i)(2)(A). In addition, the Court "may appoint an 

individual or organization to serve as arnicus curiae ... in any instance as such court 

deems appropriate." Id. § 1803(i)(2)(B). The July 7 Order stated that the Court is 

considering appoinhnent of an arnicus curiae for its review of the 2015 Reauthorization 

Certifications and acknowledges that "[a}bsent an extension of time under section 

7020)(2), it would be difficult to provide for meaningful assistance by an amicus curiae 

in considering the 2015 Certifications and revised procedures." 2 July_7 Order, at 3. The 

2 (S//OC/NF} In the July 7 Order, the Court noted that, "[b)ased on its review bf the drafts filed on June 15, 
2015," it believes that the 2015 Reauthorization Certifications and revised targeting and minimization 
procedures are "likely to present one or more novel or significant interpretations of the law, which would 
require the Court to consider an appointment of an amicus curiae." July 7 Order, at 3. However, the 

------- -=ourt -also--notedi:hat it Ehas -not -yet-had -the-eenefit of-the-memorandum _thatJhe _goyeUJ.m.§lti.=s =ex'""p'""ec=t=e=d _____ _ 
to file with the -final form of the 2015 Certifications and rev_ised procedures." Id. TJie government 

SECRET/!ORCON/NOFORN 
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July 7 Order further directs that the government submit a written response by July 14, 

2015, explaining "whether- and if so, how long- an extension of the time for the Court 

to review the 2015 Certifications and revised procedures would be consistent with 

national security, taking into account that the government would be authorized to 

continue to acquire foreign intelligence information under the 2014 Certifications and 

procedures, as now in effect, for the duration of an extended period for Court review." 

Id. at 4. 

(U) Response 

(S//OC/NF) This Court has recognized that "[t]he government's national security 

interest in conducting acquisitions pursuant to Section 702 'is of the highest order of 

magnitude."' In Re DNI!AG 702 Certifications 

(PISA Ct. August 26, 2014) (quoting In re DNIJAG Certification 

Mem. Op. at 37 (FISA Ct. Sept. 4, 2008)). As noted by the Court, however, were the 

Court to issue orders under 50 U.S.C. § l881a(j)(2) extending the time limits for its 

review of the certifications so that the Court could appoint amicus curiae, the 

authorizations in the certifications being reauthorized, DNT/AG 702(g) Certification 

submits that the Court may determine, following review of that memorandum, that appointment of an 
am1cus cunae JS not necessary. 

---------

SECRET/fORCON/NOFORN 
-------

5 



ACLU 16-CV-8936 (RMB) 00021

All withheld information exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

SECRETNORCON/NOFORN 

would, by operation of 50 U.S.C. § 1881a(i)(5)(B), continue 

despite their expiration dates. 3 The government respectfully submits that this result 

would be consistent with national security because it would allow the government's 

acquisition of vitally important foreign intelligence information under the 2014 

Certifications to continue pending the completion of the Court's review of the 2015 

Reauthorization Certifications. 

(Sh'OC/NF) As will be described in detail in the memorandum submitted in 

support of the 2015 Reauthorization Certifications, which the government intends to file 

with the Court on or about July 15, 2015, the 2015 Reauthorization Certifications and 

attached targeting procedures do not expand the government's targeting authority as 

compared with what is already authorized by the 2014 Certifications. Similarly, 

although certain changes have clarified and expanded several provisions in the NSA, 

CIA, and FBI minimization procedures, the extent to which these changes provide 

immediate operational benefits is relatively limited. Therefore, the government assesses 

3 (S//OC/ NF) The governm ent's intended filing of the propo sed 2015 Reauthorization Certifications on or 
about July 15, 2015, will comport with 50 U.S.C. § 188la(i)(5)(A), which requires that if the government 
seeks to reauthorize an authorization issued under 50 U.S.C. § 1881a(a), the government must, to the 
extent practicable, submit to the Court a new certification executed under 50 U.S.C. § 1881a(g), with 
supporting documents, at least thirty days before the expiration of the certification being reauthorized. If 
a new certification is filed in accordance with 50 U.S.C. § 1881a(i)(5)(A), 50 U.S.C. § 1881a(i)(5)(B) 
provides that the existing certification being reauthorized shall remain in effect, noLwithstanding its 
expiration date, until the Court issues an order under 50 U.S.C. § 1881a(i)(3) with respect to the new 

--- ---- ce-rfificafion. ------------

SECRET/fORCON/NOFORN 
---
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that a reasonable delay in the approval and implementation of the 2015 Reauthorization 

Certifications would be consistent with national security. 4 

(8//0 C/P-W) In 2011, this Court, first at the government's request and then sua 

spon.te, ultimately extended its time period for review pursuant to 50 U.S.C. § 1881a(j)(2) 

for a total of approximately 153 days . This extension was accomplished in three 

separate orders in durations of 73 days, 5 60 days,6 and finally by 20 days.7 In each case, 

the Court considered all relevant circumstances, including appropriate durations based 

upon the complexity of the issues and posture of its review, before issuing each order. 

Consistent with this past practice and based upon its understanding of current 

circumstances, the government assesses that an extension of 60 to 90 days vvith respect 

to the 2015 Reauthorization Certifications would be consistent with national security. 

The government respectfully submits that in determining whether a further extension 

would be consistent with national security, all relevant circumstances, including 

~ (SffO~W) The government notes that under different circumstances, such as the submission of a new, 
additional certification or an important change to the targeting or minimization procedures that provides 
the government with expanded authorities, an extension may not be consistent with national security. 

5 ~ See, e.g., In re DNJ/AG 702(g) Certification Order (FISA Ct. May 
9, 2011) (noting original deadline of May 10, 2011, and extending review period to July 22, 2011). 

6~See, e.g., In re DNIIAG 702(g) Certification Order (FISA Ct. July 

14, 2011) (extending deadline from July 22, 2011, to September 20, 2011). 

7-(St See, e.g., In re DNIIAG 702(g) Certification Order (FISA Ct. Sept. 
------- r4; 2011.t(-sammarizing-priorextensions-and -extending -time-in-same mattei;..tG-Gct 10r 201-1-)·~---------

SECRET/IORCON/NOFORN 
-------

7 



ACLU 16-CV-8936 (RMB) 00023

All withheld information exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

SECRETNORCON/NOFORN 

complexity of the issues, posture of the Court's review and length of any additional 

proposed extension would need to be assessed at that time. 8 

-(S/!OC/NF}" Should the Court choose to extend the time limits for its review of 

the 2015 Reauthorization Certifications, pursuant to 50 U.S.C. § 1881a(j)(2), the 

government would request, consistent with prior practice, that the Court issue a Notice 

of Extension to the electronic communication service providers that have received 

directives pursuant to 50 U.S.C. § 1881a(h) and the 2014 Certifications informing them 

of the extension and that the existing directives shall remain in effect for the duration of 

the extension. A Notice of Extension for providers will help ensure the continued 

cooperation of the providers under the 2014 Certifications. 

(S/IOC/NF) Additionally, and as was noted in the Court's extension order of 

September 14, 2011, any order that may result in the immediate, or near immediat e, 

transition from one set of certifications to another set of certifications may, for technical 

reasons, compromise the government's ability to seamlessly transition from one set of 

~ (8//-0~JF) Although the government assesses that an extension would be consistent with national 
security, the government notes that extensions are not without costs. Whenever a certification expires, 
the expiration date assign~d to each individual tasking with certain provid ers must be modified . Each 
extension requires an additional set of modifications to these expiration dates. Preliminary assessments, 
based on past experience, are that an extension would likely cost to effectuate and 

------ - r=eqrriFe-tI-te-tim-e--ofmultiple-p-ersonnel-attlre -FBI-and-the-provider s-overa -several day-perioct.,,---- -- ---- --

- - ------ ----- -- -- ~------
SECRET//ORCON/NOFORN 
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Certifications to the next .9 As an abrupt transition between Certifications may result in 

collection loss that could impact national security and/or cause compliance issues, the 

government respectfully requests that any extension of time take into account the fact 

that the government will need approximately 7 to 10 day s' notice prior to the Court's 

final order pur suant to 50 U.S.C. § 1881a(i)(3) to transition between Certifications in a 

responsible manner . 

- -- The remainder of this page intentionally left blank. ----

("[T]he Comt orally inform ed the government at it intended to issue a one-week extension. The 

government informed the Court that, for technical reasons, such a brief extension would compromise the 

government's ability to ensure a seamless transition from one Certification to the next . Instead, the 

government requested tha t-the EoU:I't-issue-an extension for-a-longer period oLtime.'.~-)., ____________ _ 

SECRET/IORCON/NOFORN 

==.c-========~ ---~==-
9 



ACLU 16-CV-8936 (RMB) 00025

All withheld infonnation exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

SECRETHORCON/NOFORN 

(U) Conclusion 

(S//OC/NP) For the foregoing reasons, the government respectfully submits that 

should the Court issue orders under 50 U.S.C. § 1881aG)(2) extending the time limit for 

the Court to complete its review of, and issue orders under 50 U.S.C. § 1881a(i)(3) 

concerning, proposed DNI/AG 702(g) Certifications such an 

extension would be consistent with national security. Additionally, the government 

respectfully requests that the Court issue a Notice of Extension consistent with any such 

orders. 

By: 

Respectfully submitted, 

John P. Carlin 
Assistant Attorney General 

Stuart J. Evans 
Deputy Assistant Attorney General 

Deputy Chief, Operations ection 
Office of Intelligence 
National Security Division 
U.S. Department of Justice 

------ -- ---
SECRET//ORCON/NOFORN 
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UNITED STATES 

Unit"-'d Shits-s fO l'$i [~n 
fntemglH'~i;e., t:uN~~!!~nce Court 

AUG 1;; 2/115 
FOREIGN INTELLIGENCE SURVEILLANCE COURT · 

LeeAnr: Fr.ynn Hall, C!erk of Court 

WASHINGTON, D.C. 

ORDER APPOINTING AN AMICUS CURIAE 

For the reasons set out below, the Court appoints Amy Jeffress to serve as amicus curiae 

in the above-captioned matter for the purpose of assisting the Court in considering the issues 

specified herein. This appointment is made pursuant to section 103(i)(2)(B) of the Foreign 

Intelligence Surveillance Act of 1978 (PISA), codified at 50 U.S.C. § 1803(i)(2)(B), as most 

recently amended by the USA FREEDOM Act, Pub. L. No. 114-23, 129 Stat. 268. This Order 

also addresses certain administrative matters relating to the participation of the amicus. 

Background 

On July 15, 20 15, the government submitted -certifications and accompanying 

---- - ----<-argeting-and-minimizatiGn-pi:oGedures-(~the-20.l.5-Cei:ti.fications::)-pursuanLto..section-702-o,J...----- -- -

- FIS.A:;-codified-ar5o -u ~S. C. §-1881 a:-The 201 s-e ertifkatron -neauthorize certifications-under --- ---

SECRE'fifN.OE.ORN ------- -
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section 702 that the Court approved on August 26, 2014 ("the 2014 Certifications"). They also 

amend the 2014 Certifications, as well as predecessor certifications under section 702, to provide 

that information acquired pursuant to those certifications shall henceforward be governed by the 

minimization procedures that accompany the 2015 Ce1tifications. 

The government had submitted versions of the 2015 Certifications in draft form on June 

15, 2015. After reviewing those drafts, the Court concluded "that this matter is likely to present 

one or more novel or significant interpretations of the law, which would require the Court to 

consider appointment of an amicus curiae" under section 103(i)(2). See 

Order issued on July 7, 2015 ("July 7 Order"), at 3. The 

Court further noted that the 30-day review period specified by section 702(i)(l)(B) would, as a 

practical matter, foreclose amicus participation. Id. 

The Court may, however, extend that 30-day review period "as necessary for good cause 

in a manner consistent with national security." § 7020)(2). To help the Court decide "whether to 

extend the time it would have to act on the 2015 Certifications and revised procedures in order to 

allow for meaningful amicus assistance in reviewing them," the Court ordered the government to 

"explain in writing whether - and if so, how long - an extension of the time for the Court to 

review the 2015 Certifications and revised procedures would be consistent with national 

security." July 7 Order at 4. 

On July 14, 2015, the government timely filed its Response to the July 7 Order, advising 

that "the government assesses that an extension of 60 to 90 days ... would be consistent with 

national security." See Government's 

esponse-10-tl'.re-e01nt .. s-erderof-Jul y-"J-;-20-t-5;-filed-mr July 14;-201-5;--at-'it-.-------------

---------

SECRET/fNOFOR..~ Page2 
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On July 23, 2015, the Court found that "the need for an extension to allow for [ amicus] 

participation constitutes 'good cause"' for an extension under section 7020)(2). See 

and predecessor dockets, Order issued on July 23, 

2015, at 3. Accordingly, it extended "the period for Court review under section 702(i)(l)(B) for 

90 days, such that this review must be completed no later than November 12, 2015." Id. The 

Court explained that it 

does not expect or intend to use the entirety of this extended period. · Rather, in 
order to avoid the burdens iw.d costs that the government has ascribed to 
implementing multiple extensions, see Response at 8 n.8, the Court has decided in 
a single order to extend the period to the outermost date that is consistent with the 
government's assessment of national security. 

Appointment of Amicus Curiae 

By the terms pf section 103(i)(2)(A), the comt "shall appoint" to serve as amicus curiae 

an individual who has been designated as eligible for such service under section 103(i)(l) "to 

assist ... in the consideration of any application for an order or review that, in the opinion of the 

court, presents a novel or significant interpretation of the law, unless the court issues a finding 

. that such appointment is not appropriate." Under section 103(i)(l ), the presiding judges of the 

Foreign Intelli gence Surveillance Court and the Foreign Intelligence Surveillance Court of 

Review have until November 29, .2015, to jointly designate individuals as eligible to serve as 

amicus under section I 03(i)(l). 1 To date, no such designations have been made. Under present 

circumstances, therefore, the appointment of such an individual "is not appropriate" under 

section 103(i)(2)(A), because, as of yet, there are no designated individuals who can serve. 

_ 1 _Sect ion_103(i)(l) Iequir_es_such._designatiQnsJ.o bt1made "not_late(Jhan l 80_dfil'S afteC.. _ 
the date of enactment of the USA FREEDOM Act, which was June 2, 2015. 

- S:ECRRT//NOFOR.~ 
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Section 103(i)(2)(B) provides that the Court "may appoint an individual or organization 

to serve as amicus curiae ... in any instance as such court deems appropriate." Persons 

appointed under this provision need not have been designated under section 103(i)(l). They 

shall, however, "be persons who are determined to be eligible for access to classified 

information, if such access is necessary to participate in the matters in which they may be 

appointed." § 103(i)(3)(B). 

Here, the Court finds it appropriate to appoint Amy Jeffress as amicus curiae under 

section 103(i)(2)(B). Ms. Jeffress is well qualified to assist the Court in conside1ing the issues 

specified herein. The Security and Emergency Plamung Staff (SEPS) of the Department of 

Justice has advised that she is eligible for access to classified information. 

Accordingly, it is HEREBY ORDERED as follows: 

(1) Amy Jeffress is appointed as amicus curiae (hereinafter "amicus") in this matter 

pursuant to section 103(i)(2)(B) . 

(2) Pursuant to section 702(i)(2)(C) and (i)(3)(A)-(B), the Court must assess, among other 

things: (a) whether the minimization procedures that accompany the 2015 Certifications meet 

the definition ofminimiration procedures under 50 U.S.C. § 180l(h) or§ 1821(4), as 

appropriate; and (b) whether those procedures are consistent with the fourth amendment to the 

Constitution of the United States. The amicus is directed to address whether these requirements 

are satisfied in view of the provisions of the procedures that apply to: 

(i) queries of information obtained under section 702, paiticularly insofar as 
queries may be designed to return information concerning United States persons, 
see NSA Mmimiration Procedures at 7, FBI Minimization Procedures at 11-12, 
and CIA Minimization Procedures at 3-4; and 

___ (ii)_presey~tion forjitigation purposes of ipformation otherwise re9.!:!!:red to be 
destroyed wider the minimization procedures, see NSA Minimization Procedures 
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at 8-9, FBI Minimization Procedures at 24-25, and CIA Minimization Procedures 
at 10-11. 

The Court anticipates setting a briefing schedule at a later date. 

(3) Pursuant to section 103(i)(6)(A)(i), the Court has determined that the materials 

identified jn Exhibit A ( attached hereto) are relevant to the duties of the amicus. By August 21, 

2015, or after receiving confirmation from SEPS that the amicus has received the appropriate 

clearances and access approvals for such materials, whichever is later, the Clerk of the Court 

shall make the materials identified in Exhibit A available to the amicus. 

(4) With the guidance and assistance of SEPS, the arnicus shall handle classified 

information in accordance with the Security Procedures Established Pursuant to Public Law No. 

95-511, 92 Stat. 1783, as Amended, By the Chief Justice of the United States for the Foreign 

Intelligence Surveillance Court And the Foreign Intelligence Surveillance Court of Review (Feb. 

21, 2013) ("Security Procedures") ( copy attached at Exhibit B). For purposes of the Security 

Procedures, the amicus shall be regarded as court personnel. 

(5) Section 103(i)(6)(C) provides: "An amicus curiae designated or appointed by the court 

may have access to classified documents, information, and other materials or proceedings only if 

that individual is eligible for access to classified information and to the extent consistent with the 

national security of the United States." The Court believes that, in this matter, the amicus's 

access to classified information pursuant to paragraphs (3) and (4) above is consistent with the 

. national security of the United States. If, however, the government believes othe1wise, it shall 

provide written notice and explanation to the Court by August 18, 2015. 

II . 

SECRET/fNOFOR.N Page-5- ::=:._;;:;;;=:=::::-
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(6) The attorney for the government shall ensure that the Attorney General receives a 

copy of this Order pursuant to the notification requirement at section 103(i)(7). 

(b)(6) 

\=I nd correct true a.. . 
- -- ---

ENTERED this /3/2ay of August 2015, in 

THOMASF. HO 
Judge, United States or gn 
Intelligence Surveillance Court 

- - -- - .SECRET//NOFORN ..::Page 6 -------=-=-~ -
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EXHIBIT A 

Foreign Intelligence Surveillance Court of Review Materials 

In re Directives, FIS CR Docket No. 08-01, Opinion issued on Aug. 22, 2008 

Foreign Intelligence Surveillance Court Materials 

From 

Order issued on July 7, 2015 

Government's Response to the Court's Order of July 7, 2015, filed on July 14, 
2015 

From 
dockets: 

, and predecessor 

Order Appointing Amicus Cwiae (to which this Exhibit A is attached) 

Order issued on July 23, 20 I 5 

The Government's filing on July ·15, 2015, of its Ex Parte Submission Of 
Reauthorization Certifications and Related Procedures, Ex Parte Submission of 
Amended Certifications, and Request for an Order Ap rovin Such Certifications 
and Amended Certifications (including Certifications II accompanying targeting and minimization procedures, and supporting 
affidavits; unclassified discussion of the government's oversight efforts regarding 
Section 702 implementation; 20 15 Summary ofNotable Section 702 
Requirements; and redline-strikeout versions of selected documents) 

From predecessor 702(i) Dockets: 

From 

All Opinions or Orders approving or disapproving certifications, targeting 
procedures, and minimization procedures pursuant to Section 702(i)(3), including 
written statements of the reasons for such approva l or disapproval 

et al.: 

Opinion and Order issued on Aug. 11, 2014 

SECRET/INOFOR:N 
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ExhibitB 

Security Procedur.es Established Punuant to Public Law No. 95-S11, 92 Stat. 1783, u 
Amended, By tbe Chief Justice of lbe United States for tbe Foreign Intelligence 
Surveillance Court And the Foreign Intelligence Suneillance Court of Review 

I. Purpose. The purpose of these procedures, as revised, is to meet the court security 
requirements of the Foreign Intelligence Surveillance Act of 1978, Pub. L. No. 9S-51 I, 92 Stat. 
1783, as amended ("the Act"). 1 These security procedures apply to both the Foreign Intelligence 
Surveillance Court established under§ 103(a) of the Act and the Foreign Intelligence 
Surveillance Court of Review esmblisbed under § I 03(b), and to all supporting personnel of said 
courts. Except for the judges of the two courts, the same facilities, peISOMel, and security 
procedures shall be used by both courts, subject to such exceptions as may be authoriud by the 
Chief lustice. These procedures have been adopted in consultation with the Attorney General 
and the Director of National Intelligence as required by the Act and supersede the secmity 
procedures issued on May 18, 1979. Thetenn "court" as used herein refers to both Courts. 

2. Quarters and Facilities. The quarters and facilities of the court, including a hearing 
rol)m, work chambers, and storage facilities for court records, shall be constructed and 
maintained in accordance with applicable construction standards pertaining to sensitive 
compartmented infonnation facilities adopted by the Director of National Intelligence. The 
location of court facilities may be changed by the court from time to time in consultation with the 
Chief Justice, the Attorney General, and the Director of National Intelligence, 

3. Members of the Court. Judges to be designated as members of the court pursuant to 
§ 103 of the Act shall be subject, befon: designation; to an updated background investigation to 
be conducted by the Federal Bureau of Investigation under applicable Exccutiv~ Branch 
standards for investigations perfonned in support ofdetenninations of eligibility for access to 
sensitive compar1mented information or other classified national security information, insofar as 
they may be deemed applicable to the court. If a question of suitability to serve on the court is 
raised at any time after initial appointment, the matter is to be referred to the Chief Justice, who 
may elect to consult with the Attorney General and the Director of National Intelligence 
regarding the security significance of the matter before taking such action as the Chief Justice 
deems appropriate. 

4. Appointment of Personnel. The court may have a Clerk of Court and such other 
legal, administrative or support personnel as it may require. The court may also arrange for the 
services of a court reporter, as it deems appropriate. Such personnel may have access to court 

1 Section I 03( c) of the Act reads in pertinent part: ~The record of proceedings under 
this Act, including applications made and orders granted, shall-be maintained under security 
measlU1:!i established by the Chief Justice in consultation with the Attorney General and the 
Director ofNational Intelligence." See also§ 302(e) (physical search proceedings);§ 50!(t)(4) 
(proceedings regarding the production of records or other tangible things);§ 702(kXI) 
(proceedings regarding certain acquisitions of foreign intelligence information). 
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records and proceedings, including sensitive compartmented information or other classified 
national security information contained therein, only as authorized by the court and only to the 
extent necessary to the perfurmance of an official function. Personnel appointed by or 
designated for service to the court shall undergo appropriate background investigation by the 
Federal Bureau of Investigation under applicable Executive Branch standards for investigations 
performed in support of determinations of eligibility for access to sensitive compartmented 
infunnation or other classified national security information. All court personnel having access 
to sensitive compartmented information or other classified national security information shall 
sign appropriate security agreements. If a question concerning the secwity clearance of court 
personnel is raised subsequent to appoinl!Dent, the matter shall be referred to the court, which 
may consult with the Attorney General and the Director of National Intelligence regarding its 
security significance before taking such action as it deems appropriate. 

5. Secwity Officer. The court shall designate as security officer the Director, Security 
and Emergency Planning Staff, Department of Justice, or another individual who has 

· demonstrated competence in providing security for classified national security information and 
sensitive compartmented information from· among candidates submitted by the Attorney General 
and the Director of National Intelligence. One or more alternate security officers may be 
designated by the court as required. The security officer shall serve at the pleasure of the court 
and will not be subject to removal by the Executive Branch without the concurrence of the court. 
The security officer (and alternates) may be Executive Branch employees and may perform other 
duties in the Executive Branch, so long as such duties do not conflict with their responsibilities to 
the court. Additional personnel may be provided by the Department of Justice to perform 
incidental security and admirustrative functions for the court provided appropriate security 
clearances have been obtained. 

The security officer shall be responsible to the court for document, physical, personnel, 
and communications security. Under the supervision of the court, the security officer shall talce 
measures reasonably necessary to fulfill these responsibilities, The security officer shall arrange, 
at a minimum, for an annual security review of court quarters arid facilities and shall submit a 
report to the court. 

6. Secwity Functions of the Cleric of Court. The Clerk of Cowt, with the advice and 
concurrence of the security officer, shall establish and maintain a control and accountability 
system for all records of proceedings before the court that involve class/tied national security 
information, and any other records or d9cumenis the court may designate, The Clerk, in 
consultation with the security officer, shall further ensure that all court records are marked with 
appropriate security classifications in accordance with Executive Order 13526 and its successors, 
and procedures to be established by the court. 

1. Court Proceedings. The court shall ensure that all court records (including notes, 
draft opinions, and related materials) that contain classified n;ttional security information are 
maintained according to applicable Executive Branch security standards for storing and handling 

2 
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classified national security information. Records of the court shall not be removed from its 
premises except in accordance with the Act, applicable court rule, and these procedures. Insofar 
as the court may direct, the Clerk of the Court may, in coordination with the security officer, 
arrange for off-site storage of court records, provided that classified national security information 
contained therein is maintained according to the above-referenced security standards. Reports 
and exhibits submitted in support of applications to the court may be returned-by the court to the 
applicant on a trust receipt basis. 

Whenever a party other than the government makes a submission to the court that 
potentially contains classified national security information, the court shall promptly coordinate 
with the security officer to determine whether the submission contains classified national security 
infoDJllltion. The security officer shall, as directed by the court, consult with appropriate 
executive branch officials with regard to such a determination. The court may consider the 
submission while such a determination is pending, provided that the court safeguards the 
infoDlllltion in question as classified national security information in accordance with these 
procedures. The security officer shall, after consulting with the court, advise the parties of the 
results of the determination. If it is determined that the submission does contain classified 
national security information, the security officer shall ensure that it is marked with appropriate 
classification markings and the Clerk of Court shall ensure that it is handled in accordance with 
those markings under these procedures. 

8. Security Procedures/or Section 102(a) and Section 302(a). Certilications 
transmitted by the Atiomey General to the court under seal pursuant to Section 102( a) or 
Section 302( a) of the Act shall be numbered in sequence by the Clerk of Court, who shall 
maintain a record of all certifications received by the designated number and date of receipt 

Certincations received by the court for retention only shall be filed 1mder seal in separate 
storage compartments.. They shall only be accessed jointly by a representative designated by the 
court and a representative of the Executive Branch designated by the Attorney General. They 
may be unsealed only in accordance with the provisions of the Act. 

9. Training. Members of the court and court personnel shall be briefed on security 
measures appropriate to the functions of the court by designees of the Attorney General an<! the 
Director of National Intelligence. 

10. Term. These procedures shall remain in effect until modified in writing by the 
Chief Justice after consultation with the Attorney General and the Director of National 
Intelligence. 

3 
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Issued this 'Z.14* day of ffdAJIAfl."f 2013, after consultation with the Attorney General 
of the United States and the Director of National Intelligence as required by the Foreign 
Intelligence Surveillance Act. 

J~ 
Chief Justice of the United States 

The Attorney General concurs in the procedures for safeguarding certifications filed 
under Section 102(a) or Section 302(a) of the Aet, as set forth in paragraph 8.2 

~H:l~"rP 
Attorney General of the United States 

2 Section I 03(c) provides that the Chief Justice shall establish security procedures for 
the court in consultation with the Attorney General and the Director of National Intelligence, 
Sections 102(a)(3) and 302(a)(3) provide that certifications of the Attorney General issued in 
accordance with Section !02(a)(I) or Section 302(a)(l)(A) of the Act shall be maintained under 
security measures established by the Chief Justice with the concurrence of the Attorney General, 
in consultation with the Director of National Intelligence. 

4 
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--(8t-NOTICE CONCERNING THE COURT'S ORDER OF AUGUST 13, 2015, 
APPOINTING AN AMICUS ~AE 

-(Sr_ By Order dated Al,lgu_st 13, 2015, this Cowt appointed Amy Jeffress as 

amicus curiae (hereinafter "arrucus") in.the above-captioned matter. The Court also 

determined that materials identified in Exhibit A to the Order are relevant to the duties 

of the arnicus, and that the ptovision of those matedals to her was consistent with the 

national secw·ity of the United States. Accordingly, the Order directed that by August 

21, 2015, or after.receiving confirmation that the amicus has received the appropriate 

· clearances and access approvals for such matedals, whichever is later, the Clerk of the 
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Court was to make those materials available to the amicus. The Order further directed 

the government to ·prc:>Vid_e written notic.e and explanation to the Court by August 18, 

2015~ if the government did riot believe that the amicus' s access to the classified 

infor:ination in the materials identified in Exhibit A to the Ordei· was consistent with the 

national security of _the United States. · 

~ The government here~y notifies the Court that the government believes the 

amicus' s access to the classified information in the :r:r{aterials identified in Exhibit A to 

the Order would be consistent with the national security of the United States, provided 

-that she has received the appropriate clearances and access approvals for such 

inforrna tion . 

By 

Respectfully subrnjtted, 

John P. Carlin 
Assistant Attorney General 

Stuart J. Evans . 

Office of Intelligence 
National Security Division 
U .S. Departm~nt of Justic e 

SECRET 
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UNITED STA TES 

SEP 1 6 2015 
leeAnn Flynn Hall, Clerk of Court 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

BRIEFING ORDER 

. ... ..._ ...... . 

On July 15, 2015, the government submitted ertifications and accompanying 

targeting and minimization procedures ("the 2015 Certifications") pursuant to section 702 of 

FISA, codified at 50 U.S.C. § 1881a. The 2015 Certifications reauthorize certifications under 

section 702 that the Court approved on August 26, 2014 ("the 2014 Certifications"). They also 

amend the 2014 Certifications, as ,,vell as predecessor certifications under section 702, to provide 

that information acquired pursuant to those certifications shall henceforward be governed by the 

minimization procedures that accompany the 2015 Certifications . 

The government had submitted versions of the 2015 Certifications in draft fom1 on June 

- --- -- ---------
SECRETHNOFORN 
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15, 2015. After reviewing those drafts, the Court concluded "that this matter is likely to present 

one or more novel or significant interpretations of the law, which would require the Court to 

consider appointment of an arn.icus curiae" under section 103(i)(2). See 

Order issued on July 7, 2015 ("July 7 Order"), at 3. The 

Court further noted that the 30-day review period specified by section 702(i)(l )(B) would, as a 

practical matter, foreclose amicus curiae (hereinafter "amicus") participation. Id. 

The Court may, however, extend that 30-day review period "as necessary for good cause 

in a manner consistent with national security." § 7020)(2). To help the Court decide "whether to 

extend the time it would have to act on the 2015 Certifications and revised procedures in order to 

allow for meaningful amicus assistance in reviewing them," the Court ordered the government to 

"explain in writing whether - and if so, how long - an extension of the time for the Court to 

review the 2015 Certifications and revised procedures would be consistent with national 

security." July 7 Order at 4. 

On July 14, 2015, the government timely filed its Response to the July 7 Order, advising 

that "the government assesses that an extension of 60 to 90 days ... would be consistent with 

national security." See Govemment' s 

Response to the Court's Order of July 7, 2015, filed on July 14, 2015, at 7. 

On July 23, 2015, the Court found that ''the need for an. extension to allow for [amicusJ 

participation constitutes 'good cause"' for an extension under section 702G)(2). S 

Order issued on July 23, 

2015 , at 3. AccordinglY., it extended "the 12eriod for Court review under s~ tion.10.2(i)(l)(B_)..fu,..._ ____ _ 

SECRETJ/NOFOR..~ Page2 



ACLU 16-CV-8936 (RMB) 00041

All withheld information exempt under (b)(1) and (b)(3) unless otherwise noted . Approved for Public Release 

SECRETJ/NOFOR."I\T 

90 days, such that this review must be completed no later than November 12, 2015." Id. 

On August 13, 2015, the Court appointed Amy Jeffress as amicus in this matter pursuant 

to section 103(i)(2)(B) of the Foreign Intelligence Surveillance Act of 1978, codified at 50 

U.S.C. § l 803(i)(2)(B), noting that it anticipated setting a briefing schedule at a later date. See 

Order Appointing An An1icus Curiae, 

issued on August 13, 2015 ("August 13 Order"), at 4-5. The August 13 Order identified the 

following issues to be addressed by the amicus: 

Pursuant to section 702(i)(2)(C) and (i)(3)(A)-(B), the Court must assess, among other 
things: (a) whether the minimization procedures that accompany the 2015 Certifications 
meet the definition of minimization procedures under 50 U.S.C. § 1801(h) or§ 1821(4), 
as appropriate; and (b) whether those procedures are consistent with the fourth 
amendment to the Constitution of the United States. The amicus is directed to address 
whether these requirements are satisfied in view of the provisions of the procedures that 
apply to: 

(i) queries of information obtained under section 702, particularly 
insofar as queries may be designed to return information 
concerning United States persons, see NSA Minimization 
Procedures at 7, FBI Minimization Procedures at 11-12, and CIA 
Minimization Procedures at 3-4; and 

(ii) preservation for litigation purposes of information otherwise 
required to be destroyed under the minimization procedures, see 
NSA Minimization Procedures at 8-9, FBI Minimization 
Procedures at 24-25, and CIA Minimization Procedures at 10-11. 

The August 13 Order further outlined the CoU1t's plan for providing the amicus with 

access to the relevant materials after confirming that she had received the appropriate clearances 

and access approvals. Id. at 5. It also gave the government an opportunity to provide a written 

notice and explanation if it believed this plan was inconsistent with the national security of the 

SECRETltNOFOR"I\T Page3 



ACLU 16-CV-8936 (RMB) 00042

All withheld information exempt under (b)(1) and (b)(3) unless otherwise noted. Approved for Public Release 

SECRET//NOFOR...~ 

United States. Id. On August 18, 2015, the government notified the Court that it believed the 

a.micus' access to relevant materials was consistent with the national security of the United 

States, provided she had received appropriate clearances and access approvals. Se 

Notice Concerning The Court's Order of August 

13, 2015, Appointing An Amicus Curiae, filed on August 18, 2015, at 2. The Court has 

confirmed that the amicus has the appropriate clearances and access approvals; the amicus has 

reviewed the relevant rnatez:ials; and the Court is now prepared to set a briefing schedule. 

Accordingly, it is HEREBY ORDERED as follows: 

The arnicus and the government shall file briefs addressing the aforementioned issues 

outlined at pages 4-5 of the August 13 Order no later than 2 PM on October 16, 2015. The CoUit 

anticipates receiving oral arguments on the same issues from the amicus and the government at 

2 PM on October 20, 2015, if, after its review of the briefs, the Court determines that oral 

arguments would be beneficial. 

ENTERED this ( t ~fSeptember , 2015, 

SECRET/IN OF ORN 

THOMAS F.HO 
Judge, United Stat s F reign 
Intelligence Surve · ance Court 

Page 4 
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Office of the· Direclor 

The Honorable Thomas F. Hogan 

SECRET//NOFORN/FISA 
U.S. Department of Justice 

Federal Bureau of.Investigation . 

WasM11gto11, D.C. 20535-0001 

October 20, 2014 

United States F9reign Intelligence Surveillance Court 
· 333 Constitutional Avenue, NW 
· Washington, DC 20001 

Dear Judge Hogan: 

(U//FOUO) Subsection 702(1)(3) of the Foreign Intelligence Surveillance Act, as 
amended ("the Act"), requires that the head of each element of the Intelligence Community 
conducting an acquisition authorized under subsection 702(a) of the Act shall conduct an annual 
review to detennine whether there is reason to believe that foreign intelligence information bas 
been or will be obtained from the acquisition. The Federal Bureau of Investigation has 
conducted acquisitions authorized under subsection 702(a) and·provides the attached report to 
fulfill the reporting requirement for the period September I, 2012, to August 31, 2013. 

(U//FOUO) Should you have any questions, please contact James A. Baker, General 
· Counsel. 

Sincerely, 

Director 

Enclosure 

5ECttiff/tN'OFORlw_'FfSA -1---___ Th_is_c_or_re_sp~ _de_n_ce 111a_y be down_ grad_e_d_:n:~~~~Fr _c_rA_L_. ~- S_E_ QNL_Y_ u_p_on remq_vaJ of the 
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(U) ANNUAL REPORT ISSUED PURSUANT TO SECTION 702 OF THE FOREIGN 
INTELLIGENCE SURVEILLANCE ACT 

(U//FOUO) The report is made pursuant to the requirements of Section 702(/)(3) of the 
Foreign Intelligence Surveillance Act, as amended (FISA). This annual report covers the period 
from September 1, 2012, through August 31, 2013. This report is provided to the Foreign 
Intelligence Surveillance Court (FISC), the Attorney General, the Director of National 
Intelligence, the United States Senate Select Committee on Intelligence and the United States 
House of Representatives Permanent Select Committee on Intelligence, and the United States 
Senate Committee on the Judiciary and the United States House of Representatives Judiciary 
Committee. 

FISA INFORMATION 

(U//FOUO) This document contains information from Foreigi:i Intelligence Surveillance 
Act (FISA) collection, including infonnation collected pursuant to FISA Section 702. The FISA 
information, and any information derived therefrom, may not be used in any foreign or domestic 
criminal, administrative, or other proceeding without the advance authorization of the Attorney 
General. If concerning a United States person(s), this information may be disseminated to a 
foreign government only with prior authorization from FBI Headquarters . Any reproduction, 
dissemination, or communication (including, but not limited to, oral briefings) of this 
information must be accompanied by a statement of these restrictions. 

I. (U//FOUO) The FBl's Role in the Implementation of FISA Section 702 

(8//NF) During this reporting period, the Federal Bureau of Investigation (FBI) has been 
authorized by the FISC, per its approval of certifications filed for the period of 

and to implement Section 702 
in the following ways: 

• 

• 

met communications, such as an email 
must be conducted pursuant to the FBI's 

both the CIA and the NSA apply their own court-approved minimization procedures. 

SE:CRET//NOFORN/FISA 
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• (-sffNF.} The FBI retains raw data in its searchable database systems for analysis. The FBI, 
in consultation with the Office of the Director of National Intelligence and the Department of 
Justice National Security Division, has developed a variety of internal protocols to ensure 
agents and analysts comply with the FBI' s minimization procedures in utilizing this data. 

H. (U//FOUO) Foreign Intelligence Information Aquired under FISA Subsection 
702(a) 

(S/niIBPISi'\.) Section 702(1)(3)(A) requires the head of each element of the United 
States Intelligence Community (USIC) conducting an acquisition authorized under subsection 
( a) to conduct "an annual review to determine whether there is reason to believe that foreign 
intelligence information has been or wiil be obtained from the acquisition." During this 
reporting period , the FBI has conducted acquisitions under Section 702(a) ofFISA. Further, the 
FBI has determined that it has acquired valuab le foreign intelligence information pmsuant to 
Section 702(a). Examples of the valuable foreign intelligence information that has been obtained 
through use of this subsection include: 

.£ECRET//NOFORN/FI8A 
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• 

• 

=..;;;;;;;;;;;.::;;;;,;;;~==;-;;;;.:;:=;.:.::;;;,;:=~=.:.:=:==::;,.:-- SECRE'l'./ /NOFORN/FISA ===~=::;;;;;;;;;;;::;;::::;.:;;;::;;;;;;;:;;;;;;.:;;;:;;:~=== 
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(U//FOUO) The FBI has every reason to believe that acquisition pursuant to subsection 
702(a) will continue to provide valuable foreign intelligence. 

III . (U//FOUO) Data Required by Subsection 702(l)(3)(A)(i)-(iii) 

(U//FOUO) Section 702(/)(3)(A) further requires that the head of each element provide, 
with respect to acquisitions authorized under subsection: ( a) "(i) an accounting of the number of 
disseminated intelligence reports containing a reference to a United States person identity; (ii) an 
accounting of the number of United States person identities subsequently disseminated by that 
element in response to requests for identities that were not referred to by name or title in the 
original reporting; (iii) the number of targets that were later determined to be located in the 
United States and, to the extent possible, whether commW1ications of such targets were 
reviewed." 

i. (U) Disseminated Intelligence Repm·ts Referencing United States Pe1·son 
Identities 

~) During this reporting period, the FBI made a total of 
by FBI nominations an- by accounts nominated by the IC 
where the 702-acquired information in an intelligence rep01t contained a reference to a United 
States person identity.3 

ii. (U) Subsequent Identifications of United States Persons Not Initially Identified 

(S//NF) Consistent with our minimization procedures, the FBI's practice is to 
disseminate United States person infonnation contained in Section 702 information when that 
information reasonably appears to be foreign intelligence information, information necessary to 
understand foreign intelligence, or is evidence of a crime. United States person information that 

2 
(~ These figures represeu~e reports that included a United States person identity as part of the 702 

information. For example, if thc .... under Section 702 included the name of a United States person and that 
name was inserted into the iutelligence report that was disseminated, it was counted. If an intelligence report 
included 702 information and included a United States person identity not derived from the 702 information, that 
intelligence report was uot counted. 

3 ESI/NI9 FISA defmes a United States person as a citizen of the United States; an alien lawfully admitted for 
permanent residence; an unincorporated association a substantial number of members of which arc citizens of the 
United States or aliens lawfully admitted for permanent residence; or a corporation that is incorporated in the United 
States, but not a corporation or an association that is a foreign power. 

-- - -------- , 
4 
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is not foreign intelligence, necessary to understand foreign intelligence, or is evidence of crime 
would not be eligible for dissemination to other agencies and would be masked upon 
dissemination. On occasion, an agency may determine that masked information does in fact 
reasonably appear to be foreign intelligence information or evidence of a crime and would ask 
that the information be unmasked. During this reporting period,llsuch unmaskings occurred . 

iii. (U) Targets Later Dete1·mined to be Located in the United States 

~ Based on the system in place t~ data during this reporting period, a 
total a-targets whose communications wer~the FBI were later determined to be 
located in the United States.4 

IV. (U) Procedures to Assess Extent of Acquisitions of United States Persons' 
Communications 

(U//FOUO) Subsection 702(/)(3)(A)(iv) requires that the head of each element provide 
"a description of any procedures developed by the FBI and approved by the Director of National 
Intelligence to assess-in a manner consistent with national security, operational requirements, 
and the privacy interests of United States persons-the extent to which the acquisitions 
authorized under subsection (a) acquire communications of United States persons, and the results 
of any such assessment." 

(U//FOUO) Existing targeting and minimization procedures, FBI internal oversight 
procedures, and oversight by the Department of Justice, the Office of the Director of National 
Intelligence, two Offices of the Inspectors General, and the FISC, assure that Section 702 
authorities are being executed appropriately and in a manner consistent with the statute and the 
Fourth Amendment of the Constitution of the United States. During the relevant reporting 
period, the FBI did not develop any additional procedures to assess the extent to which the 
acquisitions authorized under subsection 702(a) acquire the communications ofUruted States 
persons. Communications of United States persons that are acquired under subsection 702(a) are 
treated in accordance with applicable legal and policy requirements and procedures to safeguard 
the privacy interests of United States persons. 

4 ESl,INF-). To avoid duplicate reporting, this figure only includes communications collected pursuant to 
the FBI's targeting procedures. NSA separately reports instances where it collects conllllunications of 

-- - --- --Uersons-located.in,tlie-United St"'1tes..pursuanUo--its targeting-procedtu:es,-.----
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