Zpl IHFO
CLAGEITIRD By HEIE&' i
BE2SIH 1 4 (L)

HECLBESTIE O 1o-01 2008
H&TE. DE-14-2018

FILED
KAREN E. SUTTON, CLERK

SEERET
U.S. FOREIGN INTELLIGENCE
UNITED STATES SURVEILLANCE COURT

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

T

oo
(=]

AUTHORIZING ELECTRONIC SURVEILLANCE

Application having been made by the United States of

America, by Attorney, U.S. Department of

Justice, which is supported by the sworn declaration of[::::::::]

a Supervisory Special Agent of the Federal Bureau of

Investigation (¥BI}, and by the certification of an appropriately
designated official of the Executivé Branch, for an order
authorizing electronic surveillance, as described in the
Government's application, pursuant to the Foreign Intelligence
Surveillance Act of 1978, 50 U.S.C. §§ 1801-1811 (the Zct), and
full consideration having been given to the matters set forth

therein, the Court finds that:
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1. The President has authorized the Attorney General
of the United States to approve applications for electronic
surveillance for foreign inteiligence information [50 U.s.C.

§ 1805(a)(1)];

2. The application has been made by a federal officer
and approved by the Attorney General (50 U.S.C. § 1805{a})(2)];

3. On the basis of the facts submitted by the

applicant, there is probable cause to believe that:
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(B) the following facilities or places arz being used

or are about to be used by of|

e and electronic surveillance is authiorized of the

following facilities or places, using for each
particular facility or place only such means as are

specified below for such particular facility or place:
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WHEREFORE, IT IS HEREBY ORDERED, pursuant tc the
authority conferred on this Court by the Act, that the
application of the United States to conduct electronic

surveillance, as described in the application, is GRANTEDMand it
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FURTHER ORDERED, as follows [50 U.S.C. § 1805(c)-(e)]:
(1) The United States is authorized to conduct

electronic surveillance in order to acquire foreign intelligence

information as defined by

including the incidental acquisition of other foreign

intelligence information as defined by

1181
{5 at the facilities or places described in paregraph 3(B)
above, subject to the minimization procedures specified in
paragraph 4 above, for a period of from the date of 18)
this Order, unless otherwise ordered by the Court. as follows: 2;
b7E

August 20, 2018, Public Release EFF V. DOJ 16-CV-02041 Document 20, page 5 of 11




August 20, 2018, Public Release

EFF V. DOJ 16-CV-02041 Document 20, page 6 of 11

b7E



The electronic surveillance authorized shszll

electronic surveillance of the facilities or places descyibed in

paragraph 3(B) above,

only the means specified in paragraph 3(B) above for such

particular facility or place.

(2)

As requested in the application,

include

using for each particular facility or place

information, access, facilities,

necessary to accomplish the electronic surveillance described

herein,
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person(s) providing communications and other services

the specified

Lo

shall furnish the FBI forthwith all

and technical assistance

in such a manner as will protect its secrecy and produce
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a minimum of interference with the services provided to the
subscriber of such services; and the specified personis) shall
maintain all records concerning the electronic surveillance, or
the aid furnished to the FBI, under the security procedures
approved by the Attorney General and the Director of Central
Intelligence that have previously been or will be furnished to
the specified person(s}) and are on file with this Ccurt: and the
FBI shall compensate the specified person(s) referred to above at
the prevailing rate for all assistance furnished in connection

with the electronic surveillance authorized herein.

IT IS FURTHER ORDERED that the FBI will follow:

e
L}
s

procedures for a T of that

are on file with this Court;

i
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(3) the following supplemental or particularized
procedures:
168
*”ﬁotwithstanding other
bl
provisions of the standard FBI minimization procedures referenced b3
above, the FBI is authorized to disseminate computer disks, tape
recordings, transcripts, or other information or items i?
3]
1.
"""""" | provided that the folliowing
restrictions apply with respect to any materials so disseminated:
(a) Dissemination to 18] z;
§S§W of such information ox
communications, and deilt make no-use 3]

August 20, 2018, Public Release EFF V. DOJ 16-CV-02041 Document 20, page 9 of 11



“SEERET

of any information or any communication of or concerning any

person except to provide technical assistance to the FBI.

(b} Dissemination will be only to (8]
(8]
I
Pf such information or communications. V@m
(5]
15
pf this raw data.
(c) khall make no pérmanent g
o B record of information or communications of or concerning
any person referred to or recorded on computer disksg, tape
recordings, transcripts, or other items 18]
18]
- ——— |
""""" Records maintained 1158
8l Ty for this purpose may not be disseminated 18
18]
(d) Upon the conclusion of  @5
to the FBI, computer disks, tape }ecordings, transcripts, or
other items or information disseminated lis)

SEESRET.

10

August 20, 2018, Public Release

EFF V. DOJ 16-CV-02041 Document 20, page 10 of 11

bl
b3
b7E

bl
b3
b7E

bl
b3
b7E



(e} Any information that

provide to the FBI as a result of

be disseminated by the FBI in accordance with the FBI‘s standard

minimization procedures. [50 U.S.C. § 1805(c) (2) (A)y- (D)1

Filed

Signed

Date lime °

This authorization regardin

on thd

J expires g

|Eastern

Daylight Time.

COLLEEN KOLLAR-KOTELLY
Judge, United States Foreign
Intelligence Surveillance Court

ol

1, Karen E. Sutton, Ulerk, .

FISC, cerfify that this document SESRET
is a true and corrpct copy 11

of the original.
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