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(U) This reporting period was impacted by the coronavirus pandemic, although the joint
oversight team believes that the effects of the pandemic began to wane towards the end of the
reporting period. At the time of writing this joint assessment, the joint oversight team is not able to
determine the extent to which the compliance trends during this reporting period reflect changes in
the number of compliance incidents that occurred — whether as a result of the coronavirus pandemic
or other factors — as opposed to difficulties in discovering and reporting compliance incidents as a
result of the pandemic. As it pertains to the latter, NSD and ODNI’s reviews were affected by the
pandemic. Specifically, during this reporting period, NSD and ODNI conducted remote, rather than
onsite, reviews at the National Counterterrorism Center and FBI headquarters. In addition, between
March 2020 and February 2021, NSD and ODNI temporarily suspended reviews at FBI field
offices. Further, most of the noncompliant queries discussed in the FBI section of this report
occurred during prior reporting periods but were not discovered and reported until this reporting
period.

(U) As discussed in the 25™ Joint Assessment, the joint oversight team no longer reports the
overall compliance incident rate. The overall compliance incident rate, which compared the total
number of compliance incidents to the average number of tasked facilities (two metrics that are not
dependent upon one another), was an imperfect and potentially misleading metric, making it
difficult to draw conclusions about overall compliance from the metric. For example, the number of
FBI query errors is not related to the average number of facilities subject to acquisition. The
deficiencies of the overall compliance incident rate became more apparent throughout the
pandemic. In order to provide a more nuanced and accurate assessment of compliance, the joint
oversight team has developed, and continues to develop, more tailored compliance metrics aimed at
better tracking specific compliance matters.

2
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(U) The following table presents two key compliance metrics — the NSA targeting
compliance incident rate' and the FBI query compliance incident rate? — from this reporting period
and compares them to the comparable metrics reported in the three previous joint assessments.

UNCLASSIFIED

23 Joint
Assessment
(Jun. ‘19 - Nov. ‘19)

24 Joint
Assessment

(Dec. ‘19 - May “20)

25™ Joint
Assessment

(Jun. ‘20 - Nov. “20)

26" Joint
Assessment

(Dec. ‘20 - May ‘21)

NSA Targeting

Compliance 0.14 percent 0.10 percent 0.05 percent 0.11 percent
Incident Rate

FBI Query

Compliance 36.59 percent 0.82 percent 2.23 percent 0.40 percent

Incident Rate
(U) This figure is UNCLASSIFIED.

(U) Prior to the pandemic, FBI field office reviews were responsible for discovering a
significant portion of FBI minimization and querying incidents that are reported in each joint
assessment. Because FBI field office reviews remained suspended during a portion of this reporting
period and relatively few reviews were conducted, incidents that might typically be discovered by
NSD during field office reviews may not have been discovered or reported during this period.’
Some of the most significant errors identified as a result of these reviews have been those related to
batch jobs, a functionality available in an FBI system that permits users to query multiple identifiers
in sequential queries as part of a single batch job. A single non-compliant batch job can,
accordingly, result in hundreds or thousands of non-compliant queries. Indeed, just a handful of

! (U) The NSA targeting compliance incident rate represents the number of NSA targeting compliance incidents,
expressed as a percentage of the average number of facilities subject to acquisition on any given day during the
reporting period.

2 ¢4t The FBI query compliance incident rate represents the total number of FBI query compliance incidents
reported to the FISC during the reporting period, expressed as a percentage of the total number of FBI queries reviewed
by NSD in connection with the field office reviews during which NSD identified such FBI query compliance incidents.
The number of querie: i i in this total are gueries contained in query logs provided to NSD by FBI
that were run in FBI’s NSD
has, in prior query reviews, found that a small percentage of queries that were included in partcular query logs were not
run against unminimized FISA-acquired information, to include unminimized Section 702-acquired information.

3 (U) Onsite field office reviews were suspended in March 2020, at the onset of the coronavirus pandemic and related
travel restrictions in the United States. NSD resumed field office reviews remotely in February 2021, at which time
NSD selected for sampling a range of historical queries conducted throughout 2020 by users in multiple FBI field
offices. Thus, during this reporting period, NSD was conducting field office reviews for only approximately four
months. Moreover, incidents discovered during the reviews that occurred during those four months were not all
reported during this reporting period. As discussed in Section 4(I1)C), there may be delays in resolving and reporting
compliance incidents after they are first identified, in part, because of delays in the Government’s investigation while
FBI gathers the relevant facts, or while FBI and NSD discuss whether the facts of a matter constitute a compliance
incident.

-
J

TOUP SLCRLL/ /o177 NOrURN

7 of 85 Section 702, 26th Joint Assessment, August 2022



FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

PP SR SRS RO RN—

non-compliant batch jobs have been responsible for the large fluctuations in the FBI query
compliance incident rate over the last several reporting periods. Whether such non-compliant batch
jobs would have been discovered and reported during the portion of this reporting period in which
field office reviews were suspended is unknown. As a result, the joint oversight team is unable to
evaluate how FBI’s compliance with its querying procedures during this reporting period compares
to other reporting periods. NSD and ODNI do assess, however, that query issues were a pervasive
compliance challenge during the period of time covered by this joint assessment based on the results
of NSD’s query reviews conducted during and subsequent to this reporting period. Beginning in the
fall of 2019 and through early 2022, FBI implemented a series of remedial measures (discussed in
further detail below), and the joint oversight team continues to work with FBI to review progress
and the efficacy of these remedial measures.

4
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(U) SECTION 1: INTRODUCTION

(U) The Foreign Intelligence Surveillance Act of 1978 (FISA), 50 U.S.C. § 1801 e! seq., as
amended, specifically, FISA Section 702(m)(1),* requires the Attorney General and the Director of
National Intelligence (DNI) to assess compliance with certain procedures and guidelines issued
pursuant to Section 702 and to submit such assessments to the Foreign Intelligence Surveillance
Court (FISC) and relevant congressional committees at least once every six months. To fulfill this
requirement, a team of oversight personnel from the Department of Justice’s (DOJ) National
Security Division (NSD) and the Office of the Director of National Intelligence (ODNI)
(hereinafter, the “joint oversight team™) conducts compliance reviews to assess whether the
authorities under Section 702 have been implemented in accordance with the applicable procedures
and guidelines. This report sets forth NSD and ODNI’s 26" Joint Assessment of FISA compliance,
based on oversight activities during this reporting period, under Section 702, covering the period 01
December 2020 through 31 May 2021 (hereinafter, the “reporting period™).’

(U) Section 702 requires that the Attorney General, in consultation with the DNI, adopt
targeting, minimization, and querying procedures, as well as guidelines. A primary purpose of the
guidelines is to ensure compliance with the limitations set forth in subsection (b) of Section 702,
which are as follows:

An acquisition authorized under subsection (a) —

(1) may not intentionally target any person known at the time of acquisition to be
located in the United States;

(2) may not intentionally target a person reasonably believed to be located outside the
United States if the purpose of such acquisition is to target a particular, known
person reasonably believed to be in the United States;

(3) may not intentionally target a United States person reasonably believed to be
located outside the United States;

(4) may not intentionally acquire any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the
United States: and

(5) shall be conducted in a manner consistent with the [F]ourth [A]mendment to the
Constitution of the United States.

(U) Pursuant to Section 702(g), the Attorney General’s Guidelines for the Acquisition of
Foreign Intelligence Information Pursuant to the Foreign Intelligence Surveillance Act of 1978, as

4 (U) 50 U.S.C. §1881a(m)(1).

5 (U) This report acts as a corollary to the Semiannual Report of the Attorney General Concerning A cquisitions under
Section 702, which was previously submitted on 03 September 2021, as required by Section 707(b)(1) of FISA
(hereinafter, the “Section 707 Report”). This 26" Joint Assessment covers the same reporting period as the 26" Section
707 Report. The joint assessment evaluates the information included in the Section 707 Report to identify trends in
Section 702 compliance and usage, and assessthe need for added training and mitigation strategies.

5
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amended (hereinafter, “the Attorney General’s Acquisition Guidelines™) were adopted by the
Attorney General, in consultation with the DNI, on 05 August 2008, as revised on 27 March 2018.

(U) During this reporting period, the Government acquired foreign intelligence information
under Attorney General and DNI authorized Section 702(h) certifications that targeted non-United
States persons reasonably believed to be located outside the United States in order to acquire
different types of foreign intelligence information. The foreign intelligence information must fall
within a specific type (i.e., category) of foreign intelligence information that has been authorized for
collection pursuant to the Section 702(h) certifications.® Four agencies are primarily involved in
implementing Section 702: the National Security Agency (NSA), the Federal Bureau of
Investigation (FBI), the Central Intelligence Agency (CIA), and the National Counterterrorism
Center (NCTC). An overview of how these agencies implement the authority appears in the
Appendix of this assessment.

(U) Section 2 of this joint assessment provides an overview of oversight measures the
Government employs to ensure compliance with the targeting, minimization, and querying
procedures, as well as the Attorney General’s Acquisition Guidelines. Section 3 compiles and
presents data acquired from the joint oversight team’s compliance reviews in order to provide
insight into the overall scope of the Section 702 program, as well as trends in targeting, reporting,
and the minimization of United States person information. Section 4 describes compliance trends.
All of the specific compliance incidents for the reporting period have been previously reported to
the FISC and described in the Section 707 Report. As with the prior joint assessments, some of
those compliance incidents are analyzed here to determine whether these incidents are part of a
larger trend or pattern that could be addressed through additional measures, and to assess whether
the agency involved has implemented processes to prevent reoccurrences. Finally, this joint
assessment contains an Appendix, which includes a general description of the oversight at each
agency.

(U) The joint oversight team finds that the agencies have continued to implement their
respective procedures and follow the guidelines in a manner that reflects a focused and concerted
effort by agency personnel to comply with the requirements of Section 702 during this reporting
period. However, notwithstanding a focused and concerted effort by FBI personnel to comply with
the requirements of Section 702 and a substantial decrease in the number of FBI compliance
incidents compared to other recent reporting periods, the misapplication of FBI’s querying
procedures continued to cause a number of query errors.

6 EESHSEE-These three Section 702(h) certifications, all targeting non-United States persons reasonably believed to
be located outside the United States in order to acquire foreign intelligence information, concerned the following|topic

areas of foreign intelligence information:

Certification 2020-A’s [
—

Certification 2020-5 s
— ‘

Certification 2020-Cs
P
I

6
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(U) SECTION 2: OVERSIGHT OF THE IMPLEMENTATION OF SECTION 702

(U) The implementation of Section 702 is a multi-agency effort. As described in detail in
the Appendix, NSA and FBI each acquires certain types of data pursuant to its own Section 702
targeting procedures. NSA, FBI, CIA, and NCTC? each handles Section 702-acquired information
in accordance with its own minimization and querying procedures.® There are differences in the
way each agency implements its procedures resulting from unique provisions in the procedures
themselves, differences in how these agencies utilize Section 702-acquired information, and |
efficiencies gained by leveraging existing agency-specific systems and processes to implement
Section 702 authorities. Because of these differences in practice and procedure, there are
corresponding differences in each agency’s internal compliance programs and in the external NSD
and ODNI oversight programs.

(U) The joint oversight team — consisting of members from NSD, the ODNI Office of Civil
Liberties, Privacy, and Transparency, the ODNI Office of General Counsel (ODNI OGC), and the
ODNI Mission Integration Directorate Mission Performance, Analysis, and Collection — conducts
independent Section 702 oversight activities. The team members play complementary roles in the
review process. The following section describes the oversight activities of the joint oversight team,
the results of which, in conjunction with the internal oversight conducted by the reviewed agencies,
provide the basis for this joint assessment.

(U) L. Joint Oversight of NSA

(U) Under the process established by the Attorney General and DNI’s certifications, all
Section 702 targeting is initiated pursuant to NSA’s targeting procedures. Additionally, NSA is
responsible for conducting post-tasking checks of all Section 702-tasked communication facilities®
(also referred to as selectors) once collection begins. NSA must also minimize its collection in
accordance with its minimization procedures and conduct queries in accordance with its querying
procedures. Each of these responsibilities is detailed in the Appendix. Given its central role in the
Section 702 process, NSA has devoted substantial oversight and compliance resources to

7 (U) As discussed herein, CIA, FBI, and NCTC receive Section 702-acquired data from NSA. Additionally, CIA,
NCTC, and NSA also receive Section 702-acquired data from FBL

8 (U) All of the Section 702 targeting, minimization, and querying procedures are approved by the Attorney General and
reviewed by the FISC. The targeting, minimization, and querying procedures that were in effect during this
assessment’s reporting period were those approved as part of the 2020 Section 702 Certifications in October 2020. On
26 April 2021, the DNI released, in redacted form, each of the 2020 minimization procedures and the 2020 querying
procedures for NSA, FBI, CIA, and NCTC, as well the 2020 targeting procedures for NSA and FBI. The 2020
procedures are posted on ODNI’s intel.gov website via the “IC on the Record” database.

9 (U) Section 702 authorizes the targeting of non-United States persons reasonably believed to be located outside the
United States. This targeting is effectuated by fasking communication facilities, including but not limited to telephone
numbers and electronic communications accounts, to Section 702 electronic communication service providers. The
oversight review process, which is described in this joint assessment, applies to the tasking of every communication
facility, regardless of the type of facility. A fuller description of the Section 702 targeting process is found in the,
Appendix. This assessment uses the terms facilities and selectors interchangeably and does not make a substantive
distinction between the two terms.

8
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monitoring its implementation of the Section 702 authorities. NSA’s internal oversight and
compliance mechanisms are further described in the Appendix.

(U) NSD and ODNI’s joint oversight of NSA’s implementation of Section 702 consists of
periodic compliance reviews, which NSA’s targeting procedures require, as well as the
investigation and reporting of specific compliance incidents throughout the reporting period.
During this reporting period, reviews were conducted at NSA on the dates shown in Figure 1.

(U) Figure 1: NSA Reviews
UNCLASSIFIED

_Approximate Dates of Review | Targeting, Minimization, and Querying Reviewed
26 February 2021 (onsite) 01 December 2020 — 31 January 2021
30 April 2021 (onsite) | 01 February 2021 — 31 March 2021
24 June 2021 (onsite) 01 April 2021 — 31 May 2021

(U) Figure 1 is UNCLASSIFIED.

€S2 Bimonthly reports for each of these reviews document the relevant time period of
the review, the number and types of communication facilities tasked, and the types of information

C(l DO 45 WC dS DIOVIAE d ACLallCC lmmarv O 1] QG0 O) 4Ll [CDOMINO

ith the Section 707 Report, as required by Section 707(b)(1)(F) of FISA;

was provided to the
congressional committees with the March 2022 Section 707 report.

(U) The joint oversight review process for NSA targeting begins well before the onsite
review. Prior to each onsite review, NSA electronically sends the tasking record (known as a
tasking sheet) for each facility tasked during the reporting period to NSD and ODNI. Members of
the joint oversight team initially review the tasking sheets, with ODNI team members sending any
questions they may have concerning the tasking sheets to NSD, who then prepares a detailed report
of the findings, including any questions and requests for additional information. NSD shares this
report with the ODNI members of the joint oversight team. During this initial review, the joint
oversight team determines whether the tasking sheets meet the documentation standards required by
NSA’s targeting procedures and provide sufficient information to ascertain the basis for NSA’s
foreignness determinations. The joint oversight team also reviews whether the tasking was in
conformance with the targeting procedures and statutory requirements (i.e., that the target is a non-
United States person reasonably believed to be located outside the United States, and that the target
is reasonably expected to possess, receive, and/or likely communicate foreign intelligence
information related to the categories of foreign intelligence information specified in the
certifications). For those tasking sheets that, on their face, meet the standards and provide sufficient
information, no further supporting documentation is requested. The joint oversight team then
identifies the tasking sheets that did not provide sufficient information and requests additional
information.

1V OoLUnbLl1//701/7 /NULDURN
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(U) During the onsite review, the joint oversight team examines the cited documentation
underlying these identified tasking sheets, together with NSA’s Office of Compliance for Cyber and
Operations (OCCO), NSA attorneys, and other NSA personnel, as required. The joint oversight
team works with NSA to answer questions, identify issues, clarify ambiguous entries, and provide
guidance on areas of potential improvement. Interaction continues following the onsite reviews in
the form of electronic and telephonic exchanges to answer questions and clarify issues.

(U) The joint oversight team also reviews NSA’s minimization of Section 702-acquired
information. NSD currently reviews all (and ODNI reviews a sample) of the serialized reports that
NSA has disseminated and identified as containing Section 702-acquired United States person
information. The joint oversight team also reviews a sample of serialized reports that NSA has
disseminated and identified as containing Section-702 acquired non-United States person
information. The joint oversight team further reviews a sample of NSA disseminations to certain
foreign government partners made outside of NSA’s serialized reporting process. These
disseminations consist of information that NSA has evaluated for foreign intelligence and
minimized, but that may not have been translated into English.

(U) NSA’s Section 702 querying procedures provide that any use of United States person
identifiers as terms to identify and select Section 702-acquired information must be accompanied by
a statement of facts establishing that the use of any such identifier as a selection term is reasonably
likely to return foreign intelligence information, as defined in FISA. With respect to queries of
Section 702-acquired content using a United States person identifier, the procedures provide that the
United States person identifier must first be approved by NSA’s Office of General Counsel (NSA
OGC). The joint oversight team reviews all approved United States person identifiers to ensure
compliance with NSA’s minimization procedures.!® For each approved identifier, NSA also
provides information detailing why the proposed use of the United States person identifier would be
reasonably likely to return foreign intelligence information, the date that the United States person
identifier was authorized to be used as a query term,!! and any other relevant information. In
addition, with respect to queries of Section 702-acquired mefadata using a United States person
identifier, NSA’s querying procedures require that NSA analysts document the basis for each such
metadata query prior to conducting the query. NSD reviews the documentation for 100 percent of
such metadata queries that NSA provides to NSD.'?

10(U) On 29 April 2022, the DNI publicly released ODNI’s ninth Annual Statistical Transparency Report Regarding
the Intelligence Community’s Use of National Security Authorities for calendar year 2021 (hereinafter, the “CY 2021
Transparency Report”). Pursuant to reporting requirements prescribed by the USA FREEDOM Act (see 50 U.S.C. §
1873(b)(2)(B)), the CY 2021 Transparency Report provided the “estimated number of search terms conceming a known
U.S. person used to retrieve the unminimized contents of communications obtained under Section 702" (emphasis
added) for the entire calendar year of 2021. The CY 2021 Transparency Report covered five months during this joint
assessment’s reporting period (01 January 2021 through 31 May 2021). The first month of this reporting period,
December 2020, was covered in the 2020 version of the same report.

11 (U) NSA’s Section 702 querying procedures provide that NSA may approve the use of a United States person
identifier to query Section 702-acquired content for no longer than a period of one year and that such approvals may be
renewed for periods up to one year.

12 (U) Also pursuant to reporting requirements prescribed by the USA FREEDOM Act (see 50 U.S.C. § 1873(b)(2)(C)),
the CY 2021 Transparency Report provided the “estimated number of gueries concerning a known U.S. person of

10
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(U) Additionally, the joint oversight team investigates and reports incidents of non-
compliance with NSA’s targeting, minimization, and querying procedures, as well as with the
Attorney General Acquisition Guidelines. While some of these incidents may be identified during
the reviews, most are identified by NSA analysts or by NSA’s internal compliance program and
reported to NSD and ODNI. NSA is also required to report certain events that may not be incidents
of non-compliance. For example, NSA is required to report a// instances in which Section 702
acquisition continued while a targeted individual was in the United States, whether or not NSA had
any knowledge of the target’s travel to the United States.!* The purpose of such reporting is to
allow the joint oversight team to assess whether a compliance incident has occurred and to confirm
that any necessary remedial action is taken. Investigations of these incidents sometimes result in
requests for supplemental information. All compliance incidents identified by these investigations
are reported to the congressional committees in the Section 707 Report and to the FISC. |

(U) IL. Joint Oversight of FBI

(U) FBI fulfills various roles in the implementation of Section 702, which are set forth in
further detail in the Appendix. First, FBI is authorized under the certifications to acquire foreign
intelligence information. Those acquisitions must be conducted pursuant to FBI’s Section 702
targeting procedures.

=5#¥==Second, FBI also

Pursuant to its own authority, FBI is authorized to
from electronic communication service providers by targeting facilities that NSA
designates. FBI co the electronic communication
service providers to or processing in accordance with the
agencies’ FISC-approved minimization procedures.

#54H= Third, FBI may receive dual-routed,' unminimized Section 702-acquired
information. Such communications must be minimized pursuant to FBI’s Section 702 minimization
procedures. As described below, FBI has a process for nominating to NSA new facilities to be

targeted pursuant to Section 702.

unminimized non-contents information obtained under Section 702” (emphasis added) for the entire calendar year of
2021.

13 (U) If NSA had no prior knowledge of the target’s travel to the United States and, upon learning of the target’s travel,
“detasked” (i.e., stopped collection against) the target’s facility without delay, as is required by NSA’s targeting
procedures, the collection while the target was in the United States would not be considered a compliance incident
under NSA’s targeting procedures. However, the collection would generally be subject to purge under the applicable
minimization procedures. The joint oversight team carefully considers, and where appropriate, obtains additional facts
regarding every reported detasking decision to ensure that NSA’s tasking and detasking complied with its targeting

procedures.

14 ¢S4y Dual-routing is the process whereby CIA, FBI, and/or NCTC requests that NSA route collection to them from
already-tasked Section 702 facilities.
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(U) NSD and ODNI’s oversight program is designed to ensure FBI’s compliance with
statutory and procedural requirements for each of those three roles. NSD and ODNI generally
conduct bi-monthly reviews of FBI’s compliance with its targeting procedures, quarterly reviews of
compliance by FBI headquarters components with FBI’s minimization procedures, and querying
reviews at certain FBI field offices during the course of the reporting period. As a result of FBI's
reduced staffing due to the coronavirus pandemic, F Bl was unable to gather the information
necessary to finalize one of the reports before the production to Congress of the Section 707 Report;
the remaining report was subsequently finalized with the help of FBI and provided to the
congressional committees with the March 2022 Section 707 reports. For this reporting period,
reviews were conducted during the time frames shown in Figure 2.

(U) Figure 2: FBI Reviews
UNCLASSIFIED _

Ot October 7020 30 Neveriber 2020 (targetmg)
January — February 2021 (remote) 01 September 2020 and 30 November 2020
(minimization)

01 December 2020 — 31 January 2021 (targeting);
01 December 2020 — 28 February 2021 (minimization)
01 February — 30 March 2021 (targeting);

01 March 2021 — 31 May 2021 (minimization)

March — April 2021 (remote)

June — July 2021 (remote)

July — August 2021 (remote) 01 April —31 May 2021 (targeting)
February 2021 (remote) Baltimore Division (querying)
May 2021 (remote) Washington Division (querying)
March 2021 (remote) New York Division (querying)
March 2021 (remote) Seattle Division (querying)

(U) Figure 2 is UNCLASSIFIED.

(U) In conducting targeting reviews, the joint oversight team reviews the targeting checklists
completed by FBI analysts and supervisory personnel involved in the process, together with
supporting documentation.” The joint oversight team also reviews a sample of other files to
identify any other potential compliance issues. FBI analysts, supervisory personnel, and attorneys
from FBI’s National Security and Cyber LLaw Branch (NSCLB) are available to answer questions
and provide supporting documentation. The joint oversight team provides guidance on areas of
potential improvement.

1554 If FBI’s application of its targeting procedures t_ returns information
from the databases discussed in FBI’s targeting procedures, then FBI provides a checklist that shows the results of its
database queries. If FBI's database queries returned results that FBI identifies as relevant to the

reporting period, the joint oversight team reviewed a sample of checklists and supporting documentation provided by
FBI for approved requests for which information is returned by FBI’s database queries.
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(U) In conducting FBI minimization reviews, the joint oversight team reviews documents
related to FBI’s application of its Section 702 minimization procedures. The team reviews a sample
of communications that FBI has marked in its systems as both meeting the retention standards and
containing United States person information. The team also reviews all disseminations by the
relevant FBI headquarters unit of information acquired under Section 702 that FBI identified as
potentially containing non-publicly available information concerning unconsenting United States
persons.

(U) Prior to the pandemic, NSD conducted minimization reviews at FBI field offices in
order to review retention and dissemination decisions made by field office personnel with respect to
Section 702-acquired information. During those reviews, NSD reviewed a sample of retention
decisions made by FBI personnel in connection with investigations involving the acquisition of data
pursuant to Section 702 and a sample of disseminations of information acquired pursuant to Section
702 that FBI identified as potentially containing non-publicly available information concerning
unconsenting United States persons. As of mid-2022, NSD has restarted these reviews of
compliance by FBI field office personnel with the FBI’s Section 702 minimization procedures.

(U) As noted in the chart above, NSD conducted querying reviews at four FBI field offices
(Baltimore, New York, Seattle, and Washington, D.C.) during this reporting period. ODNI received
written summaries regarding all of the reviews from NSD. Those reviews are further discussed in
Section 4 below and in the Attorney General’s Section 707 Report.

(U) During its querying reviews at FBI field offices, NSD reviewed the querying decisions
made by FBI field office personnel with respect to Section 702-acquired information. NSD
reviewed a sample of queries by FBI personnel in FBI systems that contain unminimized FISA-
acquired information, including Section 702-acquired information. Those reviews evaluated
whether the queries complied with the requirements in FBI’s FISA minimization and querying
procedures, including its Section 702 querying procedures. In addition, as a result of a Court-
ordered reporting requirement set forth in the FISC’s 18 November 2020 Memorandum Opinion
and Order (the “2020 Opinion”)'® regarding queries conducted solely to retrieve evidence of a
crime, as well as certain requirements in Section 702(f)(2) of FISA, NSD reviews those queries to
determine if any such queries were conducted solely to retrieve evidence of a crime. If such a query
was conducted, NSD would seek additional information as to whether FBI personnel received and
reviewed the results of such a query. Pursuant to the 2020 Opinion, such queries must subsequently
be reported to the FISC.

16 (U) The 2020 Opinion approved the 2020 Section 702 Certifications. On 26 April 2021, the DNI, in consultation
with the Attorney General, released the 2020 Opinion in redacted form on the ODNI public website intel gov via the “IC
on the Record” database.

=Sy The full title of the 2020 Opinion is In re DNV/AG 702(g) Certifications 2020-A, 2020-B-, 2020-C, and
Predecessor Certifications. The 2020 Opinion modified reporting query requirements set forth in the 06 December
2019 Opinion and Order approving the 2019 Section 702 Certifications. In turn, the 06 December 2019 Opinion and
Order modified reporting query requirements first set forth in the 06 November 2015 Opinion and Order approving the
2015 Section 702 Certifications.
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i evaluate FBI’s
acquisition and provision of the joint
oversight team conducts an annual process review with FBI’s technical personnel to ensure that

those activities complied with applicable minimization procedures. While outside this reporting
period, the most recent annual process review occurred in June 2022, and a report regarding that
review will be submitted to Congress along with the relevant Section 707 Report.

FB1 has established
internal compliance mechanisms and procedures to oversee proper implementation of its Section
702 authorities. Those processes are further described in the Appendix.

(U) Throughout the reporting period, the joint oversight team also investigates potential
incidents of non-compliance with FBI’s targeting, minimization, and querying procedures, the
Attorney General’s Acquisition Guidelines, or other agencies’ procedures in which FBI is
involved.!” Those investigations are coordinated with FBI’s Office of General Counsel and may
involve requests for further information; meetings with FBI legal, analytical, and/or technical
personnel; or review of source documentation. Compliance incidents identified through those
investigations are reported to the congressional committees in the Section 707 Report and to the
FISC.

(U) OI._Joint Oversight of CIA

(U) As further described in detail in the Appendix, although CIA does not directly engage in
targeting or acquisition, it does nominate potential Section 702 targets to NSA. Because CIA
nominates potential Section 702 targets to NSA, the joint oversight team typically conducts onsite
visits at CIA'® and includes the results of those visits in the bimonthly NSA review reports
discussed above. CIA has established internal compliance mechanisms and procedures to oversee
proper implementation of its Section 702 authorities.

(U) The reviews also focus on CIA’s application of its Section 702 minimization procedures
and querying procedures. Reports for each of those reviews have previously been provided to the
congressional committees with the Section 707 Report, as required by Section 707(b)(1)(F) of
FISA. For this reporting period, the joint oversight team conducted reviews of CIA’s application of
its minimization and querying procedures during the dates shown in Figure 3.

17 (U) Insofar as FBI nominates facilities for tasking and reviews content that may indicate that a target is located in the
United States or is a United States person, some investigations of possible non-compliance with NSA’s targeting;
procedures can also involve FBI.

'8 (U) Due to the coronavirus pandemic, the joint oversight team conducted one review of CIA’s application of its
minimization and querying procedures remotely over a period of several weeks. However, the joint oversight team
conducted the remainder of the reviews onsite at CIA during this reporting period.

14
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(U) Figure 3: CIA Reviews
UNCLASSIFIED

o ' : Minimization and Querying Reviewed
December 2020 January 2021 (remote) 01 October — 30 November 2020
23 and 24 March 2021 01 December 2020 — 31 January 2021
26 and 27 May 2021 01 February — 31 March 2021
13 July 2021 01 April — 31 May 2021

(U) Figure 3 is UNCLASSIFIED.

(U) As a part of the typical reviews, the joint oversight team examines documents related to
CIA’s retention, dissemination, and querying of Section 702-acquired information. NSD reviews
all of the descriptions of communications containing United States person information that have
been minimized for long-term retention, some of which have also been transferred to CIA-wide
systems. Reviewers ensure that communications have been properly minimized and discuss with
CIA personnel issues involving the proper application of CIA’s minimization procedures. The team
also reviews all disseminations of information acquired under Section 702 that CIA identified as
potentially containing United States person information.' In addition, NSD reviews CIA’s written
foreign intelligence justifications for all queries using United States person identifiers of
unminimized Section 702-acquired information to assess whether those queries were compliant with
CIA’s querying procedure requirements that such queries are reasonably likely to return foreign
intelligence information, as defined by FISA.

ety CIA may receive dual-routed unminimized Section 702-acquired communications.
Such communications must be minimized pursuant to CIA’s minimization procedures
Additionally, and as further described in detail in the Appendix. CIA nominates
702 targets to NSA.
the joint oversi

review CIA’s original source documentation

results of those visits are included in the bimonthly review reports
has established internal compliance mechanisms and procedures to oversee proper lmplementatlon
of its Section 702 authorities. Those processes are further described in the Appendix.

(U) In addition to the bimonthly reviews, throughout the reporting period, the joint oversight
team also investigates and reports incidents of non-compliance with CIA’s minimization and
querying procedures, the Attorney General Acquisition Guidelines, or other agencies’ procedures in
which CIA is involved.” Investigations are coordinated through CIA’s FISA Program Office and
CIA’s Office of General Counsel (CIA OGC), and when necessary, may involve requests for further
information, meetings with CIA legal, analytical, and/or technical personnel, or the review of source

19 (U) Due to the sensitive nature of these disseminations, they must be reviewed in person at CIA.

20 (U) Insofar as CIA nominates facilities for tasking and reviews content that may indicate that a target is located in the
United States or is a United States person, some investigations of possible non-compliance with NSA’s targeting
procedures can also involve CIA.

15
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documentation. All compliance incidents identified by those investigations are reported to the
congressional committees in the Section 707 Report and to the FISC.

(U) 1V. Joint Oversight of NCTC

~“€5#AFNCTC is authorized to receive unminimized Section 702-acquired information and
has access to certain FBI systems containing minimized Section 702 information pertaining to
counterterrorism. Certain NCTC personnel also have access to a database containing certain CIA
operational cables. NCTC may also receive dual-routed unminimized Section 702-acquired
communications. NCTC’s processing, retention, dissemination, and querying of such information is
subject to its Section 702 minimization and querying procedures. Unlike NSA, FBI, and CIA,
NCTC does not directly engage in targeting or acquisition, nor does it nominate potential Section
702 targets to NSA.

(U) NCTC has established internal compliance mechanisms and procedures to oversee
proper implementation of its Section 702 authorities. Because NCTC acquires unminimized
Section 702 information, the joint oversight team typically conducts onsite visits at NCTC, and the
results of those visits are included in bimonthly NCTC review reports. However, due to the
coronavirus pandemic, the joint oversight team conducted the bimonthly reviews during the review
period remotely.

(U) The reviews focus on NCTC’s application of its Section 702 minimization procedures and
querying procedures. Reports for each of those reviews have been provided to the congressional
committees with the Section 707 Report, as required by Section 707(b)(l )(F) of FISA. For this
reporting period, reviews of NCTC’s application of its minimization and querying procedures were
conducted on the dates shown in Figure 4.

(U) Figure 4: NCTC Reviews
UNCLASSIFIED

e —-I|"‘ Y

=

aua 02 1 Nover =31 Demr 202 i
March 2021 (remote) 01 January — 28 February 2021

May 2021 (remote) 01 March — 30 April 2021
(U) Figure 4 is UNCLASSIFIED.

(U) As a part of the reviews, the joint oversight team examines documents related to
NCTC’s retention, dissemination, and querying of Section 702-acquired information. The team
reviews all communication logs acquired under Section 702 that have been minimized and retained
by NCTC, irrespective of whether they contain United States person information, but only reviews
the contents of those communications if they contain United States person information. Reviewers
ensure that communications have been properly minimized and discuss with personnel issues
involving the proper application of NCTC’s minimization procedures. The team also reviews all
NCTC disseminations containing United States person information acquired under Section 702. In
addition, the joint oversight team reviews all of NCTC’s queries of unminimized Section 702-
acquired information and the associated written foreign intelligence justifications for those queries.

16

TOr ShCRbl/ o/ /Noren

20 of 85 Section 702, 26th Joint Assessment, August 2022



FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

“FOP—SECRET/ ST/ NOFORN—

(U) In addition to the bimonthly reviews, throughout the reporting period, the joint oversight
team also investigates and reports incidents of non-compliance with NCTC’s minimization and
querying procedures or other agencies’ procedures in which NCTC is involved.?! Investigations are
coordinated through the NCTC Compliance and Transparency Group and NCTC Legal, a forward
deployed component of the ODNI OGC, and when necessary, may involve requests for further
information; meetings with NCTC legal, analytical, and/or technical personnel, or the review of
source documentation. All compliance incidents identified by those investigations are reported to
the congressional committees in the Section 707 Report and to the FISC. :

(U) V. Interagency / Programmatic Oversight

(U) Because the implementation and oversight of the Government’s Section 702 authorities
are multi-agency efforts, investigations of particular compliance incidents may involve more than
one agency. The resolution of particular compliance incidents can provide lessons learned for all
agencies. Robust communication among the agencies is required for each to effectively implement
its authorities, gather foreign intelligence information, and comply with all legal requirements. For
those reasons, NSD and ODNI generally lead calls and meetings on relevant compliance topics,
including calls or meetings with representatives from all agencies implementing Section 702
authorities, so as to address interagency issues affecting compliance with the statute and applicable
procedures. Additionally, NSD and ODNI work closely with NSA to address certain outstanding
compliance matters and work through the process of understanding those matters and reporting
incidents to the FISC.

(U)NSD and ODNI’s programmatic oversight also involves efforts to proactively minimize
the number of incidents of non-compliance. For example, NSD and ODNI have required agencies
to demonstrate for the joint oversight team new or substantially revised systems involved in Section
702 targeting, querying, or minimization, prior to implementation. NSD and ODNI personnel also
continue to work with the agencies to review and, where appropriate, seek modifications of their
targeting, querying, and minimization procedures in an effort to enhance the Government’s
collection of foreign intelligence information, civil liberties protections, and compliance.

(U) VL. Training

(U) In addition to specific instructions to personnel directly involved in certain incidents of
non-compliance discussed in Section 4, the agencies and the joint oversight team have continued
their training efforts to ensure compliance with the targeting, minimization, and querying
procedures. During this reporting period, NSA continued to administer the compliance training
course dated November 2016.22 A1l NSA personnel who require access to Section 702 data are

2! (U) Insofar as NCTC reviews content that may indicate that a target is located in the United States or is a United
States person, some investigations of possible non-compliance with NSA’s targeting procedures can also involve
NCTC.

22 (U) NSA released the transcript associated with this training, dated August 2016, in response to a Freedom of
Information (FOIA) case filed in the United States District Court, Southern District of New York, ACLU v. National
Security Agency. et al. (hereinafter, the “ACLU FOIA”). The transcript was posted, in redacted form, on ODNI’s
intel gov website via the “IC on the Record” database on 11 April 2017. The transcript is titled, OVSC1203: FISA
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required to complete this course on an annual basis in order to gain or maintain that access.
Additionally, NSA continued providing training on a more informal and ad hoc basis by issuing
training reminders and compliance advisories to analysts concerning new or updated guidance to
maintain compliance with the Section 702 procedures. Those training reminders and compliance
advisories are e-mailed to individual analysts and targeting adjudicators and maintained on internal
agency websites?> where personnel can obtain information about specific types of Section 702-
related issues and compliance matters.

(U) During this reporting period, FBI similarly continued implementing its online training
programs regarding Section 702 nominations, minimization, querying, and other related
requirements. Completion of those trainings is required of all FBI personnel who request access to
Section 702 information. Prior to the pandemic, NSD and FBI also conducted in-person trainings at
multiple FBI field offices. For example, prior to March 2020, NSD and FBI provided additional
focused training at FBI field offices on the Section 702 minimization procedures and the application
of the querying standard, as well as the FISC warrant and reporting requirements discussed in
Section 2(II). NSD resumed its query training at FBI field offices in 2022. NSD’s trainings are
regularly updated to reflect evolving procedures and reporting requirements.

(U) As part of its historical efforts to address certain issues causing non-compliant queries,
in June 2018 and November 2019, FBI worked with NSD and ODNI to develop updated guidance
on the query provisions in FBI’s procedures. This enhanced training on the query restrictions in
FBI’s procedures was designed to address misunderstandings regarding the query standard and how
to avoid non-compliant queries. This training was mandatory for FBI personnel who are authorized
to access unminimized Section 702-acquired information. FBI conducted this training between
November and December 2019. Then-current users who did not complete this training by mid-
December 2019 would have had their access to unminimized Section 702-acquired information
temporarily suspended until they took the training. As is discussed in greater detail below,
subsequent to this reporting period, in November 2021 NSD provided additional formal guidance to
FBI regarding queries. Based on this revised guidance, FBI provided enhanced training beginning
at the end of calendar year 2021.

(U) During this reporting period, CIA provided targeted FISA training to attorneys it
embeds with CIA operational personnel who regularly handle FISA matters, and continued to
provide FISA training to any attorney beginning an assignment that may involve the provision of
legal advice on FISA matters. Additionally, CIA has a required training program for anyone
handling unminimized Section 702-acquired information that provides hands-on experience with
handling and minimizing Section 702-acquired information, as well as the Section 702 nomination
process. During this reporting period, CIA continued to implement this training, which is required

Amendments Act Section 702 (Document 17, NSA’s Training on FISA Amendments Act Section 702). The November
2016 training is in the process of being revised, with an expected rollout in summer 2022.

3 (U) Examples of these types of documents were posted, in redacted form, on ODNI’s intel.gov website via the “IC on
the Record” database on 23 August 2017, in response to the aforementioned ACLU FOIA case: NSA's 702 Targeting
Review Guidance (Document 10), NSA's 702 Practical Applications Training (Document 11), NS4 's 702 Training for
NSA Adjudicators (Document 12), and NSA4's 702 Adjudication Checklist (Document 13).
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for all personnel who nominate facilities to NSA and/or minimize Section 702-acquired
communications. Furthermore, CIA has issued guidance to its personnel about how to properly
conduct United States person queries that are reasonably likely to return foreign intelligence
information.2*

(U) During this reporting period, NCTC provided training on NCTC’s Section 702
minimization and querying procedures to all of its personnel who will have access to unminimized
Section 702-acquired information. NCTC uses a training tracking system through which NCTC can
verify that its users have received the appropriate Section 702 training before being given access to
unminimized Section 702-acquired information. In addition, NCTC conducts audits of personnel at
NCTC who have access to unminimized Section 702-acquired information to confirm that those
personnel have received training on NCTC’s Section 702 minimization and querying procedures.

2 (U) See USP Query Guidance for Personnel with Access to Unminimized FISA Section 702 Data. As discussed in
previous joint assessments, in response to the aforementioned ACLU FOIA case, CIA’s guidance document was posted,
in redacted form, on ODNI’s intel gov website via the “IC on the Record” database on 11 April 2017, see Document 15
“CIA’s United States Person Query Guidelines for Personnel.”
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(U) SECTION 3: TRENDS IN SECTION 702
TARGETING AND MINIMIZATION

(U) In conducting the above-described oversight program, NSD, ODNI, and the agencies
have collected a substantial amount of data regarding the implementation of Section 702. In this
section, a collection of this data has been compiled in order to identify overall trends in the
agencies’ targeting and minimization.

=midk This section and Section 4 report trends compared with previous reporting periods.
As with the prior two reporting periods, this reporting period was disrupted by the coronavirus
pandemic. The joint oversight team believes many of the changes in numbers and trends during this

reporting period, as compared to reporting periods that preceded the coronavirus pandemic, are
attributable, at least in part, to the disruption_aused by the pandemic.
(U) L_Trends in NSA Targeting and Minimization

(U) NSA provides to the joint oversight team the average approximate number of facilities
that were under collection on any given day during the reporting period. Because the actual number
of facilities tasked remains classified,? the figure charting the average number of facilities under
collection is classified as well. Since the inception of the program, the total number of facilities
under collection during each reporting period has steadily increased with the exception of two
reporting periods that experienced minor decreases.?®

35 (U) The provided number of facilities, on average, subject to acquisition during the reporting period remains
classified and is different from the unclassified estimated number of targets affected by Section 702 released by the
ODNI in its CY2021 Transparency Report. The classified numbers estimate the number of facilities subject to Section
702 acquisition, whereas the unclassified numbers provided in the CY 2021 Transparency Report estimate the number
of Section 702 targets. As noted in the CY 2021 Transparency Report, the number of Section 702 targets reflects an
estimate of the number of known users of particular facilities, subject to intelligence collection under those
certifications. The classified number of facilities accounts for those facilities subject to Section 702 acquisition during
the current six month reporting period, whereas the CY 2021 Transparency Report estimates the number of targets
affected by Section 702 during the calendar year.

26 (U) The two previous reporting periods in which the average number of facilities under collection decreased are not
captured in Figure 5, as both occurred prior to 2016.
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(U) Figure 5: Average Number of Facilities under Collection

(U) Figure 3 is classified™ St

el NS A reports that, on average, approximatc:ly-acilities27 were under
collection pursuant to the applicable certifications on any given day during the reporting period.
This represents a 9.4 percent increase from the approximatclyﬁ facilities under collection on
any given day in the last reporting period. The 9.4 percent increase is substantially higher than the
1.2 percent increase in the prior reporting period and resumes the upward trend experienced in prior

reporting periods.

‘ |

certification (2020-A);
certification (2020-B); i}
certification (2020-C). |l

(U) The above statistics describe the average number of facilities under collection at any
given time during the reporting period. The total number of newly tasked facilities during the

-to ensure consistency with how it counts other tasked facilities.
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reporting period provides another useful metric.?® Figure 6 charts the average monthly numbers of
newly tasked facilities from 2016 through November 2020 and the total monthly numbers of newly
tasked facilities from December 2020 through May 2021.

(U) Figure 6: New Taskings by Month (Yearly Average for 2016 through November 2020)

(U) Figure 6 is classified

+SHSHAH-NSA provided documentation of approximatel new taskings during the
reporting period. This represents a 33.6 percent increase from th new taskings from the
previous reporting period. When compared to the prior reporting period, the number of newly
tasked electronic communication accounts increased 32.9 percent and the number of newly tasked
telephony facilities increased 34.1 percent.

(U) With respect to minimization, NSA identified to the joint oversight team the number of
serialized reports NSA generated based upon minimized Section 702-acquired information and
provided NSD and ODNI access to all reports NSA identified as containing United States person
information. Figure 7 contains the classified number of serialized reports and reports identified as
containing United States person information over the last 10 reporting periods. The joint oversight
team’s reviews revealed that the United States person information was at least initially masked in

28 (U) The term newly tasked facilities refers to any facility that was added to collection under a certification. This term
includes any facility added to collection pursuant to the Section 702 targeting procedures; some of these newly tasked
facilities are facilities that had been previously tasked for collection, were detasked, and then retasked.

29
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the vast majority of circumstances.” The number of serialized reports NSA has identified as
containing United States person information increased when compared with the previous reporting
period.

(U) Figure 7: Total Disseminated NSA Serialized Reports Based Upon Section 702-Acquired
Information and Number of Such Reports NSA Identified as Containing USP Information

(U) Figure 7 is classifie iRt

“SerFor this reporting period, NSA identified to NSD and ODNI approximatc]y-
serialized reports based upon minimized Section 702-acquired information. Figure 7 reflects NSA
reporting over the last 10 reporting periods; the overall number of reports identified by NSA
increased when compared to the prior reporting period, but remained lower than the number of
reports identified in reporting periods prior to the pandemic. The number of serialized reports

29 (U) NSA generally “masks” United States person information by replacing the name or other identifying information
of the United States person with a generic term, such as “United States person #1.” Agencies may request that NSA
“unmask” the United States person identity. Prior to such unmasking, NSA must determine that the United States
person’s identity meets the applicable standards in NSA’s minimization procedures.
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