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(U) EXHIBIT D

(U) MINIMIZATION PROCEDURES USED BY THE FEDERAL BUREAU OF
INVESTIGATION IN CONNECTION WITH ACQUISITIONS OF FOREIGN
INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED
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_hould the FBI determine it is necessary to deviate from an

aspect of these minimization procedures to perform lawful oversight functions of its personnel or
systems apart from the exceptions described above in this section (1.H.), the FBI shall consult
with NSD and ODNI prior to conducting such activity. NSD shall promptly report the deviation
to the FISC. Each such report shall describe the nature of the deviation from the procedures and
identify the specific oversight activity for which the deviation was necessary. Once section 702-
acquired information is no longer reasonably believed to be necessary for a lawful oversight
function, the information shall be destroyed to tl.he extent required by the applicable provisions of

these procedures.

II. (Uy ACQUISITION
A. <= Acquisition of [N
1. ~#4= The FBI may acquirc [
I e co section 702 of the Act

only in accordance with FBI targeting procedures that have been adopted by the Attorney
General, in consultation with the DNI, pursuant to section 702(d) of the Act.
2. (U) As soon as FBI personnel recognize that an acquisition of information under

section 702 of this Act is Inconsistent with any of the limitations set forth in section 702(b),’ the

5 (U) Subsection 702(b) provides that “[a]n authorization authorized under subsection (a) --

{1) may not intentionatly target any person known at the time of the acquisition to be located in the United

Siates;
(2) may not intentionally target a person reasonably believed to be located outside the United States if the

purpose of such acquisition is to target a particular, known person reasonably believed to be located in the
United States,
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FISA-acquired information must receive training on these minimization procedures before
receiving access to raw FISA-acquired information. Access to FISA-acquired information
contained within different systems shall be appropriately restricted, even when the systems are
not physically separated. Such secure conditions and limitations on access may be effected by

physical separation, logical partition, or a combination of both.

|

3. (U) Any information acquired through the targeting of a person who at the time
of targeting was reasonably believed to be a non-United States pers;:)n located oulside the United
States but is in fact located inside the United States at the time such information is acquired or is
subsequently determined to be a United States person will be removed from FBI systems upon
récognition, unless the Director or Deputy Director of the FBI specifically determines in writing
that each specific item of acquired information to be retained is reasonably believed to contain
significant foreign intelligence information, evidence of a crime that has been, is Being, oris
about to be committed, or information retained for cryptanalytic, traffic analytic, or signal
exploitation purposes. Notwithstanding the above, if any such information indicates that a

person targeted under section 702 has entered the United States, nothing in these procedures
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evidence of a crime. Such personnel shall exercise reasonable judgment in making such
evaluations or determinations.
{U) With respect to information acquired pursuant to section 702 of the Act, only those
FBI personnel who have received training on these mimmization procedures may be designated
as case coordinators. All FBI personnel having access to information acquired pursuant to
section 702 of the Act will be informed of and provided access to these minimization procedures.

b. (U) Imformation meeting criteria. Once FBI personnel have assessed that
raw FISA-acquired information reasonably appears to be foreign intelligence information, to be
necessary to understand foreign intelligence information or to assess its imporiance, or to be
evidence of a crime, the FBI may retain that information for further investigation and analysis
and may disseminate it in accordance with these procedures. Pursuant to 50 U.S.C. §§
1801(h)(3) and 1821(4)(C), however, information that is assessed to be evidence of a crime but
not to be foreign intelligence information or necessary to understand foreign intelligence
information may only be retained and disseminated for law enforcement purposes.

c. (U) United Srates person identities. Before using FISA-acquired
information for further investigation, analysis, or dissemination, the FBI shall strike, or substitute
a characterization for, information of or concerning a United States person, including that
person’s identity, if it does not reasonably appear to be foreign intelligence information, to be
necessary to understand or assess the importance of foreign intelligence information, or to be
evidence of a crime. Processing or analyzing FISA-acquired information within an ¢lectronic
and data storage system or ad hoc system does not trigger this requirement. This requirement is
also not riggered by transferring FISA-acquired information between or among electronic and

data storage systems, ad hoc systems, collection platforms, or systems used solely for audits and
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shall consult as appropriate with FBI Division Counsel, the FBI Office of General Counsel, or
the NSD to determine whether a communicatioh is privileged.
a. (U) Target charged with a crime pursuant (o the United S!atés Code.
(U) As soon as the FBI knows that a target is charged with a crime pursuant to the
United States Code, the FBI shall implement procedures that ensure that the target’s attorney-
client privilege (s protected. These procedures shall include the following, unless otherwise

authorized by the NSD:

i. (U) Establishment of a review team of one or more monitors and/or
reviewers, who have no role in the prosecution of the charged criminal
matter, to initially aceess and review information or communications
acquired from an acquisition of a target who is charged with a crime
pursuant to the United States Code;

ii.

FBI shall seal the
original record or portion thereof containing that privileged
communication, label it as containing privileged communications, forward
the original record containing the privileged communication to the NSD
for sequestration with the FISC, and destroy all other copies of the
privileged communication that are accessible in hard copy or
electronically to anyone other than system administrators or similar
technical personnel.

_
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vi. (U} As soon as FBI personnel recognize that communications
between the person under criminal charges and his attorney have been
acquired pursuant to an acquisition under section 702, the FBI shall ensure
that whenever any user reviews information or communications acquired
from that acquisition, which are in an FBI electronic and data storage
system containing raw FISA-acquired information, that user receives
electronic notification that attomey-client communications have been
acquired during the acquisition.'? The purpose of the notification is to

alert others who may review this information that they may encounter
privileged communications.'

b. (U) Target charged with a non-Federal crime in the United States and
persons other than a target charged with a crime in the United States.

{U) FBI monitors and other personnel with access to FISA-acquired information shall be
alert for communications that may be (i} between a target who is charged with a nop-Federal

crime in the United States and the attomey representing the individual in the criminal matter, or

o
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(ii) between a person other than a target charged with a crime in the United States and the
attorney representing the individual in the criminal matter.

(U) As soon as FBI personnel know that a target is charged with a non-Federal crime in
the United States or someone other than the target who appears to regularly use the targeted
facility, place, or property is charged with a ¢crime in the United States, they shall notify the
Chief Division Counsel, FBI Office of General Counsel, and the NSD to determine whether
supplemental procedures or a separate monitoring team are required. In the absence of such
supplemental procedures or a separate monitoring team, as soon as FBI personnel recognize that
they have acquired a communication between (1) a target who is charged with a non-Federal
crime in the United States and the attorney representing the individual in the criminal matter, or
(ii) a person other than a target charged with a crime in the United States and the attorney
representing the individual in the criminal matter, the FBI shall implement procedures that

include the following:

the FBI shall seal the
original record or portien thereof containing that privileged
communication, label it as containing privileged communications, forward
the original recording containing the privileged communication to the
NSD for sequestration with the FISC, and destroy all other copies of the
privileged communication that are accessible in hard copy or

1 bbbl [Fraw FISA-acquired information from the hcquisition is also comtained in an ad hoc system, described
below, the FBI shall ensure that users with access to such information are similarly notified. Such notice shall
comply with the rules for ad hoc systems, set forth at Section IILE.

SEEREFNOTORN—
20



=S FERETNOTORN-

electronically to anyone other than system administrators or similar
technical personnel;

v. (U) As soon as FBI personnel recognize that communications between
the person under criminal charges and his attomey have been acquired
pursuant to a particular section 702 acquisition, the FBI shall ensure that
whenever any user reviews information or communications acquired from
that acquisition, which are in an FBI electronic and data storage system
containing raw FISA-acquired information, that user receives electronic
notification that attomey-client communications have been acquired
during the acquisition. The purpose of the notification is to alert others
who may review (.hlS information that they may encounter privileged
communications.'

(U) Privileged communications involving targets and ofher persons not
charged with a crime in the United States.
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2. (U) Systems Used Solely for Audits and Oversight. Audit and oversight

systems include those systems solely used for audits or quality-control reviews. For an audit and
oversight system to be exempt from Sections II1.C, II1.D, and IILE, (i} access to the system must
be limited to system administrators or other similar technical personnel, language services
personnel, inspection personnel, and intemal oversight/audit personnel, (ii) personnel with access
to the system must [imit the scope of their access to those activities necessary to perform theit
official duties, and (iii) no analytical work may be performed in such systems, nor may the data
be accessed within such systems for the purpose of performing intelligence analysis. Raw FISA-
acquired information shall not be retained in an audit and oversight system longer than one year

from the expiration of the certification authorizing the collection.
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=== 1n the event that FBI recognizes section 702-acquired information in a record
stored in a system subject to the requirements of this section and such infortmation meets the
retention requirement(s) in these procedures and is not otherwise subject to purge, FBI may
retain such record. If FBI determines that the record does not otherwise meet the criteria for
indefinite retention or the record is subject to purge, it will delete the record unless it 1s necessary
to retain for the purposes served by this systém. In the event FBI retains a record that contains
section 702-acquired information that does not meet the applicable retention standard in these
procedures or is otherwise subject to purge, the government shall report such retention in its next
quarterly report concerning compliance matters under section 702 and include the reason
retention of the information in that system is necessary for the purposes served by the system.
Once FBI determines that it is no longer necessary to retain the raw section 702-acquired
information for such purposes, the information shall be destroyed if subject to purge or to the

extent required by the applicable provisions of these procedures.
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-(-Suﬂ\‘iE)-In the event that FBI recognizes section 702-acquired information in a record |
stored in a system subject to the requirements of this secpion and such infonnmation meets the
retention requirement(s) in these procedures and is not otherwise subject to purge, FBI may
retain such record. If FBI determines that the record does net otherwise meet the criteria for
indefinite retention or is otherwise subject to purge, it will delete the record unless it is necessary
to retain for the purposes served by this system. In the event FBI retains a record that contains
section 702-acquired information that does not meet the applicable retention standard in these
procedures or is otherwise subject to purge, the government shall report such retention in its next
quarterly report concerning compliance ma&em under section 702 and include the reason
retention of the information in that system is necessary for the purposes served by the system.

Once FBI determines that it is no longer necessary to retain the section 702-acquired information

31



=PRI NOTORN—

for such purposes, the information shall be destroyed if subject to purge or to the extent required

by the applicable provisions of these procedures.

7. =S8N~ Systems or Other Repositories That Contain Data Obtained
Through User Activity Monitoring Activities. The FBI conducts user activity monitoring

(“UAM") aclivilies,i which are activities designed to provide the FBI with the technical capability
to observe and record the actions and activities of a user on an FBI device or network in order to
detect insider threats and support authorized investigations of such users. Insofar as FBI’'s UAM
activities capture records that contain raw section 702-acquired information, such information
may be contained in an FBI system or other repository provided that the retention of such
information is in furtherance of an authonized use specified in this paragraph. Records captured
by FBI's UAM activities that contain raw section 702-acquired information shall not be subject
to the requirements of sections IIL.C, IILD, IIL.E, IIL.F 4, and I11.1.3-4 of these procedures.
Access to records captured by FBI's UAM activities that contain raw section 702-acquired

information shall be limited to FBI personnel who require access to perform their official duties

related to an authonized use specified in this paragraph, ||| NG
I . personne! with access to records captured by FBI's UAM

activities that contain raw section 702-acquired information must receive training on these
procedures. FBI personnel who have access to records captured by FBI's UAM activities that
contain raw section 702-acquired information may use such records to also assist in insider threat
inquiries or investigations; security inquires and invesligations regarding the eligibility of FBI

personnel to access classified information or hold a sensitive position; counterintelligence

inquiries and investigations, [
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9, (U) Queries in Special Purpose Systems. Any queries conducted in special

purpose systems, other than those systems deseribed in Sections IT1.F.5-7, must be conducted in
accordance with the Querying Procedures.

G. (U) Metadata

=

(U) Adaditional Procedures for Retention, Use, and Disclosure
1. (U) In the event that the FBI seeks to use any information acquired pursuant to

section 702 during a time period when there is uncertainty about the location of the target of the
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evidentiary copy of FISA-acquired information retgined under this subsection shall be destroyed

in accordance with FBI policy.

3. TR, Information retained in connection with litigation matters. The FBI may

temporarily retain specific FISA-acquired information that would otherwise have to be destroyed

under these procedures, I
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4, (U) Encrypted information. Raw FISA-acquired information that reasonably
appears to be encrypted or to contain secret meaning may be maintained for any period of ime
during which such material is subject to, or of use in, cryptanalysis or otherwise deciphering
secret meaning. Access to such information shall be restricted to those FBI personnel engaged in
cryptanalysis or deciphering secret meaning. Nonpublicly available information concerning
unconsenting U.S. persons retained under this subsection may only be used for cryptanalysis, and
not for any other purpose, unless the FBI determines that it may also be retained under a separate
provision of these Procedures, Once information is decrypted or the secret meaning is revealed,
the retention time periods described in Section [11.D.4 or I{L.E.4, as appropriate, shall be
calculated as of the date of decryption, if that date is later than the expiration of the certification

pursuant to which the information was acquired.

5. {U) Retention of information in other forms. FISA-acquired information retained

by the FBI in any other form shall be destroyed in accordance with the Attorney General
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understand foreign intelligence information or assess its importance, or is evidence of a crime

being disseminated for a law enforcement purpose, to officials of foreign governments, as

follows:

| | |

_hc FBI shall undertake rcasonﬁblc steps to ensure that the disseminated
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B. (U) Training,
| {(U) The Attorney General, or a designee, shall ensure that adequate training on these
procedures be provided to appropriate personnel.

VL (U} INTERPRETATION
(U) The FBI shall refer all sigaificant questions relating to the interpretation of these

procedures to the NSD.

o (e Y
- Dat LISA 0. MONACO

' ' Deputy Attorney General of the United States
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