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HOW IS THE PROGRAM APPROVED?

The Attorney General (AG) and Director of National Intelligence
(DNI) submit “certifications” lasting up to one year to the Foreign
Intelligence Surveillance Court (FISC) specifying categories of
foreign intelligence the Intelligence Community (IC) can use
Section 702 to collect. There are four certifications, covering
foreign governments and related entities, counterterrorism,
combatting proliferation, and counternarcotics.

CERTIFICATIONS

With the Certifications the AG and DNI also submit:

INTELLIGENCE SURVEILLANCE ACT

The FISC reviews the Certifications and Procedures
to ensure they comply with both FISA and the Fourth
Amendment, taking into account the compliance
history of collection under Section 702.

The FISC is required to appoint amici curiae (friends
of the court) to provide further input into the court's
deliberations.

SECTION 702: THE PROCESS

= ORDER

Targeting Procedures—ensure that Section 702 is used only to
acquire foreign intelligence information from foreign persons

located outside the U.S.

Minimization Procedures—rules designed to safeguard any U.S.
person information incidentally acquired through Section 702.

Querying Procedures—govern how agencies query unminimized

information acquired via Section 702.

The FISC issues a written opinion explaining
its reasoning.

When the FISC issues an order, the companies
can appeal it to the FISC Court of Appeals.
Only once a decision on that appeal is made
can the U.S. government compel the
companies to support Section 702 collection.

Only upon FISC approval of the Certifications, including
the Targeting, Minimization, and Query Procedures, can
the AG and DNI compel U.S. electronic communication
service providers to assist with collection against
authorized Section 702 targets.
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HOW DOES THE INTELLIGENCE COMMUNITY TARGET UNDER SECTION 702?

Analyst identifies a
selector, such as an email
address or phone number
used by a U.S. person
Analyst cannot target
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Is the non-U.S. Person
located outside of U.S.?

using keywords or names.
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Is the target likely to possess,
receive, or communicate
foreign intelligence
information about terrorism
or weapons proliferation?

The government uses information gathered
under Section 702 to protect the U.S. and

its allies from hostile foreign adversaries,
including terrorists, proliferators, spies, cyber
hackers, and international drug traffickers.
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Downstream (all agencies)
The IC receives target's
communications directly from
the U.S. Company that services
the account.
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Analyst completes

targeting request Analyst #1
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Checked by Senior

Double Checked by
Senior Analyst #2

Oversight
DOJ reviews every targeting determination to ensure it

is consistent with the statute and targeting procedures.
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@ the backbone of the internet with the compelled
assistance of companies that maintain those
networks.

Upstream (NSA only)
Receive target's communications as they cross
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Trained analysts review information in their
respective access-controlled databases.
Analysts are required to conduct ongoing
post-targeting checks to verify that the
target remains a foreigner overseas with
foreign intelligence information.
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