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MEMORANDUM OF THE UNITED STATES
IN RESPONSE TO THE COURT'S ORDER DATED JANAURY 28, 2009 (U)

The United States of America, by and through the undersigned Department of
Justice attorneys, respectfully submits this memorandum and supporting Declaration of
Lt. General Keith B, Alexander, U.S. Army, Director, National Securi’q; Agency (NSA),
attached hereto at Tab 1 (“Alexander Declaration”), in response to the Court’s Order
Regarding Pre]iminarjr Notice of Cbmp]iance Incident Dated January 15, 2009 (“January
28 Order”).\(‘ES)\

The Government acknowledges that NSA's descriptions to the Court of the alert

list process described in the Alexander Declaration were inaccurate and that the
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Business Records Order did not provide the Government with authority to employ the
alert list in the manner in which it did. EESHEHATE—
For the reasons set forth below, however, the Court should not rescind or modify
its Order in docket number BR 08-13. The Government has already taken significant
| steps to remedy the alert list compliance incident and has commenced a broader review
of its handling of the metadata collected in this matter, In addition, the Government is
taking additional steps to implement a more robust oirefsigh’c regime. Finally, the
Government respectfully submits that the Court need not take any further remedial
action, including through the use of its contempt inowers or by a referral to the
appropriate investigative offices,'(FSHSHANT—
BACKGROUND (U)

I. Events Preceding the Court’s January 28 Order (SH_
It docket number BR 06-05, the Government sought, and the Court authorized

NSA, pursuant to the Foreign Intelligence Surveillance Act’s (FISA) tangible things

provision, 50 U.5.C. § 1861 et seq., to collect in bulk and on an ongoing basis certain call

! The January 28 Order directed the Government to file a brief to help the Court assess
how to respond to this matter and to address seven specific issues. This memorandum
discusses the need for further Court action based, in part, on the facts in the Alexander
Declaration, which contains detailed responses to each-of the Court’s specific questions. See
Alexander Decl. at 24-39. SN
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detail records or “telephony metadata,” so that NSA could analyze the metadata using

contact chalmn_ to0ls. A{TSHSHANE)—

FISA’s ’cahgible things provision authorizes the Director of the Federal Bureau of

Investigation (FBI) or his designee to apply to this Court

for an order requiring the production of any tangible things (including

books, records, papers, documents, and other items) for an investigation

to obtain foreign intelligence information not concerning a United States

person or to protect against international terrorism or clandestine

intelligence activities, provided that such investigation of a United States

person is not conducted solely on the basis of activities protected by the

first amendment to the Constitution. '
50 U.S.C. § 1861(a)(1). FISA's tangible things provision directs the Court to enter an‘_e;_c
parte order requiring the production of tangible things and directing that the tangible
things produced in response to such an order be treated in accordance with
minimization procedures adopted by the Atforney General pursuant to section 1861(g),
if the judge finds that the Government’s application meets the requirements of 50 U.5.C.
§ 1861(a) & (b). See 50 U.S.C. § 1861(c)(1). (U)

In docket number BR 06-05 and each subsequent authorization, induding docket
number BR 08-13, this Court found that the Government’s application met the

requirements of 50 U.5.C. § 1861(a) & (b) and entered an order directing that the BR

metadata to be produced —call detail records or telephony metadata—be treated in

2 The Government will refer herein to call detail records collected pursuantto the -n To: oo
Court’s authorizations in this matter as “BR metadata,” (IS '

—TOP-SECRETACOMBNT/ANORORM/MR —
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accordance with the minimization procedures adopted by the Attorney General,

Among these minimization procedures was the following:

Any search or analysis of the data archive shall occur only after a
particular known telephone number has been associated with -
-BJ More specifically, access to the

archived data shall occur only when NSA has identified a known
telephone number for which, based on the factual and practical
considerations of everyday life on which reasonable and prudent persons
act, there are facts giving rise to a reasonable, articulable suspicion that the
telephone number is associated with
organization; provided, however, that a telephone number believed to be
used by a U.S. person shall not be regarded as associated with -

solely on the basis of activities that are
protected by the First Amendment to the Constitution.

Order, docket number BR 06-05, at 5 (emphasis added); see also Memo. of Law in Supp.
of Application for Certain Tangible Things for Investigations to Protect Against
International Terrorism, docket number BR 06-05, Ex. C, at 20 (desc?ribing the above

requirement as one of several minimization procedures to be applied to the collected

metadata).t (FSHSHANED—

? Authorizations after this matter was inftiated in May 2006 expanded the telephone

identifiers that NSA could query to those identifiers associated wi

see generally docket number BR 06-05 (motion to amend granted in August 2006), and

later the see generally docket number
BR 07-10 (motion to amend granted in June 2007). The Court’s authorization in docket number

BR 08-13 approved querying related t -
Primary Order, docket number

BR 08-13, at 8. ~(FSHSHA-

- 4Tn addition, the Court's Order in docket number BR 06-05 and each subsequent
authorization, including docket number BR 08-13, required that “[a]lthough the data collected
under this Order will necessarily be broad, the use of thiat information for analysis shall be
strlctly tailored to identifying terrorist communications and shall occur solely according to the

—FOP-SECR ET’//cnnﬁTT\TT//NDFORN//MR
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» On December 11, 2008, the Court granted the most recent reauthorization of the
BR metadata collection. For purposes of querying the BR metadata, as in prior Orders
in this matter, the Court required the Government to comply with the same standard of
reasonable, articulable suspicion set forth above. Primary Order, docket number BR 08-
13, at 8-0. X (FSHSHANF—

On January 9, 2009, representatives from the Department of Justice’s National
Security Division (NSD) attended a briefing at N, SA concerning the telephony metadata
collection.6 At the briefing,vNSD and NSA representatives discussed several matters,
including the EIJ.EI_;’C list. See Alexander Decl. at 17, 27-28. Following the briefing and on
the same day, NSD sent NSA an e-mail message asking NSA to confirm NSD’s
understanding of how the alert list operated as described at the briefing. Following

additional investigation and the collection of additional information, NSA replied on -

procedurés described in the application, including the minimization procedures designed to
protect U.5. person information.” See, e.g., Order, docket number BR 06-05, at 6 I D.

—EBASIHNE)

5 In this memorandum the Government will refer to this standard as the “RAS standard”
and telephone identifiers that satisfy the standard as “RAS-approved.” (~S)\

¢ The names of the Department of Justice representatives who attended the briefing are
included in the Alexander Declaration at page 28, The date of this meeting, January 9, 2009,
was the date on which these individuals first learned (later confirmed) that the alert list
compared non-RAS-approved identifiers to the incoming BR metadata. Other than these
individuals (and other NSD personnel with whom these individuals discussed this matter
between January 9 and January 15, 2009), and those NSA. personnel otherwise identified in the
Alexander Declaration, NSD has no record of any other éxecutive branch pefsonnel who knew ™~
that the alert list included non-RAS-approved identifiers prior to Ianuary 15, 2009. 7’1’3’7‘51#1&]3\
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January 14, 2009, confirming much of NSD's understanding and providing some

additional information. See id. at 27.M

Following additional discussions between NSD and NSA, a preliminary notice of

compliance incident was filed with the Court on January 15, 2009. Seeid. at 27-28. The

letter reported that the alert list contained counterterrorism-associated teiephone
identifiers tasked for collection pursuant to NSA’s signals intelligence (SIGINT)
authorities under Executive Order 12333, and therefore included telephone identifiers
that were not RAS-approved, as well as some that were.” Thereafter, as previously
reported in a supplemental notice of compliance incident filed with the Court on
February 3, 2009, N5A unsuccessfully attempted to complete a software fix to the alert

list process so that it comported with the above requirement in docket number BR 08-13.

7 The preliminary notice of compliance incident filed on January 15, 2009, stated in
pertinent part:

NSA informed the NSD that NSA places on the alert list counterterrorism

associated telephone identifiers that have been tasked for collection pursuant to

NSA’s signals intelligence (SIGINT) authorities under Executive Order 12333.

Because the alert list consists of SIGINT-tasked telephone identifiers, it contains

telephone identifiers as to which NSA has not yet determined that a reasonable
and articulable suspicion exists that they are associated wi

As information collected pursuant the Court’s Orders in
this matter flows into an NSA database, NSA automatically compares this
information with its alert list in order to identify U.S, telephone identifiers that
have been in contact with a number on the alert list. Based on results of this
comparison NSA then determines in what body of data contact chaining is
authorized. ‘

Jan. 15, 2009, Preliminary Notice of Compliance Incident, docket number 08-13, at 2. -
—FOP-SECREFACOMINT/NOFORN/AR——
)
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See id. at 20. NSA shut down the alert list process entirely on January 24, 2009, and the

process remains shut down as of the date of this filing.? See id. (TS//SHAE)

IL. NSA’s Use of the Alert List Process to Query Telephony Metadata TES)_

When the Court initially authorized the co]leétion of telephony metadata in
docket number BR 06-05 on May 24, 2006, neither the Court’s Orders nor the
Government's application (including the attachments) discusse;l an alert list process.
Rather, a description of the aler% list process first appeared in the NSA report

accompanying the renewal application in BR 06-08, filed with the Court on August 18,

8 The supplemental notice of compliance incident filed on February 3, 2009, stated in
pertinent part:

On January 23, 2009, NSA provided the NSD with information regarding the
steps it had taken to modify the alert list process in order to ensure that only
“RAS-approved” telephone identifiers run against the data collected pursuant to
the Court’s Orders in this matter (the “BR data”) would generate automated
| alerts to analysts. Specifically, NSA informed the NSD that as of January 16, 2009,
ithad modified the alert list process so that "hits" in the BR data based onnon-
| RAS-approved signals intelligence (SIGINT) tasked telephone identifiers would
be automatically deleted so that only hits in the BR data based on RAS-approved
telephone identifiers would result in an autorated alert being sent to analysts.
NSA also indicated that it was in the process of constructing a new alert list
consisting of only RAS-approved telephone identifiers.

On January 24, 2009, NSA informed the NSD that it had loaded to the business
record alert system a different list of telephone identifiers than intended. NSA
reports that, due to uricertainty as to whether all of the telephone identifiers
satisfied all the criteria in the business records order, the alert list process was
shut down entirely on January 24, 2009. A

Feb. 3, 2009, Supplemental Notice of Compliance frcident, docket number 08-13, at 1-2. --
ISHSHNEY
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2006.° The reports fiied with the Court incorrectly stated that the alert list did not

include telephone identifiers that were not RAS-approved. In fact, the majority of

telephone identifiers on the list were not RAS-approved. See Alexander Decl. at 4, 7-8.
——{ESHSHAE—

A. Creation of the Alert List for BR Metadata in May 20%

‘Before the Court issued its Order in BR 06-05, NSA had developed an alert list
process to assist NSA in prioritizing its review of the telephony metadata it received.
See id. at 8. The alert list contained telephoné identifiers NSA was targeting for SIGINT
collection and ‘domestic identifiers that, as a result of analytical tradecraft, were deemed
relevant to the Government’s counterterrorism activity. See id. at9. The alert list
process notified NSA analysts if there was a contact between either (i) a foreign
telephone identifier of counterterrorism interest on the aiert list and any domestic
telephone identifier in the incoming telephony metadata, or (if) any domestic telephone
identifier on the alert list related to a foreign counterterrorism target and any foreign
telephone identifier in the incoming telephony metadata. See id, (FSASHAE— |

According to NSA's review of its records and discussions with relevant NSA
personnel, on May 25, 2006, NSA’s Signals Intelligence Directorate (SID) asked for NSA .

Office of General Counsel’s (OGC) concurrence on draft procedures for implementing

® Similarly, the applicatibns and declarations in subsequent renewals did not discuss the
alert list although the reports attached to the applications and reports filed separately from ~ _
renewel applications discussed the process._(TSy— o
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the Court’s Order in docket number BR 06-05. See id. at 12. The procedures generally
described how idenﬁfiers on the alert list would be compared against incoming BR
metadata and provided that a supervisor would be notified ‘if there was a match
between an identifier on the alert list and an identifier in the incoming data. See id. at
12-13 and Ex. B thereto (“BR Procedures”) at 1-2. Moreover, a close reading of the BR
Procedures indicated that the alert list contained both RAS-approved and non-RAS5-
approved telephone identifiers.’? See Alexander Decl. at 12-13; BR Procec:iures at1.
NSA OGC corncurred in the use of the BR Procedures, emphasizing that analysts could
not access the archived BR metadata for purposes of conducting contact chajning.

_ inless the RAS standard had been satisfied. See Alexander Decl. at 13-

14 and Ex. A and Ex. B thereto. (F5/SHANE)N-
On May 26, 2006, the chief of NSA-Washington’s counterterrorism organization

in 5ID directed that the alert list be rebuilt to include only identifiers assigned to “bins”

or “zip codes”¥ that NSA used to identif;|j||| GG

W For example, after describing the notification a supervisor (Le., Shift Coordinator and,
later, Homeland Mission Coordinator) would receive if a foreign telephone identifier generated
an alert based on the alert list process, the BR Procedures provided that the “Shift Coordinator

will examine the foreign number and determine if that particular telephone number has been
previonsly sssoriste - N - o < -

articulated by the Court.” BR Procedures at 1. (TS//SHAE- '

9
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I i only targets of the Court’s Order in docket number BR 06-05. See
Alexander Decl. at 14-15. Pursuant to this overall direction, personnel in NSA’s
‘counterterrorism organization actually built ﬁvo lists to manage the alert process. The
first list — known as the “alert list” — included all identifiers (foreign and domestic)
that were of interest to counterterrorism analysts who were charged with tracldng-
B (s st was used to compare the incoming BR metadata NSA
was obtaining pursuant to the Court’s Order and NSA's other sources of SIGINT
collection to alert the counterterrorism organization if there was a match between a
telephone identifier on the list and an identifier in the incoming metadata. See id. at 15.
The alert list consisted of two partitions—one of RAS-approved identifiers that could
result in automated chaining in the BR metadata and a second of non-RAS approved
identifiers that could not be used to initiate automated chaining in the BR metadata.
See id. The second Hst——kpown as the “station table” —was a historiéal listing of all
telephone identifiers that had undergone a RAS determination, including the results of
the determination. Seeid, at '15,'22. NSA ﬁsed the “station table” to ensure that only

RAS-approved “seed” identifiers were used to conduct chaim'ng_ in

the BR metadata archive. Seeid, at 15. In short, the system was designed to compare

both SIGINT and BR metadata against the identifiers on the alert list but only to permit

A chart of the alert list process as it operated from May 2006 to Janwary 2009 is attached =~ _
to the Alexander Declaration as Ex. C. [ ’ : -- T -

—FORSECRETH/COMINTIUNOQEORN//MR
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alerts generated from RAS-approved telephone identifiers to be used to conduct contact
chaining ||| || R thc BR metadate. As a result, the majority of telephone
idenﬁﬁers compared against the incoming BR metadata in the rebuilt alert list were not
RAS-approved. Seeid. at4, 7-8. For example, as of Ianuary 15, 2009, the date of NSD's
first notice to the Court regarding this issue, only 1,935 of the 17,835 identifiers on the
alert list were RAS-approved. See id. at 8—FSH5HANT—

Based upon N5A's recent review, neither N5SA 5ID nor NSA OGC identified the
inclusion of non-RAS-approved identifiers on the alert list as an issue requiring
extensive analysis. See id. at 11. Moreover, NSA personnel, including the OGC
attorney who reviewed the BR Procedures, appear to have viewed the alert process as
merely a means of identifying a particular identifier on the alert Iist that might warrant
further scrutiny; including a determination of whether the RAS standard had been
satisfied and therefore whether contact chaining ||| o< take place in
the BR metadata archive using that partimﬂar iden’cifier..12 Seeid, at 11-12. In fact, NSAI
designed the alert list process to result in automated éhaﬁu’ng of the BR metadata only if

the initial alert was based on a RAS-approved telephone identifier, See id. at 14. If an

12 As discussed in the Alexander Declaration, in the context of NSA's SIGINT activities
the term “archived data” normally refers to data stored in NSA’s analytical repositories and
excludes the many processing steps NSA undertakes to make the raw collections useful to
analysts. Accordingly, NSA analytically distinguished the initial alert process from the
subsequent process of performing contact chainin, (Le.. “queries”) of the
“archived data,” assessing that the Court’s Order in docket number BR 06-05 only governed the
latter. See Alexander Decl. at 3-4, 10-15.4TS/HSLYNE)— - a

11
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alert was based on a non-RAS-approved identifier, no automated chaining would occur
in the BR metadata archive although automated chaining could occur in other NSA

archives that djd not require a RAS determination (e.g., non-FISA telephony collection).

See id. (TS/SHANE)

B. " Deseription of the Alerf List Process Beginning in August 2006 (TSQ\ : |

The first description of the alert list process appeared in the NSA report
accompanying the Government’s renewal application filed with the Court on August 18,
2006. The report stated in rélevaﬁt part:

—(TS/HSHANFYNSA has compiled through its continuous counter-
terrorism analysis, a list of telephone numbers that constitute an “alert
list” of telephone numbers used by members of

is alert list serves as a body of

telephone numbers employed to query the data, as is described more fully
below. T
__(TSYSHANFT Domestic numbers and foreign numbers are treated
differently with respect to the criteria for including them on the alert list.
With respect to foreign telephone numbers, NSA receives information

indicating a tie to

Each of the foreign telephone numbers that comes
to the attention of NSA as possibly related to
is evaluated to determine whether the
information about it provided to NSA satisfies the reasonable articulable
suspicion standard. If so, the foreign telephone number is placed on the
alert list; if not, it is not placed on the alert list.

(TS/{SH/2¥F) The process set out-above-applies also to newly - -
discovered domestic telephone numbers considered for addition to the '

TOP SECRETHCOMENT/NOTORN/MR—
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alert list, with the additional requirement that NSA’s Office of General
Counsel reviews these numbers and affirms that the telephone number is
not the focus of the analysis based solely on activities that are protected by
the First Amendment. . ..

~(F5/5HANF-As of the last day of the reporting period addressed
herein, NSA had included a total of 3980 telephone numbers on the alert
list, which includes foreign numbers and domestic numbers, after
concluding that each of the foreign telephone numbers satisfied the
standard set forth in the Court’s May 24, 2006 [Order], and each of the
domestic telephone numbers was either a FISC approved number or in
direct contact with a foreign seed that met those criteria.

(TS/SHNEY-To sumimarize the alert system: every day new
contacts are automatically revealed with the 3980 telephone numbers |
contained on the alert list described above, which themselves are present
on the alert list either because they satisfied the reasonable articulable
suspicion standard, or becauise they are domestic numbers that were
either a FISC approved number or in direct contact with a number that
did so. These automated queries identify any new telephone contacts
between the numbers on the alert list and any other number, except that
domestic numbers do not alert on domestic-to-domestic contacts.

NSA Report to the FISC (Aug. 18, 2006), docket number BR 06-05 (Ex. B to the
Government’s applicatibn in docket number BR 06-08), at 12-15 ("August 2006
Report”).®® The description above was included in similar form in all subsequent

reports to the Court, including the report filed in December 2008. TfSﬂSJ#NE)\

18 The August 2006 report also discussed two categories of domestic telephone numbers
that were added to the alert list prior to the date the Order took effect. One category consisted
of telephone numbers for which the Court had authorized collection and were therefore
deemed approved for metadata querying without the approval of an NSA official. The second
category consisted of domestic numbers added to the alert list after direct contact with a known
foreign seed number. The domestc numbers were not used as seeds themselves and
contact chaining was limited to two hops (instead of the three hops authorized by the Court).
See August 2006 Report, at 12-13; Alexander Decl. at Zn.1, NSA subsequently removed the -
nunbers in the second category from the alert list.- {TS//SEHANE)_
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According to NSA's review of its records and discussions with relevant NSA

personnel, the NSA OGC attorney who prepared the initial draft of the report included

an inaccurate description of the alert list process due to a mista | KGN

[l Uron completing the draft, the attorney circulated the draft to other OGC -

attorneys and operational personnel and requested that others review it for accuracy.
See id. The inaccurate description, however, was not corrected before the report was
finalized and filed with the Court on August 18, 2006, The same description remained

in subsequent reports to the Court, including the report filed in docket number BR 08-

1314 (FSHSHANE-

14 At the meeting on January 9, 2009, NSD and NSA also identified that the reports filed
with the Court have incorrectly stated the number of identifiers on the alert list. Each report
included the number of telephone identifiers purportedly on the alert list. See, e.g., NSA 120-
Day Report to the FISC (Dec. 11, 2008), docket number BR 08-08 (Ex. B to the Government’s
application in docket number BR 08-13), at 11 (“As of November 2, 2008, the last day of the
reporting period herein, NSA had included a total of 27,090 telephone identifiers on the alert
list....”). Infact, NSA reports that these numbers did not reflect the total number of identifiers
on the alert list; they actually represented the total number of identifiers included on the
“station table” (NSA's historical record of RAS determinations) as currently RAS-approved (e,

approved for contact chamm_ See Alexander Decl. at 8 n.3. @S#SHN"-E?—

14
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DISCUSSION (U)

L. THE COURT’S ORDERS SHOULD NOT BE RESCINDED AND NEED NOT
'BE MODIFIED YXF)_:

In the January 28 Order, the Court directed the Government to submit a written
brief designed to, among other things, assist the Court in assessing whether the Primary
Order in docket number BR 08-13 should be modified or rescinded.’® January 28 Order
at 2. X8

So long as a court retains jurisdiction over a case, then, in the absence of a
prohibition by statute or rule, the court retains inherent authority to “reconsider,
rescind, or modify an interlocutory order for cause seen by it to be sufficient.”

Melancon v. Texaco. Inc., 659 F.3d 551, 553 (5th Cir, 1981). The choice of remedies rests

in a court’s sound discretion, see Kingsley v. United States, 968 F.2d 109, 113 (1st Cir.
1992) (citations omitted) (considering the alternative remedies for breach of a plea
agreement), but in exercising that discretion a court may consider the full consequences

that a particular remedy may bring about, see Alrefae v. Chertoff, 471 F.3d 353, 360 (2d

Cir. 2006) (citations omitted) (instructing that on remand to consider petiioner’s motion
to rescind order of removal, immigration judge may consider “totality of the
circumnstances”), Consonant with these principles, prior decisions of this Court reflect a

strong preference for resolving incidents of non-compliance through the creation of

% The authorization grented by the Primary Order issued by the Court in docket
number BR 08-13 expires on March 6, 2009 at 5:00 p.m. Eastern Time. (F5HSHANT—




additional procedures and safeguards to guide the Government in its ongoing collection .
efforts, rather than by imposing the extracrdinary and final remedy of rescission. See,

e T oy Order, docket numbe.at 11-12 (requiring, in -

response to an incident of non-compliance, NSA to file with the Court every thirty days

a report discussing, among other things, queries made since the last report to the Court

and NSA's application of the relevant standard); ng-do cket numbers

(prohibiting the querying of data using “seed” accounts validated using particular

information). ESHSHANE—

The Court’s Orders in this matter did not authorize the alert list process as
implemented to include a comparison of non—RAS-approvéd idenﬁﬁers against
incoming BR metadata. However, in light of the significant steps that the Government
has already taken to remedy the alert list compliance incident and its effects, the
significant oversight modifications the Government is in the process of i.mplementing,
and the value of the telephony metadata collection to the Government’s national
security mission, the Government respectfully submits that the Court should not

rescind or modify the authority granted in docket number BR 08-13. ‘FEQ




A,  Remedial Steps Already Undertaken by the Government Are Designed

o Ensure Future Compliance with the Court’s Orders and to Mitigate
Effects of Past Non-Compliance TS}

Since th'e Government first reported this matter to the Court, NSA has taken
several corrective measures related to the alert process, including immediate steps to
sequester and shut off its analysts” access to any alerts that were generated from |
comparing incoming BR metadata against non-RAS-approved identifiers. See
Alexander Dedl. at 19-20. NSA also immediately began to re-engineer the entire alert
process to ensure that only RAS-approved telephone identifiers are compared against
incoming BR metadata. See id. Most importantly, NSA shut off the alert list process on
January 24, 2009, when its redesign efforts failed, and the process will remain shut

down until the Government can ensure that the process will operate within the terms of

the Court’s Orders. Seeid. at 20. (FSHEHANE—

NSA has also conducted a review of all 275 reports NSA has disseminated since

May 2006 as a result of contact chaJ'ru‘n_f NSA’s archive of

BR metadata.’s See id. at 36. Thirty-one of these reports resulted from the automated

alert process. Seeid. at 36 n.17. NSA did not identify any report that resulted from the

_—t

use of a non-RAS-approved “seed” identifier.’” See id. at 36-37. Additionally, NSA

16 A single report may tip more than one telephone identifier as being related to the seed
identifier. As a result, the 275 reports have tipped a total of 2,549 telephone identifiers since
May 24, 2006. See Alexander Decl. at 36 n.17. (FSHSHAR—

7 NSA has identified one report where the-nurmber on the alert list was not RAS- -

. approved when the alert was generated but, after receiving the alert, a supervisor determined

17
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determined that in all instances where a U.S. identifier served as the initial seed
identifier for a report (22 of the 275 reports), the initial U.S. seed i&enﬁﬁer was either
already the subject of FISC-approved surveillance under the FISA or had been reviewed
by NSA’s OGC to ensure that the RAS determination was not based solely on a U.S.
person’s first amendment-protected activities. See id. at 37.m |

Unlike reports generated from the BR metadata, which NSA di‘sseminated
outside NSA, the alerts generated from é comparison of the BR metadata to the alert list
were.only distributed to NSA SIGINT personnel respansible for counterterrorism
actvity.® See id. at 38. Since this compliance f.ncident surfaced, NSA identified and
e]irrﬁnated analyst access to all alerts that were generated from the comparison of non-
RAS approyed identifiers against the incoming BR metadata and has limited access to
the BR alert system tb only software developers assigned to NSA’s Homeland Security

Analysis Center (HSAC), and the Technical Director for the HSAC, Seeid. at 33—39.

TUTSHSUUNE)

tha’; the identifier, in fact, satisfied the RAS standard. After this determination, NSA used the
identifier as a seed for chaining in the BR FISA data archive, Information was developed that
led to a report to the FBI that tipped 11 new telephone identifiers. See Alexander Decl. at 37
n18. (T

8 Tnitially, if an identifier on the alert list generated an alert that the identifier had been
in contact with an identifier in the United States, the alert system masked (i.e., concealed from
the analyst’s view) the domestic idenfifier. Later, in January 2008, the SIGINT Directorate
allowed the alerts to be sent to analysts without masking the domestic identifier. NSA made
this change in an effort to improve the ability of SIGINT analysts, on the basis of their target -
knowledge, to prioritize their work more efficiently. See Alexander Dedl. at 38—&5;9‘5%%4 i

_TOP_SECREIMCDMIW
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In addition to the steps NSA has taken with respect to the alert list issues, NSA
has also implemented meastres to review NSA’s handling of the BR metadata generally.
For example, the Director of NSA has orderéd end—to;end system engineering and
process reviews (technical and operational) of NSA’s handling of BR metadata. See id.
at 21. The results of this reviéw will be made available to the Court; See id. at 21 n.13.
In ;:esl:;onse to this Order, N5A also has undertaken the foﬂowiné;:

e areview of domestic identifiers on the “station table” in order to confirm
that RAS determinations complied with the Court’s Orders; and

e . an audit of all queries made of the BR metadata repository since

November 1, 2008, to determine if any of the queries during that period
were made using non-RAS-approved identifiers.?

See id. at 22-23.7{TS//5HANF—

To better ensure that NSA operational personnel understand the Court-ordered
procedures and requirements for accessing the BR metadata, NSA's SIGINT Oversight &
Compliance Office also initiated an effort to redesign training for operaﬁoﬁal personnel
who require access to BR metadata. This effort will include competency ’cesﬁﬁg prior to
access to the data. Seeid. at 23. In the interim, NSA management personnei, with

support from NSA OGC and the SIGINT Oversight and Compliance Office, delivered

5 Although NSA's review is still ongoing, NSA’s review to date has revealed no
instances of improper querying of the BR metadata, aside from those previously reported to the
Court in a notice of compliance incident filed on January 26, 2009, in which it was reported that
between approximately December 10, 2008, and January 23, 2009, two analysts conducted 280
queries using non-RAS-approved identifiers, See Alexander Decl. at 22-23. As discussed below,
NSA is implementing software changes to the query tools used by analysts so that only RAS- _. - .
approved identifiers may be used to query the BR FISA data repository. See id. at 22-23. T‘ES)\
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in-person briefings for all NSA personnel who have access to the BR metadata data

archive to remind them of the requirements and their responsibilities regarding the

prop;ar handling of BR metadata. See id. In addition, all NSA personnel with access to |

the BR metadaté have also received a written reminder of their responsibilities. See id.
~(FEHEHAND—

Finally, NSA is implementing two changes to the tools used by analysts to access
the BR metadata. First, NSA is changing the system that analysts use to conduct contact
chaining of the BR metadata so that the syétem will not be able to accept any non-RAS-
approved identifier as the seed identifier for contact chammg See id. at 24. Second,
N5Ais iu;ple-menﬁng software changes to its system that will limit to three the number

of “hops” permitted from a RAS-approved seed identifier. Seeid. (FS/SHANTF—

B. Additional Oversight Mechanisms the Government Will Implement~S}—

The operation of the alert list process in a manner not anthorized by the Court
and contrary to the manner in Wluch it was described to the Court is a significant
compliance matter. While the process has been remedied in the ways described above,
the Government has concluded that additional oversight mechanisms are appropriate to
ensure future compliance with the Primary Order in docket number BR 08-13 and any
future orders renewing the authority granted therein. Accordingly, the Government
will implement the following oversight mechanisms in addition to those contained in
the Court’s Orders: o -

—TOP SECRETHCOMINTHNOFORN/MR—
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o NSA’s OGC will consult with NSD on all significant legal opinions that relate to
the interpretation, scope and/or implementation of the authorization granted by
the Court in its Primary Order in docket number BR 08-13, prior Orders issued
by the Court, or any future order renewing that authorization. When
operationally practicable, such consultation shall occur in advance; otherwise
NSD will be notified as soon as practicable;

o NSA’s OGC will promptly provide NSD with copies of the mandatory
procedures (and all replacements, supplements or revisions thereto in effect now
or adopted in the future) the Director of NSA is required to maintain to strictly
control access to and use of the data acquired pursuant to orders issued by the
Court in this matter;

o NSA’s OGC will promptly provide NSD with copies of all formal briefing and/or
training materials (including all revisions thereto) currently in use or prepared
and used in the future to brief/train NSA personnel concerning the authorization
granted by orders issued by the Court in this matter;

e Atleast once before any future orders renewing the authorization granted in
docket number BR 08-13 expire, a meeting for the purpose of assessing
compliance with this Court’s orders will be held with representatives from
NSA’s OGC, NSD, and appropriate individuals from NSA’s Signals Intelligence
Directorate, The results of this meeting will be reduced to writing and submitted
to the Court as part of any application to renew or reinstate this authority;

s Atleast once during the authorization period of all future orders, NSD will meet
with NSA’s Office of Inspector General (OIG) to discuss their respective
oversight responsibilities and assess NSA’s compliance with the Court’s orders
in this matter;

o Prior to implementation, all proposed automated query processes will be
reviewed and approved by NSA’s OGC and NS5D.

(TSL/ST//NE)

While no oversight regime is perfect, the Government submits that this more
robust oversight regime will significantly reduce the likelihood of such compliance

incidents occurring in the future.\QS)\
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C.  The Value of the BR Metadata to the Government’s National Security

Mission [FS).

The BR metadata plays a critical role in the Government’s ability to find and

I /s ciscussed in declarations previously filed with

the Court in this matter, operatives of -

I - o international telephone system to

communicate with one another between numerous countries all over the world,
including to and from the United States. Access fo the accumulated pool of BR
metadata is vital to NSA's counterterrorism intelligence mission because it enables NSA
to discover the communications of these terrorist operatives. See Alexander Decl. at 39-
42. While terrorist operatives often take intentional éteps to disguise and obscure thei?
communications and their identities using a ifariety of tactics, by employing its contact

chaining — against the accumulated pool of metadata NSA can

discover valuable information about the adversary. See id, Specifically, using contact
chaining _NSA may be able to discover previously unknown
telephone identifiers used by a known terrorist operative, to aiscover previously
unknown terrorist operatives, to identify hubs or common contacts between targets of
interest who were previously thought to be ﬁnéommcted, and potentially to discover
individuals willing to become U.S. Government assets. Seg, e.g,, Dedl. of Lt, Gen. Keith

B. Alexander, docket number BR 06-05, Ex. A at  9; Dedl, O_Iocke’c
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number BR 08-13, Ex. A at T 9-11.20 Such discoveries are not possible when targeting
solely known terrorist telephone identifiers. See Alexander Decl. at 39-40.
Demonstrating the value of the BR metadata to the U.5. Intelligence Community, the
NSA has disseminated 275 reports and tipped over 2,500 telephone identifiers to the FBI
and CIA for further investigative action since the mcepﬁon of this collection in docket
number BR 06-05. See id, at 42. This reporting has provided the FBI with leads and
linkages on individuals m the U.5. with connections to terrorism that it may have
otherwise not identified. See id. TTSWS%W

In summary, the unqueétionable foreigﬁ intelligence value of this collection, the
substan;cial steps NSA has already taken to ensure the BR metadata is only accessed in -
compliance with the Court’s Orders, and the Government’s enhanced oversight regime
provide the Court with a substantial basis not to rescind or modify the authorization for

this collection program.ﬁ(’S)\

III. THE COURT NEED NOT TAKE ADDITIONAL ACTION REGARDIN G
MISREPRESENTATIONS THROUGH IT5 CONTEMPT POWERS OR BY
REFERRAL TO APPROPRIATE INVESTIGATIVE OFFICES (‘Rik

The January 28 Order asks “whether the Court should take action regarding

persons responsible for any misrepresentation to the Court or violation of its Orders,

20 Other advantages of contact chaining include

. See Alexander Decl. at 41; Decl. _iqc_ket number BR 08- -

13, Bx. A at 9 10, (TSHSHANEY | -
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either through its contempt powers or by referral to the appropriate investigative
offices.” January 28 Order at 2. The Government respectfully submits that such actions
are not required. Contempt is not an appropriate remedy on these facts, and no referral
is required, because NSA already has self-reported this matter to the proper
investigative offices. TT’S#SI#NE}\
Whether contempt is civil or criminal in nature turns on the “character and

purpose” of the sanction involved. See Int’l Union, United Mine Workers of Am. v.

Bagwell, 512 U.S. 821, 827 (1994) (quoting Gompers v. Bucks Stove & Range Co,, 221

U.S. 418, 441 (1911)). Criminal contempt is punitive in nature and is designed to
vindicate the authority of the court. See Bagwell, 512 U.S. at 828 (internal quotations
and citaﬁoné omitted). It is imposed retrospectively for a “completed act of
disobedience,” and haé no coercive effect because the contemnor cannot avoid or
mitigate the sanction through later compliance. Id, at 828-29 (dtaﬁons omitted).?
Because NSA has stopped the alért list process and corrected the Agency’s unintentional

misstatements to the Court, any possible contempt sanction here would be in the nature

of criminal contemptm

%1 By contrast, civil contempt is “remedial, and for the benefit of the complainant.”
Gompers, 221 U.S. at 441. It “is ordinarily used to compel compliance with an order of the
court,” Cobell v. Norton, 334 F.3d 1128, 1145 (D.C. Cir, 2003), and may also be designed “to
compensate the complainant for losses sustained.” United States v. United Mine Workers of -
America, 330 U.S. 258, 303-04 (1947) (citations ormtted) ) '
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A finding of criminal contempt “requires both a contemptuous act and a

wrongful state of mind.” Cobell, 334 F.3d at 1147 (citations omitted). The violation of
the order must be willful: “a volitional act by one who knows or should reasonably be

aware that his conduct is wrongful.” United States v. Grevhound Corp., 508 F.2d 529,

531-32 (7th Cir. 1974), quoted in In re Holloway, 995 F.2d 1080, 1082 (D.C. Cir. 1993)
(emphasis in original). For example, a criminal contempt conviction under 18 U.S.C. §
401 requires, among other things, prbof of a willful violation of a court order; ie,, where

the defendant “acts with deliberate or reckless disregard of the obligations created by a

court order.” United States v. Rapone, 131 F.3d 188, 195 (D.C. Cir. 1997) (citations
01:c1_i’c1:ec.1).12 (U)

Here, there are no facts to support the necessary finding that persons at NSA
willfully violated the Court’s Orders or intentionally sought to deceive the Court. To
the contrary, NSA operéﬁonal personnel implemented th;e alert list based on the
concurrence of its OGC to a set of procedures that contemplated comparing the alert
list, including non-RAS-approved telephone identifiers, against a flow of new BR
metadata. See Alexander Dedl. at 12-14. The concurrence of NSA’S OGC was based on

NSA's understanding that, by using the term “archived data,” the Court’s Order in

2 A person charged with contemnpt committed out of court is entitled to the usual
protections of criminal law, such as the presumption of innocence and the right to a jury trial.
Bagwell, 512 U.S. at 827-28. For criminal conternpt to apply, a willful violation of an order must
be proved beyond a reasonable doubt. See id. Contempt occurring in the presence of the Court, ;
however, is not subject to all such protections. See id. at 827 n.2. (U)

TOP SECRET/COMINT/NOEORMN/AIR—
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docket number BR 06-05 only required the RAS standard to be applied to the contact
chainin i I conducted by accessing NSA's analytic repository of BR
metadata. See y:L at 10-14. This advice was givén for the purpose of advising NSA
operatdrs on how to comply. with the Court’s Orders when using an alert list. Its goal
plainly was not to deliberately br recklessly disregaltrd those Orders; and in heeding this
advice, NSA operators were not themselves seeking to deliberately or recklessly
disregard the Court’s Orders. Indeed, the NSA attorney V\%ho reviewed the procedures
added language to the procedures to emphasize the Court’s requirement that the RAS
standard must be satisfied prior to conducting any chainin g EGGof NSA's
analytic repository of BR metadata. Seeid. at 13-14;-@118#5;[#2\@—

NSA OGC’s concurrence on the procedures the SIGINT Directorate cé[evelo?ed for
processing BR metadata also established the framework for nu_merr;us subsequent
decisions and actibns,.mcluding the drafting and reviewing of NSA's reports o the
Court. NSA personnel reasonabiy believed, based on N5A OGC'’s concurrence with the
BR Procedures, that the queries subject to the Court’s Order were only contact chaining
B o b a3gregated pool of BR metadata. Against this backdrop,
NSA operational personnel reasonably believed that, until contact chaining of the
aggregated pool of BR metadata was cdnducted, the alert list process was not subject to
the RAS requirement contajned in the Court’s Order. This, in turn, led to the
misunderstanding between the NSA attorney who prepared the irﬁﬁal_ draft of NSA’s

—_TOP SECRET/COMINT/NOEORN/AR—
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first BR report to the Court and the individual in the SIGINT Directorate who served as
the report’s primary reviewer, so that ultimately the report contained an incorrect
description of the alert list process. See id. at 16-18.% In other words, there was no
deliberate effort to provide inaccurate or misleading information to the Court, nor did
any NSA employee deliberately circumvent the RAS requirement contained in the |
Court’s Orders. Based on this confluence of events, all parties involved in the drafting
of the réport believed the desml:iption of the alert list to be accurate. (FSHSEHANE)

In addition, the Government has already taken steps to notify the appropriate
investigative officials regarding this matter. Specifically, FBI's OGC was informed of
this maﬁer on Jartuary 23, 2009; the Director of National Intelligence was informed of
this matter on January 30, 2009, and :eceived additional information about the incident
on two other occasions; and the Undersecretary of Defense for Intelligence was
informed of this matter on February 10, 2009. See id. at 28-29, NSA has also notified its
Inspector General‘of this ma’cter.‘ See id. at 28. Finally, NSA is in the process of formally
reporting t]:us matter to the Assistant Secretary of Defense for Intelligence Oversight

and subsequently the President’s Intelligence Oversight Board. See id. at 28-29. (S)

% As described above, the alert list actually consisted of two partitions—one of RAS-
approved identifiers that could result in automated chaining in the BR metadata and a second

of non-RAS approved identifiers that could not be-used 4o initiate automated chaining in the BR . -

metadata. See Alexander Decl. at 15. (T5/7STANE)—

—TOPSECRETHEOMINT/NOEGRN/MR
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CONCLUSION (U)

For the reasons provided above, while the Government acknowledges that its
descriptions of the alert list process to the Court were inaccurate and that the Court’s
Orders in this matter did not authorize the alert list process as implemented, the Court
should ﬁot resdnd or modify its Order in docket number BR 08-13 or take any further

remedial action. (FSHSL/INE)

Respectfully submitted,

Vil T

Matthew G. Olsen
Acting Assistant Attorney General

Office of Intelligence

National Security Division
United States Department of Justice
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

Docket No.: BR 08-13

e e’ N N

DECLARATION OF LIEUTENANT GENERAL XEITH B. ALEXANDER,
UNITED STATES ARMY,
DIRECTOR OF THE NATIONAL SECURITY AGENCY.

_ .(U) I, Lieutenant General Keith B. Alexander, depose and state as follows:

(U) I am the Director of the National Security Agency (*NSA” or “Agéncy” ,an
intelligence agency within the Department of Defense (“DoD”), anc_l_ have se;ved in this
poéition sincé 2005. Icurrently hold the rank of Lieutenant Gcnerai in the United States
Army and, concurrent with my current assignment as Director of the Natioﬁal Securitly
Agency, I also serve as the Chief of the Central Security Service and as the Commander
of the Joint Functional Component Command for Network Warfare. Prior to 'my current
assignment, 1 have held other senior supervisory positions as an officer of the United
States m‘ilitary, to include service as the Deputy Chief of Staff (DCS, G-2), Headquarters,
Department of the Army; Commander of thcv US Army’s Intelligence and Security

Command; and the Director of Intelligence, United States Central Command.
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(8) As the Direcior of the National Security Agency, I am responsible for
directing and overseeing all aspects of NSA’s cryptologic mission, which consists of
three fimctions: to engage in signals intelligence (“SIGINT™) acﬁv'rtiesvfor the US
Government, ;co include support to the Government’s computer network attack activities;
to conduct activities concerning the security of US national security telecommunications
and information systems; and to conduct operations security training for the US
Government. Some of the information NSA acquires as part of its SIGINT mission is
collc_ctet_i pursuant to Orders issued under the Foreign Intelligence Surveillance Act of
1978, as amended (“FISA™).

(U) The sfca{ements.herein are based upon my personal knowledge, information

» provided to me by my subordinates in the course of my official duties, advice of counsel,

" and conclusions reached in accordance therewith,

L. (U) Purpose:

%M}TMS declaration responds to the Court’s Order of 28 January 2009
(“BR Compliance Order”), which directed ;Lhe Govemment to provide the Foreign
Intelligence Surveillance Court (“FISC” or “Court”) with information “to help the Court
assess whether the Orders issued in this docket should be modified or rescinded; whether
other remedial steps should be directed; and whether the Court should take action
regarding persons responsible for any misrepresentations to the Court or violaﬁons of its
Orders, either through its contempt powers or by referral to appropriate investigative

offices.”
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—{SAETo this end, this declaration describes the compliance matter ‘ghat gave
rise to the BR Compliance Order; NSA’s analysis of the underlying activity; the' root
causes of the compliance problem; the corrective actions NSA has taken and plans to take
" toavoid a ré:occ:urrence of the incident; answers to the seven (7) specific questions the
Court has asked regarding the in(;,ident; and a description of ‘the importance of this

collection to the national security of the United States.
1L (U) Incident:
A, (U) Summary

—E&#S%@}Pﬁrsuant to a series of Orders issued by the Court since May 2006,

* NSA has been receiving telephony metadata from telecommunications providers. NSA
refers to the Orders collectively as the “Bﬁsiness Records Order” or “BR FISA.” With
each iteration of the Business Records Order, the Court has included ianguage which says
“access 1o the archived data shall oécur only when NSA has identified a known

' telephone identifier for which .. . there are facts giving rise to a reasonable articulable

suspicion that the telephone identifier is associated with _

Docket BR 08-13, Primary Order, 12 December 2008, emphasis added. For reasons
described in more detail in the Section IIL.A. of this declaration, NSA personnel
understood the term “archived data® to refer to NSA’s analytic repository of BR FISA.

metadata and implementéd the Business Records Order accordingly.

FOP-SECRETHCOMENT/ANOEORIN /MR —

& A A A o A A P Y- N . Y. v e Bh A P SN rw. Y.y

~

[r—




—TOP-SECRETHCOMENT/ANOEORN/MR

(ESHSLATEWhile NSA did not authorize contact chaim'nto
| occur in the Agency’s analytic repository of BR FISA material unless NSA had
determined that the “seed” telephone identifier for the chaining —
.saﬁsﬁed,the rt;asonable articulable suspicion (“RAS”) standard specified in the Order, in
its reports to the Court regarding NSA’s implemenfaﬁon of the Business Records Order,
the Agency incorrectly described an intem;m-diate step called the alert process that NSA
applied to the incoming stream of BR. FISA'me‘cadata.r The alert process would notify
counterterrorism (CT) analysts if a comparison of the incoming metadata NSA was
receiving from the Business Records Order and other sources of SIGINT collection
revealed a match with telephone identifiers that were on an alert list of identifiers that

were already of interest to CT personnel.

—TSHSUNEY In its réports to the Court, NSA stated the alert list only contained
telephone identifiers that satisfied the RAS standard. In reality, the maj ;)rity of identifiers
on the alert list were CT identifiers that had not been assessed for RAS. If one of these
non-RAS approved identifiers generated an alert, a CT analyst was notified so that NSA.
could malie aRAS determination. If the Agency determined the identifier satisfied the
RAS étandard, only then would the identifier be approved as a seed for contact chaining
_ in the Agency’s BR FISA analytic répository (i.e., the “archived
~ data”). Ifthe contact chaining _roduced information of foreign
intelligence value, an NSA analyst would issue a report. In other WOl‘d‘S, none 0f NSA’s
BR FISA reports were based on non-RAS approved identifiers across the period in

question — May 2006 through ] anvary 2009, -
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—{5#5H- wish to emphasize that neither I nor the Agency is attempting to
downplay the significance of NSA’s erroneous description of the alert process to the
Court. In retrospect, the Business Records Order did not provide NSA with specific
authority to employ the alert list in the manner in which it did. The Ag‘ency’s failure to
describe the alert process Aaccurately to the Court unintentionally precluded the Court
from determining for itself whether NSA was correctly implementing the Court’s Orders.

Although I do not believe that any NSA employee intended to provide inaccurate or

misleading information to the Court, I fully appreciate the severity of this error.

B. (U) Details

(TSHSuAMEBocket BR 08-13 is the FISC’s most recent renewal of authority first
granted to the Government in May 2006 to receive access to business records in the form
of telephoﬁe'call detail records. See Docket BR 06-05, 24 May 2006. NSA developed
the antomated alert process o notify NSA analysts of contact between a for;ig.n
telephone identifier of counterterrorism interest and any domestic telephone identifier; or
any contact between a domestic telephone identifier, related fo aAf"oreign counterterrorism
target, and any foreign telephone identifier. In its first BR FISA report to the Cowrt in
August 2006, the Agency described the automated alert process as follows:

TESHSHANE)NSA has compiled through its continuous counter-
terrorism analysis, a list of telephone numbersg that constitute an “alert list”

of telephone numbers used by members of q
# This alert st Se1ves 2 & body 0
telephone numbers employed to query the data, as is described more fully
below. :

. (TSHSENF) Domestic numbers and foreign numbers are treated
differently with respect to the criteria for including them on the alert list, - .

FOP-SEERETHEOMENT/NOFORN/MR —
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With respect to foreign telephone numbers, NSA receives information

from a variety of sources. Principal among these are:

Each of the foreign telephone numbers that comes
to the attention of NSA as iossibly related to _

is evaluated to determine whether the
information about it provided to NSA satisfies the reasonable articulable
suspicion standard. If so, the foreign telephone number is placed on the
alert list; if not, it is not placed on the alert list,

—(TFSHSUMNE) The process set out above applies also to newly
- discovered domestic telephone numbers considered for addition to the

alert list, with the additional requirement that NSA’s Office of General
Counsel reviews these numbers and affirms that the telephone number is

not the focus of the analysis based solely on activities that are protected by
the First Amendment. There are, however, two categories of domestic

telephone numbers that were added to the NSA alert list
_and the basis for their addition is slightly different.
—(FSHSHANE) The first category consists. of [llldomestic numbers
that are currently the subject of FISC authorized electronic surveillance '
based on the FISC’s finding of probable cause to believe that they are used
by e o« (N
Since these numbers were already reviewed and authorized by the Court
for electronic surveillance purposes, they were deemed approved for meta
data querying without the approval of an NSA official,
—{TSH5HANE The second category consists of .domestic
numbers each of which was added to the NSA alert list after coming to
d subsequent NSA analysis produced a sufficient
level of suspicion that NSA generated an intellicence revort about the
telephone number to the FBI and the

—FORSECRIE A COLNT N OEORNMR—
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, —FSASHAE-However, in order to avoid any appearance of
circumventing the procedures, NSA will change its software to build the
chains from the original foreign number and remove the . domestic
mmbers described above from the alert list. While the software is being
developed, which will take approximately 45 days, NSA will continue to
run the domestic numbers on the alert list as described.!

—(T3A/3PANE) As of the last day of the reporting period addressed
herein, NSA had included a total of 3980 telephone numbers on the alert
list, which includes foreign numbers and domestic numbers, after
concluding that each of the foreign telephone numbers satisfied the
standard set forth in the Court’s May 24, 2006, and each of the domestic
telephone numbers was either a FISC approved number or in direct
contact with a foreign seed that met those criteria.

“(TSHSHANE)-To summarize the alert system: every day new
contacts are automatically revealed with the 3980 telephone numbers
contained on the alert list described above, which themselves are present
on the alert list either because they satisfied the reasonable articulable
suspicion standard, or because they are domestic numbers that were either
a FISC approved number or in direct contact with a number that did so.
These automated queries identify any new telephone contacts between the
numbers on the alert list and any other number, except that domestic
numbers do not alert on domestic-to-domestic contacts.

- (FSHSEAESDuring this reporting period, a combination of the
alert system and queries resulting from leads described below in paragraph
two led to analysis that resulted in the discovery of 138 new numbers that
were tipped as leads to the FBI and the CIA as suspicious telephone
numbers. ’

See Docket BR 06-05, NSA Report to the FISC, August 18, 2006, at 12-16 (footnote
omitted). Subsequent NSA reports to the Court contained similar representations as to
the functioning of the alert list process. See, e.g., Docket BR 08-08, NSA 120-Day

Report to the FISC, December 11, 2008, at 8-12.

_(TSHSHANFY In short, the reports filed with the Court incorrectly stated that the
_ telephone identifiers on the alert list satisfied the RAS standard. In fact, the majority of

telephone identifiers included on the alert list had not been RAS approved, although the

—TOP SECRETHCOMBNTANOFORN/NR
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identifiers were associated with the same class of terrorism targets covered by the
Business Records Order.? Specifically, of the 17,835 telephone identifiers that were on

the alert list on 15 January 2009 (the day DolJ reported this compliance incident to the

Court), ozﬂy 1,935 were RAS approved.’

III. (U) NSA’s Analysis:

] _ (The term “metadata” refers to information about

a communication, such as routing information, date/time of the communication, erc., but

does not encompass the actual contents of a communication.) As explained in greater

detail in Section VII'of this declaration, analysis of communications metadata can yield

important foreign intelligence information, || G

F) The initial BR FISA only covered

3 (FSHSHANEY The reports filed with the Court in this matter also incorrectly stated the number of

identifiers on the alert list. Each report included the number of telephone identifiers pwrportedly on the

alert list. See, e.g., Docket BR 06-08, NSA 120-Day Report to the FISC, August 18, 2006, at 15 (*“As of

the last day of the reporting period addressed herein, NSA has included a total of 3980 telephone numbers

on the alert list. .. .”); Docket BR 08-13, NSA. 120-Day Report to the FISC, December 11,2008, at 11

(*As of November 2, 2008, the last day of the reporting period herein, NSA had included a total of 27,090

telephone identifiers on the alert list . ., .”). In fact, these numbers reported to the Court did not reflect the

number of identifiers on the alert list; they actually.represented the total number of identifiers included on

the “station table” (discussed below at page15) as “RAS approved;” /.., approved for contact chainin - T o=
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_ NSA put on
the alert list telephone identifiers from two different sources that were of i mtercst to
counterterrorism personnel. The first source consisted of telephony identifiers against
which the Agez'lcy was conducting SIGINT collection for counteﬁenoﬁsm T8asoNns e;nd
the second source consisted of domestio; teléphony identifiers which, as a result of
analytic fradecraft, were also deemed 1;e1evant to the Govemment’s.countertenorism
activity., The key goal of this alert pfocess was to notify NSA analysts if there was a
cpntacit between a foreign telephone identifier of counterterrorism interest and any
domé\stic telephone identifier; or contact between any domestic telephone identifier,
related to a foreign counterterrorism target, and any foreign telephone identifier. Atthe -
time, NSA considered this type of contact to be an important potential piece of foreign
intelligence since such contact could be indicative of an impending terrorist attack against

the US homeland.*

A. (TS) The Alert List Process

{(TSHSHAFFT When the Court issued the first Business Records Order in May

2006, I

he first source was the “Address
Database™ which was a master target database of foreign and domestic telephone

identifiers that were of current foreign intelligence interest to counterterrorism personnel.

2 (TSHSHANEY Neither the Agency nor the rest of the US Intelligence Comnmunity has changed this view
regarding the importance of identifying this type of contact between counterterrorism targets and persons
inside the United States, In fact, the 9/11 Commission Report alluded to the failure to share information
regarding a facility associated with an al Qaeda safehouse in Yemen and contact with one of the 9/11 '
hijackers (al Mihdhar) in San Diego, California, as an important reason the Intelligence Community did not
detect al Qaeda’s planning for the 9/11 attack. See, “The 3/11 Commission Report,” at 269-272. - =

—TFOP-RECRETHCOMBIT/ANORORMMAR
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The second source was - which was and continues to be a database NSA uses as

a selection management system to manage and task identifiers for SIGINT collection.

—(FSHSHANE) The Business Records Order states that “access to the archived data
shall occur only when NSA has identified a known telephone identifier for which . ..

there are facts giving rise to a reasonable articulable suspicion that the telephone

identifier is associated vt
A - clcct BR 08-13,

Primary Order, 12 December 2008. The term “archived data” is of critical importance to
understanding the rebuilt alert process NSA implemented after the Court issued the first

Business Records Order in May 2006.

— (TSHSUANEY-As normally used by NSA in the context of ﬁe Agency’s SIGINT
activities, the term “archived data” refers to data stored in NSA’S analytical repositories
and excludes the many processing steps the Agency employs to make the raw collection
useful to individual intelligence analysts.” Based on internal NSA correspondence and
from discussions with NSA persénnel familiar with the way NSA processes SIG]NT
collection, I have concludea this understanding of the term “archived data® meant that the
NSA personnel who designed the BR FISA alert list process believed that the
requirement to satisfy the RAS standard was only triggered when access was sought to

NBA’s stored (i.e., “archived” in NSA parlance) repository of BR FISA data,

(FSHSHANE} For example, a small team of “data integrity analysts” ensures that the initial material NSA

. receives as aresult of the Business Records Order is properly formatted and does not contain extraneous

~ material that the Agency does not need or want before such material is made available to intelligence
analysts.

. .
- 10 -
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T (TSHSHAE) In fact, when the initial draft procedures for implementing the
Business Records Order were created, it does not appear that either the SIGINT
Directorate or the Office of General Counsel identified the nse of non-RAS approved
identifiers on ;:he alert list as an issue that required in-depth analysis. NSA personnel,
iﬁcluding the NSA attorney who reviewed the SIGINT Directorate’s implementation
procedures for the Business Records Order, appear to have viewed the aleﬁ system as
merely pointing to a particular identifier on the alert list that required determination of
whether the RAS standard had been satisfied before permitting contact chaining and/or
pattern analysis in the archived BR FISA data. Accordingly, the O:Eﬁce of General
Coumsel approved the procedures but stressed that the RAS standard set out in the
Business Records Order had to be satisfied before any access to the archivved data could

00011'['.6

T (TSHSHAE) As a result, personnel in the SIGINT Directorate v;ho understood
how the automated alert process worked, based on their own understanding of the term
“archived data” and the advice. of NSA’s Office of General Counsel, did not believe that
NSA was required to limit the BR FISA alert list to only RAS approved telephone

identifiers,

§ (PS//SL/NE) This result is not surprising since, regardless of whether the identifiers on the alert list were
RAS approved, NSA was lawfully authorized to collect the conversations and metadata associated with the
non-RAS approved identifiers tasked for NSA SIGINT collection activities under Executive Order 12333

and included on the rlert list. The alert process was intended as a way for analysts to prioritize their work.
The alerts did not provide analysts with permissio tact chainin“f the
BR FISA metadata. Instead, any contact chaining of the BR FISA data also required a

determination that the seed number for such chaining had satisfied the' RAS standard, . =

-“TOP-SECRETHCOMBNT/ANOEORMN/ME—
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- Rather, they believed the limitation in the Court’s order applied only where data
had been aggregated over time, and where the authority and ability existed to conduct
multi-hop analysis across the entire data archive. (See Section VII for a description of -

the benefits of aggregating data for later anaiysis.)

TESHSLMNE) NSA’s review of this matter has confirmed that, even prior to the
issuance of the Business Records Order, members of the SIGINT Directorate engaged in
discussioﬁs with representatives of NSA’s Office of General Counsel to. determine how
the Agency would f:rocess the telephony metadata NSA expected to receive pursuant to
the Court’s Order. Then, on 25 May 2006 immediately after issuance of the ﬁrst.
Business Records Order, representatives of NSA’s Signals Intelligence Directorate asked
NESA’s Office of General Counsel to concur on a draft set of procedures the SIGINT
Directo'réte had developed to implement the Business Records Order. These draft

procedures stated:

The _ALERT processing system will provide a selective -
notification to the NSA CT AAD Shift Coordinator that a FISA Business
Record transaction has been received. This notification will contain only the
foreign telephone number and collection bin category. This notification will
only occur when the foreign number in the transaction matches the foreign
telephone number residing in that collection bin. This notification will include
no domestic numbers and occurs prior to any chaining whatsoever.

There was no express statement that the alert list contained both RAS and non-RAS

approved identifiers but it was clear that identifiers in the alert system would be

“FOP-SECREFTHCOMBNTANOFORMNAR— -
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compared against incoming BR FISA data. It was also clear that, if there was a match

between an identifier on the alert list and an identifier in the incoming data, a Shift

Coordinator in the SIGINT Directorate’s counterterrorism office would be notified.®

ALTSHUSIAF-Later on 25 May 2006,_of the Office of

General Counsel concurred on the use of the draft procedures after adding language to the
procedures emphasizing that analysts could not access the archived BR FISA data in

NSA’s BR FISA data repository unless the RAS standard had been satisfied.

-coordinated her review of the procedures with one of her colleagues in the

Office of General Counsel_ Specifically, as initially drafted, the

procedures stated in pertinent part:

The CT AAD Shift Coordinator will examine the foreign number and determine if

that particnlar telephone pumber has been previously associated wzth-
ased on the standard articulated by the Court.
-evised this bullet to read:

The CT AAD Shift Coordinator will examine the foreign number and determine if
that particular telephone number has been previously associated with i
ased on the standard articulated by the Court.
Reasonable articulable suspicion must be based on a totality of the circumstances
and can be met by any number of factual scenarios. However, if a seed number is
of interest only because of its direct contact with one other number, that other

number must be known by some identifiable standard (probably or possibly) to be
T e —

used by
whether the standard is met, please contact OGC.

2 (FSHSHANE-Bimce preparation of the original procedures, the Agency now refers to each “Shzﬁ
Coordinator” as a “Homeland Mission Coordinator” or “HMC.”

—_— -y -
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-150 added a footnote to the procedures to read, “As articulated in the FISC
Order, ‘access to the archived data will occur only when the NSA has identified a known

telephone number for which, based on the practical considerations of everyday life on

which reasonable and prudent persons act, there are facts giving rise to a reasonable,
articulable suspicion that the telephone number is associated with _

T p——

—(TSHSUMANE) The SIGINT Directorate began using the process described in the
procedures not long after receiving OGC’s approval, A copy of the procedures approved
by NSA’s Office of General Counsel and the approval of NSA’s Office of General

Counsel are attached as Exhibits A and B, respectively.

—@SﬁS&’ﬂWs a result, the Agency ultimately designed the alert process to
result in automated call chaining of the BR FISA data repository if the initial alert was
based on a RAS approved identifier. If an alert was based on a non-RAS approved
identifier, no automated chaining would occur in the BR FISA material but automated
chainiﬁg could occur in NSA’s repositories of hlformaﬁon that had been acquired under
circumstances where the RAS requirement did not apply, such as telephony collection

that was not regulated by the FISA.

—(FSASHANESpecifically, on 26 May 2006,-h0 was

serving as the chief of NSA-Washington's counterterrorism organization in NSA’s

Signals Intelligence Directorate, directed that the alert list be rebuilt to ensure that the
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alert list would only include identifiers assigned to “bins™ or “zip codes™ that NSA used
to label an identifier as being associated with_ since these
were the only classes of targets cofered by the initial Business Records Order. Pursnant
to this overall &irecﬁon, personnel in the counterterrorism organization actually built two
Hsts to manage the alert process, The first list — kmown as the alert list - included all
identifiers that were of interest to counterterrorism anai};sts who were charged with
tracking _ to inclnde both foreign and domestic telephony
identifiers. This list was used to compare the incoming telephony metadaia NSA was
obtaining from the Business Records Order and NSA’s other sources of SIGINT
collection to alert the counterterrorism organization if there wés a match between a
teiephone identifier on the list and an identifier in the incoming metadata. This list had
two partitions. The first partition consisted of RAS approved identifiers which could
.result in automated chaining of the BR FISA data repository. The second partition
consisted of non-RAS approved identifiers which could not be used to initiate automated
chaining ;Jf the archivéd BR FISA material. The second list — known as the “station
table” - served as a historical lisﬁﬂg of all telephone identifiers that have undergone a
RAS détermination, to include the results of the determination. This lisf was used to
ensure that only RAS approved “seed” identifiers would be used to conduct chaining or

pattern analysis of NSA’s data repository for BR FISA material. For the Court’s

TQP SECRET/COMINT/NOEQRN//MER
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convenience, a pictorial description of the BR FISA alert process as the process operated

from May 2006 until January 2009 is attached as Exhibit C.

© B.UYS) Incorreet Description of Alert List in Reports to the FISC

TTSASHAE) Reviews of NSA records and discussions with relevant NSA

personnel have revealed tha- managing attorney in NSA’s Office

of General Counsel, prepared the initial draft of the first BR FISA report. -
appears to have included the inaccurate description of the BR FISA alert process due to a

mistaken belief that the alert process for the Business Records Order

T(TSHSHANES-After completing his initial draft of the BR FISA report, in an email

prepared on Saturday, 12 August 2006-wrote:

Attached is the Draft of the Report to the Court. This is NOT ready to go until
it is reviewed again... I have done my best to be complete and thorough, but ...
male sure everything I have siad (sic) is absolutely true.

—TOP SECRET/COMINT/ANOFORMNAVR—
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See Exhibit D, Despite the direction that the draft BR FISA report be t];oroughly
reviewed by other attorneys and NSA operational personnel for accuracy, the inaccurate
description oi: the alert list that was contained in the initial draft of the report was not
corrected before the report was finalized. In addition, the inaccﬁrate description was not

- corrected in subsequent reports to the Court, either, until the inaccurate description was
identified by representatives from the Department of Justice (“DoJ”) during a briefing
and roundtable discussion regarding NSA’s handling of BR FISA material on 9 Janvary
2009. Once Dol confirmed that the Agency’s actual alert list process in the BR FISA
was inconsistent with the past descriptions NSA had provided to the Court of the alert list

process, Dol filed a notice on 15 January 2009 identifying this problem to the Cout.

—(FSHSI/NE)-As alluded to above, the inaccurate description of the BR FISA alert
list initially appears to have occurred due to a mistaken belief that the alert list for the

BR FISA material

L This etror was compounded by the fact that, as noted previously, the SIGINT
Directorate had actually conéh*uc‘ted the alert list with two partitions. Moreover, given .
that the Office of General Counsel prepared the initial draft of the report and had
previously appro%zed the procedures the SIGINT Directorate drafted for procesm:ng the
BR FISA material, -s the primary reviewer of the draft report for
the SIGINT Directorate, tﬁought the Office of General Counsel’s deséription of the
automated alert process for BR FISA material, although omitting a discussion of one of

was

the partitions, was legally correct since no contact chaining

TOP-SECREFHEOMBNFANOEORN/MR

-17 -
A0 4A8 90 4929 DDARIATIAN E MADAU AAA0 _E4




“FOP-SECRETHCOMMNTATOEORNAVR—
authorized to take place against the BR FISA archive unless the seed identifier for the

chaining had widergone RAS approval.

TSH8I). Therefore, it appears there was never a complete understanding among the
" key personnel who reviewed the report for the SIGINT Diréctorate and the Office of
General Counsel regarding what each individual meant by the terminology used in the
report. Once this initial misunderstanding occurred, the alert list description Was never
corrected since neither the SIGINT Directorate nor the Office of General Counsel
realized there was a inisunderstanding. As aresult, NSA never revisited the description
of the alm;t list that was included in the original report to the Court. Thus, the inaccurate

description was also included in the subsequent reports to the Court.

—FSHSHNE) The uutlal Business Records Order was the subject of significant
attention from NSA’s Signals Intelligence Directorate, Office of General Counsel, and
Office of Inspector General in an effbrt to ensure the Agency implemented the Order
correctly. See, e.g, NSA Office of Inspector General Report, “Assessment of "
Management Controls for Implen.‘lenﬁng the FISC Order: Telephony Business Records,”
dated 5 September 2006 (attached as Exhibit E).II Névertheless, it appears clear in
hindsight from discussions with the relevant personnel as well as reviews of NSA’s
internal records that the focus was almost always on whether analysts were contact

chaining the Agency’s repository of BR FISA data in compliance with the RAS standard

'L (TSHRHNT) Note that some of the Exhibits included with this declaration, such as Exhibit E, contain the

control marking FiESEEESSEES o [l NSA has de-compartmented these materials solely for
the Court’s consideration of the BR FISA compliance incident that Dol reported to the Court on 15 January ~

~2009.

| TOP SECRETHCOMBNTANOFORMNAIR——
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specified in the Order. Similarly, subsequent internal NSA oversight of NSA’s use of

BR FISA material also appears to have focused on ensuring that:

e Homeland Mission Coordinators were applying the RAS standard

correctly;

o Proper access control and labeling procedures were in place to ensure

BR FISA material was controlled appropriately;

e The Agency was receiving and archiving the correct BR FISA telephony

metadata;

e The Agency’s dissemination of BR FISA reports containing US telephone
' identifiers were handled consistently with the terms of the Business

Records Order and NSA reporting policies; and

e A process was put in place to conduct some auditing of the queries of the

BR FISA data repository.

—(TSASEAE Y Furthermore, from a technical standpoint, there was no single person
who had a complete technical understanding of the BR FISA system architecture. This
probably also contributed to the inaccurate description of the alert list that NSA Vincluded

in its BR FISA reports to the Court.

IV. (U) Corrective Actions:

A. TFS) The Alert List

.—GPS#SL%IF-) Since Dol reported this compliance matter to the Court on
15 January 2009, NSA has taken a number of corrective measures, to include immediate - e -
—TOP-SECRETHCOMBITHNOFORN/AMR-
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steps to sequester, and shut off analyst access to, any alerts that were generated from
éomparing‘inmnﬁng BR FISA material against non-RAS approved identifiers. NSA also
immediately began to re-engineer the entire alert process t.o’ ensure that material acquired
pursuant to the Court’s Business Records Order is only compared against identifiers that
have been determined to satisfy the RAS standard since this was the description of the
process that the Agency had provided to the Court, After an initial effort to fix the
problem resulted in an unintended configuration of the revised automated alert process,
NSA éhut down the automated alert process entirely on 24 January 2009. (This
configuration error resulted in DoJ ﬁlmg a Supplemental Notice of Compliance Incident
with the Court on 3 February 2009.) The automated alert process for BR FISA data will
remain shut down until the Agency can ensure that all the intended changes to the
automated BR FISA alert process will operate as inteﬁded and in a manner that match the
descriptions NSA has provide to the Court. As appropriate, NSA pla:‘ns to keep DoJ and

the Court informed conceming the progress of this effort.

~(E5A5HANE) In short, this redesign of the alert process will ensure that it is
implemented in a manner that comports with the Court’s Orders. NSA currently
contemplates that there will actually be two, physically separate, alert lists, One list will
consist solely of RAS approved identifiers and only this list will be used as a comparison
point against the incoming BR FISA material, The second list will consist of a mix of
RAS and non-RAS approved identifiers but will not be compared against the BR FISA
data. In other words, BR FISA data will not be compared against non-RAS approved

identifiers.

—— et - - R TS
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B. (U) Other Measures Being Taken to Better Ensure Compliance With the

Court’s Orders
|

—{FSHSHANFn addition to the immediate measures the Agency took to address

the compliance incident, I directed that the Agency complete ongoing end-to-end system
engineering and process reviews (technical and operational) of NSA’s handling of

BR FISA material to ensure that the material is handled in strict compliance with the
term; of the Business Records drder and the Agency’s descriptions fo the Court."?
Detailed below are components of this end-to-end review and other steps being taken by

NSA to ensure compliance with the Court’s Orders."

—(ES/SH/NF) For example, as part of the review that L have ordered, the Agency is
examining the “Transaction Portal” analysts use to conduct one (1) hop chaining on RAS
approved telephone identifiers for the purpose of validating network contacts, identified
through previous, properly authorized contact chaining, for reporting. on terrorist contacts
with domestic telephone identifiers. The existing query mechanism for the Transaction
Portal limits each query to a single “hop.” In order that fhe results do not exceed the
three (3) hop limit imposed by the Business Records Order the idenfiﬁer entered by an
analyst must either be RAS approved or must be within two (2) hops of the RAS
approved identifier. Results from the query are returned to the analyst as a list of all

individual call records associated with the identifier for the query. In theory, an analyst

NQISA’s SIGINT Director has directed similar reviews for some of the other sensitive activities NSA
undertakes pursuant fo its SIGINT authorities, to include certain activities that are regulated by the FISA,
such as NSA’s analysis of data received pursuant to the_lf the Agency identifies any
compliance issues related to activities undertaken pursuant to FISC authorization, NSA will bring such
issues to the aitention of DoJ and the Court.

"L EPSHSHANR-The results of this end-to-end review will be made available to DoJ and, upon request, to
the FISC. —_— - . =
“TOP-SECRETA/COMBNT/ANOTORI/AVER—
-21-

1848 & 1R8A72 PRODIUCTION 5 MARCH 90AN0 —EE_




—TOP-SECRETHCOMBNTANOTFORINAVMR—

could conduct a series of one-hop queries to effectively conduct a multi-hop chain of the
BR FISA data. The Agency is investigating whether software safeguards can be

developed to enforce the three hop limit imposed by the Business Records Order.

t

—FSHSHAFINB A initiated a review of the domestic identifiers on the "station
table" that NSA uses as its historical record of RAS approval decisions on approved
telephone identifiers so that NSA will be certain the Agency is in compliance with all
aspects of the Business Recofds Order, to include the Agency’s previous represeﬁtations
to the Court. As NSA’S historical listing of all telephone identifiers that have undergone
a RAS determination, the station table includes the results of each determination (ie.,

RAS approved or not RAS approved).

—EPS#S—L@IE-).SimiIar to the reviews of the Transaction Portal and the station table,
NSA is examining other aspects of the Agency’s technical architecture, to ensure that
NSA’s technical infrastructure has not allowed, and will not allow, non-approved

selectors to be used as seeds for contact chaining of the BR FISA data.

NSA will report to DoJ and the Court if this examination of the technical infrastructure

reveals any incidents of improper querying of the BR FISA data repository.

‘(T&?Si%%—Althqugh the Agency and DoJ have conducted previous audits of
queries made against the BR FISA data, in response to the BR Compliance Qrder as well
asin lighf of recent instances of improper querying that were the subject of separate
notices to the Court, the Agency initiated an audit of all queries made of the BR FISA

data repository since 1 November 2008 to determine if any of the queries during this

—— —— .t -= [ -
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tirmeframe were made on the basis of non-RAS approved identifiers. While this review is ‘
still ongoing, to date this review has revealed no instaﬁces of improper querying of the
BR FISA data repository, aside from improper queries made by two (2) analysts who
were the subject of a previous compliance notice to the Court. From the time these two
analysfs were granted acce;c,s to the BR FISA data repository on 11 and 12 December
2008 until fhe time NSA terminated their access in January 2009, these two analysts were -

responsible for 280 improper queries.

(PSHEHAFY Also, in response to some earlier instances of improper analyst
queries of the BR FISA data repository that were recently discovered and reported to the
Court, the Agency scheduled and deli.verad in-person briefings for all NSA personnel
who have access to the BR FISA data archive to remind them of the requirements and
* their responsibilities regarding the proper handling of BR FISA materiél. NSA
management personnel delivered these briefings with direct support ﬁ'o;n the Office of
General Counsel and NSA’s SIGINT Oversight & Compliance Office. In addition to the
in-person briefings, all personnel'with_access to the BR FISA data archive have also
received a written reminder of their responsibilities. As a follow-on effort, NSA’s
SIGINT Oversight & Compliance Office also initiated an effort to re-design the Agency’s
training for NSA operational personnel who require access to BR FISA material. The
new fraining will include competency testing, If an analyst cannot achieve a passing

grade on the test, he or she will not receive access to the BR FISA data repository.

__(TS/SHASEY In an effort to eliminate the type of querying mistakes of the

archived data that were the subject of other, sepé.taie compliance notices to the Court, he e o

“TOP-SECRETHCOMBNTANOTFORIN/VR—
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see, e.g., DoJ Rule 10(c) Notices, filed 21 January 2009 and 26 January 2009, NSA is
implementing changes to the system that analysts use to conduct contact chaining of the -
BR FISA repository so that the system will not be able to accept any non-RAS approved
identifier as the seed identifier for call chaining analysis. Only a limited number of NSA
personnel will possess privileges that would allow the new safety feature to be bypassed
temporarily. NSA anticipates that the feature would only be bypassed for time sensitive
queries where an NSA Homeland Mission Coordinator has determined that the seed
identifier satisfies the RAS standard but operational priorities cannot wait for the formal
update df the list of RAS approved identifiers to take effect within the system.
Additionally, NSA is implementing software changes to the system that will limit the

number of chained hops to only three from any BR FISA RAS approved selector.

VI. (U) Answers to Courti’s Specific Questions:

W: Pr.z'or to January 15, 2009, who, within the Executive Branch,
knew that the “alert list” that was being used to query the Busi'ness Record database
included telephone identifiers that had not been individually reviewed and defermined to
meet the reasonable and articulable suspicion standard? Iden'z‘z'ﬁ) each such individual

by name, title, and specify when each individual learned this fact.

(TSUSUMNEY Answer 1: As explained in the Agency’s answer to Question 3,
below, after Dol identified this matter as a potential issue during DoJ’s visit to NSA on
9 January 2009, numerous NSA and Dol personnel were briefed about the problem.

Accordingly, the identities of the some of the key personnel informed of the compliance

— Lot .- - — =
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~ issue on or after 9 January 2009 are discussed in the answer 10 Question 3. The NSA
personnel who, prior to 9 January 2009, knew, or may have known, that the alert list
contained both RAS and non-RAS approved identifiers and were run against the

incoming BR FISA data are as follows:

Name Title Date of Knowledge Distro for Reports
Program Mgr May 2006 Yes
CT Special
Projects, SID
Deputy Program May 2006 Yes
Mgr, CT Special .
Projects, SID
Deputy Program  + May 2006 ~ Yes

Mgr, CT Special
Projects, A&P, SID

NSA/OGC Attorney May 2006 Yes

NSA/OGC Attorney May 2006 . Yes
May 2006 . No

Computer Scientist -May 2006 No

SIGINT Dev’ment '

Strategy & Governance

Tech Director May 2006 No

HSAC, SID

Deputy Chief January 2009 No

HSAC, SID '

Computer Scientist  May 2006 No

HSAC, SID

Tech Support May 2006 No . o=
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Mission Systems

Mgmt, HSAC, SID
As ordered by the Court, the listing identifies the relevant personnel by their name, the
title of the person's position with the Agency at the time they learned, or may have
learned, that non-RAS identifiers were being run against the incoming BR FISA data,
and the estimated date this information did or may have come to their attention.
-, whose naine is denoted by an asterisk (*), has retired from Government
service. Please note that the listing also indicates whether a person on the list was also on
distribution for NSA's reports to the Court that contained the inaccurate description of the
alert list. This does not mean that an individual who was on distribution for the reports

was actually familiar with the contents of the reports.

T (TSHSTAIE) In addition to the individuals identified above, there were at least

three (3) individuals -ncluded as narned addressees on her email

concurrence to SIGINT Directorate’s BR FISA implementation procedures on 25 May

2006. These individuals —‘ (NSA/OGC), (NSA/OGC),

and (SID Data Acquisition) —~ are not included in the listing since they

appear to have received the email for information purposes only and, based on
conversations with each, do not appear to have been familiar with the implementation

i:rocedureé that were attached to the email.

{TSHSLUNE) It should also be noted there are an indeterminate number of other
NSA personnel who knew or may have known the alert list contained both RAS and non-
RAS selectors, but these pefsonnel were not formally-briefed on how the alert process I
—FOR SECRETHCOMDNT/NOEQORMN/MR
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worked and were not responsible for its operation. Instead, they received alerts for the
purpose of assessing RAS, Based on information available to me, I conclude if is
unlikely that this category of personnel knew how the Agency had described the alert

process to the Court.

(TST/SHAHED) Question 2: How long has the unauthorized querying been conducted?

XTSHSHANE-Answer 2: The comparison of the incoming BR FISA material
against the identifiers listed on the alert list began almost as soon as the first Business

Records Order was issued by the Court on 24 May 2006.

(FEHSHAAH5-Ouestion 3 How did the unauthorized querying come fo light? Fully

describe the circumstances syrrounding the revelarions.

—TSHSHANE) Answer 3: On 9 January 2009, representatives from the Department
of Justice met with representatives from NSA in order to receive a briefing on NSA’s
handling of BR FISA material and then participated in a roundtable discussion of the
BR FISA process.”* During thié. briefing and follow-on discussion, DoJ representatives
asked about the alert process. Upon receiving a description of the alert process from a
representative of NSA’s SIGINT Directorate, DoJ expressed concern that NSA may not
have accurately described the alert list in its previous reports to the Court. After |
confirming its initial concern via an email response from NSA on 14 January 2009 to

questions posed via email on 9 January 2009, DoJ filed a notice with the Court on

Y_(TSHST/AME) NSA records indicate Dol personnel attended at least eight BR FISA oversight sessions
prior to the session on 9 Janudry 2009 when the error was discovered but there is no indication that the use
of non-RAS approved identifiers on the alert list was eveT raisedor discussed at these prior sessions. R

—TOP SECRET/COMINT/NOFORN/MR.
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15 January 2009 regarding this compliance matter, The following individuals

participated in the briefing and discussion on 9 Jannary 2009:

NSA Attendees ' DoJ Attendees

\CSQ T understand that DoJ informed the FBI’s Office of General Counsel of this
‘compliance incident on 23 January 2009. In addition, on 30 January 2009, I personaH§
mentioned to the new Director of National Intelligence (“DNI”), Dennis Blair, that NSA
‘was investigating this compliance matter. ’fhe DNI received additional information about
the compliance incident on 4 February 2009, from the DNI General Counsel, Benjamin
Powell, and on 12 Febrnary 2609 I provided further information to th;a DNI regarding the
incident. Internally, NSA notified its Insﬁector General of this compliance matter' |
sometime after DoJ notified the Court on 15 January 2009. In accordance with
Departmeﬁt of Defense requirements, NSA. is in the process of formally reporting this
compliance matter to the Assistant Secretary of befense for Intelligence Oversight as part
of NSA’s current Quarterly Intelligence Oversight Report. In the manner specified by
Department of Defense and DNI regulations, the Quarterly Report will also be provided
to the President’s Intelligence Oversight Boafg (“19]3”). I expect the not@ﬁca’gion to the

—FORSECRETHCOMINT/NOEQRN/MR
-28 -

A OACLC 0 400 PYTERARIIATT IALL M BEAFNAIEI A o




—TOP-SECRETHCOMBNTAYOTORN/AVR—
10B will occur, concurrent with, or shortly after the filing of this declaration with the
Court. In addition to preparing the formal notification required by the Defense

Department’s procedures, on 10 February 2009 I provided detailed information about this °

compliance matter to the Undersecretary of Defense for Intelligence, James Clapper.

T1ESASHAH-Buestion 4: The application signed by the Director of the Federal Bureau
of Investigation, the Deputy Assistant Attorney General for National Security, United
States Depariment of Justice (“"DOJ”), and the beputy Attorney General of the United
'Staz‘es as well as the declaration 0. Deputy Program Manager at the
National Security Agency (“"NSA”), represents that during the pendency.of this order, the
NSA Inspector General, the NSA General Counsel, and the NSA Signals Intelligence
Directorate Oversight and Compliance Office each will conduct reviews of this prograné.
Docket BR 08-13, Application at 27, Declaration at 11, The Court’s Order directed such
review. Id, Primary Order af 12, ‘Why did none of these entities that 14;67‘8 ordered fo
conduct oversight over this program identify the prdb[em earlier? Fully describe the
manner in which each entity has exercised its oversight responsibiliries pursuant to the
Primary Order in this docket as well as pursuant to similar predecessor Orders

authorizing the bulk production of telephone metadata.

_.(iS#SMN-F%Answer 4: As described earlier in this declaration, the oversight
activities of NSA’s Office of General Counsel, Office of Inspector General, and SIGINT
Directorate Oversight & Compliance Office generally focused on how RAS
determinations were made; the ingestion of BR FISA data; and ultimately on the

querying of BR FISA data once it had been stored in the data repository NSA maintains P

=20 .
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for BR FISA data. From May 2006 until January 2008, there were monthly, in-person
“due diligence” meetings of oversight and operational personnel to monitor NSA's
implemcntﬁtion of & number of sensitive NSA SIGINT activities, to include NSA’s
activities under the Business Records Order.”® Although each office exercised regular
oversight of the pro gram, the initial error in the description of the alert list was not caught
by either the Office of General Counsel not the SIGINT Directorate’s Oversight &

Compliance Office.

—EFS#S%@-)—Agcncy records indicate that, in April 2006, when the Business
Records Order was being proposed, NSA’s Office of Inspector General (“OIG™)
suggested to SID personnel that the alert process be spelied out in aﬁy prospective Order
for clarity. but this suggestion was not adopted. Later in 2006 when OIG conducted a
study regarding the adequacy of the management controls NSA adopted for handling
BR FISA material, OIG focused on quéries of the archived data Siﬁce :chc SIGINT
Directorate had indicated to OIG through internal corresi:dndenoe that the telephone
identifiers on the alert list were RAS approved. OIG’s interest in the alert list came from
O1G’s understanding that the alert lis;c was used to cue automatic queries of the specific
analytic database where the BR FISA material was stored by the Aéency. At least one
employee of the SIGINT Directorate thought that OIG had been briefed about how the
alert process worked. Regardless of the accuracy of this employee’s recollection, liice
other NSA offices OIG also believed that the “archived data” referred to in the order was

the analytic reposiiory where NSA stored the BR FISA material,

15431 The Agency canceled the due diligence meetings in January 2008 since NSA management
determined that monthly, in-person meetings were no longer necessary.

TOP SEERERLCOMINT/MNOFORN/MR.
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—(—'PS#SMIE;DIG continued to monitor NSA’s implementation of the Business
Records Order throughout the relevant ﬁmeﬁaﬁe (2006-2009) by reviewing specific
BR FISA compliance incidents; foll oﬁng up with the relevant NSA organization
regarding t]:,le status of recommendations OIG made in a Special Study report on the
BR FISA dated 5 September 2006; and attending the due diligence meeﬁngs NSA held
until January 2008 regarding the status of a number of sensitive NSA SIGINT activities,
to include the BR FISA activity. With respect to OIG’s moniforing of the SIGINT
Directorate’s progress in implementing recommendations from OIG’s September 2006
Special Study, OIG asked for and evgluafed ﬂie SIGINT Directorate's progres's

responding to OIG’s recommendations.

| TTSHSHAESince the issuance of the first Business Records Order in May 2006,
the BR FISA activity has received oversight attention from all three NSA orgénizations
charged by the Court with conducting oversight. For example, in addition to OIG’s
oversight activities mentioned above, be ginning in August 2008 the SIGINT Directorate,
wﬁh support from the Office of Géneral Counsel, has conducted regular spot checks of
analyst qﬁeries of the BR FISA data repository. The Office of General Counsel has also
had regular interaction with SIGINT and oversight personnel involved in BR FISA issues
in order to provide legal advice concerning access té BR FISA data. The Office of
General Counsel hﬁs also conducted fraining for personnel who require access to
BR FISA material; participated in due diligence meetings; and prepared materials for the

renewal of the Business Records Order. All of these activities allowed the Office of

General Counsel to monitor the Agency’s implementation of the Business Records Order.

__TOP SECRETHCOMBNT/NOFORNI/MR.
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TSHSYANDAS a further illustration of the attention the Agency paid to the
BR FISA Order, attached to this declaration afe, respectively, copies of the Court-ordered
review of NSA’s BR FISA implementation, dated 10 July 2006, which was conducted-
jointly by OIG and the Office of General Counsel (Exhibit F); the SIGINT Oversight &
- Compliance Office’s BR FISA Audit Plan from 11 July 2006 (Exhibit G); OIG’s

September 2006 Special Study of the BR FISA(previously identified as Exhibit E); and
the implementation procedures for the Business Records Order that were reviewed and

approved by NSA’s Office of Genéral Counsel (previously identified as Exhibit B).

—(FSHSHANE I addition, it is important fo note that NSA. personnel were always
forthcon:;ing with internal and external personnel, such as those from the Department of
Tustice, who conducted oversight of the Agency’s activities under the Business Records

- Order. Ihave found no indications that any personnel who were knowledgeable of how
NSA processed BR FISA material ever tried to withhold information ﬁ;om oversight

personnel or that they ever deliberately provided inaccurate information to the Court.

—(LSHSEANTQuestion 5: The preliminary notice from DOJ states that the alert list
include.s: telephone fde,ntiﬁers that have been taskedfor collection in accordance with
NSA’s SIGINT authority. What standard is applied for tasking telephone identifiers
under NSA's SIGINT authority? Does NSA, pursuant to its SIGINT authority, task
telephone identifiers associated with United States persons? If so, does NSA limit such
identifiers to those that were not selected solely upon the basis of First Amendment

profected activities?

—FOP-SECRETACOMBNT/ANOFORN/MR——
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—{(FSHSHANE Y Answer S: SIGINT Tasking Standard: Although the alert list

included telephone identifiers of counterterrorism targets that had not been assessed
against the RAS standard or had been affirmatively determined by NSA personnel not to
meet the RAS standard, such identifiers were not tasked in a vacuum. Whether or not an
identifier is assessed against the RAS standard, NSA personnel may not task an identifier
for any sort of collection or analytic activity pursuant to NSA’s general SIGINT
authorities Iinder Executive Order 12333 uﬂess, in their professional analytical judgment,
the proposed collection or analytic activity involving tﬁe identifier is likely to produce
information of foreign intelligence value. In addition, NSA’s counterterrorism
organization conducted reviews of the alert list two (2) times per year to énsure that the
categories '(zip codes) used to identify whether telephoﬁe identifiers on the alert list
remained associated with - or one of the other target sets covered by the Business
Records Order. Also, on occasioﬁ the SIGINT Directorate changed an identifier’s status
from RAS approved to non-RAS approved.on the basis of new information available to

the Agency.

(U) US Person Tasking: NSA possesses some authority to task telephone

identifiers associated with US persons for SIGINT collection. For example, with the US
person’s consent, NSA may collect foreign communications to, from, or about the US
person. In most cases, however, NSA’s authority to task a telephone number associated
with a US person is regulated by the FISA. For the Court’s c?nvenicnce, a more detailed
description of the Agency’s SIGINT authorities follows, particularly with respect to the

collection and dissemination of information to, from, or about US persons.

%%%@W
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T (ISHSHNE) NSA’s general SIGINT authorities are provided by Executive Order
12333, as amended (to include the predecessors.to the current Executive Order); National
Security Council Intelligence Directive No. 6; Departmenf of Defense Directive 5100.20;
and other pc'>1icy dfrection. In particular; Section 1.7(c) of Executive Order 12333
specifically authorizes NSA. to “Collect (including through clandestine means), process,
analyze, produce, and disseminate signals intélligence information for foreign
intelligence and counterintelligence purposes to support national and departmental
missions.” However, when executing its SIGINT mission, NSA is ounly authorized to
collect, retain or disseminate information concerning United States persons in accérdance
with procedures approved by the Attorney General.'® The current Attorney General
approved procedures that NSA follows are contained in Department of Defense
Regulation 5240.1-R, and a classified annex to the regulation governing NSA’s electronic

surveillance activities.

(U) Moreover, some, but not all, of NSA’s SIGINT activities are also regulated by
the Foreign Intelligence Surveillance Act. For example, since th@ amendment of the
FISA in the summer of 2008, if NSA wishes to direct SIGINT activities against a US
person located outside the United States, any SIGINT collection activity against the US
person generally would require issuance of an order by the FISC. For SIGINT activities

executed pursuant to an order.of the FISC, NSA is required to comply with the terms of

'%(U) The FISA and Executive Order 12333 both contain definitions of the term “United States person”
which generally include a citizen of the United States; a permanent resident alien; an unincorporated

association substantially composed of US citizens or permanent resident aliens; or a corporation that is
incorporated in the US, except for a corporation directed and controlled by a foreign government(s). _

FOR SECRETHCOMINT/NOEQRINIME
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the order and Court-approved minimization procedures that satisfy the requirements of

50U.8.C. § 1801(h).

(U) Eirst Amendment Considerations: For the following reasons, targeting a US

person solely on the basis of protected First Amendment activities would be inconsistent
with restrictions applicable to NSA’s SIGINT activities. As part of their annual
intelligence oversight training, NSA personnel are required to re-familiarize themselves
with these restrictions, particularly the provisions that govern and restrict NSA’s handling
of information of br concerning US persons. Irrespective of whether specific SIGINT
activities are undertaken under the general SIGINT authority provided to NSA by
Executive Order 12333 or whether such activity is also regulated by the FISA, NSA, like
other elements of the US Intelli gencé Community, must conduct its activities “with full
consideration of the rights of United States persons.” See Section 1.1(a) of Executive

| Order 12333, as amended. The Executive Order further proyides tha:t US intelligence
elements must “protect fully the legal rights of all United States personé, including
freedoms, civil liberties, and privacy rights guaranfeed by Federal law.” Id. at Section

1.1(b).

(U) Counsistent with ;che Executive Order’s requirement that each intelligence
agency develop Attorney General approved procedures that “protect constitutional and
other legal rights” (EO 12333 at Section 2.4), DoD Regulation 5240.1-R prohibits DoD
intelligence. components, including NSA, from collecting or disseminating information
concerning US persons’ “domestic activities” which are defined as “activities that take
place in the 'do.mestic United States that do not involve a significant connection to a -
—TOP-SECRET/COMINT/AYOFORN/MR—
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foreign power, organization, or person.” See, e.g., Section C2.2.3 of DoD Regulation

5240.1-R. Inlight of this language, targeting a US person solely on the basis of protected

First Amendment activities would be inappropriate.

TTSHSHNE) Duestion 6 In what form does the government retain and disseminate

information derived from queries run against the business records data archive?

WSW&P 6: Through 29 July 2008, NSA archived the reports the Agency

disseminated from its analysis of data in the BR FISA data repository in a special

program-specific limited access data repository as well as on a restricted

access group of Lotus Notes servers. Reporting was transitioned to traditional NSA “I-
Series” format on 29 July 2008. I-Series reports are retained in NSA's limited access

sensitive reporting data repository ‘ Copies of the I-Series reports are

also kept in to allow them to be searched with special software tools. In

additign, the i—Scries reports are stored on ESECS, the Extended Enterprise Corporate
Server. Access to these reports in ESECS is appropriately restricted. As directed by the
Business Records Order, infonﬁation in the BR FISA data archive is retained five (5)
© years.
—(LSHSHAEYIN response to Question 6, the Agency has also conducted a review
of all 275 reports of domestic contacts NSA has disseminated as & result of contact |

chaining of the NSA’s archive of BR FISA material.!” NSA has

17 (TSHSHAHF Note that a single report may tip more than one telephone identifier as being related to the
seed identifier. As a result, the 275 reports have tipped a total of 2,549 telephone identifiers since 24 May
2006, Also note that, of the 275 reports that were disseminated, 31 resulted from the automated alert
process.

4 .
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identified no report that resulted from the use of a non-RAS approved identifier as the
initial seed identifier for chaining through the BR FISA material.'® Of the 275 reports
that were generated, 22 reports were based on a US identifier serving as the initial seed
identifier, 1;"01: each of these reports, the initial US seed identifier was either already the

subject of FISC-approved surveillance based on the FISC's finding of probable cause to

believe that they are used by agents of _
I - s S sced

identifier had been reviewed by NSA’s Office of General Counsel as part of a RAS

determination to ensuré that the RAS determination was not based solely on a US
person’s protected First Amendment activities. Almost invariably, the RAS
determinations that the Office of General Counsel reviewed were based on direct contact
between the telephone identifier and another identifier already known to be associated

with one of the terrorist organizations or entities listed in the Business Records Order,

- AFSHSHANE For the Court’s con';/enience, a copy of the type of report that NSA
was issuing prior to 9 January 2009 is attached to this declaration as Exhibit H so the
Court can see how the material was reported and to whom. Also attached as Exhibit Iis
an example of an alert generated by ﬂ;e automated alert system, prior to the Agency’s
decision on 23 January 2009 to shut down the BR FISA alerts. (The decision was

actually effected in the early morning hours of 24 January 2009).

1B (TSUSTANEYThe Agency has identified one (1) report where the number on the alert list was not RAS
approved when the alert was generated but, after receiving the alert, 2 Homeland Mission Coordinator
determined that the identifier, in fact, satisfied the RAS standard. After this determination, the Agency
subsequently used the identifier as a seed for chaining in the BR FISA data archive. Ultimately,
information was developed that led to a report to the FBI that tipped 11 new telephone identifiers, L=

—TOP SECREFHCOMBNI/AIOEQRN//MR
37
1846 & 18692 PRODUCTION E MARCH 2000 —T1—




—TOP SECRET/COMBITANOFORNAVER-

—FSHSEASE) Unlike reports, which NSA disseminated outside NSA, the alerts
were only disseminated inside NSA to SIGINT personnel responsible for
counterterrorism activity. ']'_nitiaﬂy, if an identifier on the alert list generated an alert that
the identiﬁel" had been in contact with an identifier in the United States, the alert system
masked (Z.e., concealed) the domestic identifier. Later, in January 2008, the SIGINT
Directorate allowed the alerts to be sent to analysts without masking the domestic
identifier. NSA made this change in an effort to improve the ability of SIGINT analysts,

on the basis of their target knowledge, to prioritize their work more efficiently.

TSSEAAE-Question 7: If ordered to do so, how would the government identify and

purge information derived firom queries run against the business records data archive
using telephone identifiers that were not assessed in advance to meet the reasonable and

articulable suspicion standard?

MADSWBI‘ 7: NSA has not authorized ifs personnel to use non-RAS

approved identifiers to conduct chaining or pattern analysis of NSA’s analytic repository
of BR FISA material. On those occasions where improper querying of this data archive
has been discovered, the Agency has taken steps to purge data and correct whatever

deficiencies that led to the querying mistakes.

Wﬁh respect to the alert process, after this compliance matter
surfaced, NSA identified and eliminated analyst access to all alerts that were generated
from the comparison of non-RAS approved identifiers against the incoming BR FISA

material, The only individuals who retain continued access to this class of alerts are the

-38 -
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Technical Director for NSA’s Homeland Security Analesis Center (“HSAC”) and two
systemn developers assigned to HSAC. From a technical standpoint, NSA believes it
could purge copies of any alerts that were generated from comparisons of the incoming
BRFISA ir;formaﬁon against non-RAS approved identifiers on the alert list. Hoﬁrever,
the Agency, in consultation with DoJ, Wauld need to determine whether such action
would conflict with a data preservation Order the Agency has received in an ongoing

litigation matter,

VIL (T8 ) Value of the BR FISA Mefadata

TTSHSHAE)_ As discussed in prior declarations in this matter, including my
declaration in docket number BR 06-05, access to ﬂle.telcphony metadata collected in'
this matter is vital to NSA’s counterterrorism intelligence mission. It is not possible to
target collection solely on known terrorist telephone identifiers and at the same time use

the advantages of metadata analysis to discover the enemy because c;peraﬁves o-

_oollectively, the “Foreign Powers”) take affirmative and

intentional steps to disguise and obscure their communications and their identities, They .

do this using a variety of tactics, including, regularly changing telephone numbers,

| The only effective means by which NSA an;alysts are able

continuously to keep track of the Forei gn Powers, and all operatives of the Foreign

-— -7 - - - = - =
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Powers maling use of such tactics, is to obtain and maintain telephony metadata that will
permit these tactics to be uncovered.

(TSHASHAE). Because it is ﬁnpossible to determine in advance 'which particular
piece of metadata will turn out to identify a terrorist, collecting metadata is vital for
suceess. To be able to exploit metadata fully, the data must be collected in bulk.
Analysts know that the terrorists’ telephone calls are located somewhere in the billions of
déta bits; what they cannot know ahead of time is exactly where. The ability to

accumulate metadata substantially increases NSA’s ability to detect and identify

members of the Foreign Powers. Specifically, the NSA performs
queries on the metadata: contact-chaining _
—(FSHSHAN When the NSA performs a contact-chaining query on a terrorist-
associated telephone identifier computer algorithms will identify all the cont.acts made by
that identifier and will automatically identify the further contacts made by that first tier of
contaets. In additién, the same process is used to identify a third tier of contacts, which
includes all identifiers in contact with the second tier of contacts. The collected metadata
fhus holds contact information that can be immediately accessed as new terrorist-
associated telephone identifiers are identified. Multi-tiered céntact analysis is useful for
telephony, because mﬂiké e-mail, which involves the heavy use of spam, a telephonic
device does not lena itself to simultane;)us contact with large numbers of individuals,
—FSHSHANE) One advantage of the metadata collected in this matter is that it is
historical in nature, reflecting contact activity from the past that cannot be captured in the
present or prospectively, In addition, métadata may also be very timely and well suited

for alerting against suspect activity. To the extent that historical connections are

. TOP SECRET/COMBIFANOEORN/MR
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important to understanding a newly-identified target, metadata may contain links that are

absolutely unigue, pointing to potential targets that otherwise would be missed. -

Other advantages of contact chaining include




TS/ SN -The foregoing discussion is not hypothetical. Asnoted previously,

since ince_ption of the first Business Records Order, NSA has provided 275 reports to the
FBIL. These reports have tipped a total of 2,549 telephone identifiers as being in contact
with identifiers aséociated with_and
affiliated terrorist orgalﬁzationé. Upon receipt of the reporting from NSA, the FBI has
sent investigative leads to relevant FBI Field Offices for investigative action. FBI
represeﬁtatives have indicated to NSA as recently as 9 February 2009 that the telephone
contact reporting has provided llcads and linkages to individuals in the U.S. with potentiél
terrorism ties who may not have otherwise been known to or identiﬁéd by the FBI. For
example, attached as Exhibit J is feedback from the FBI on the report that NSA has

included as Exhibit H.
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(U) I declare under penalty of perjury that the facts set forth above are true and

correct.

v~

o5t

KEITH B. ALEXANDER
Lieutenant General, U.S. Army
Director, National Security Agency

#
Executed this _/ 3 " day of Zf#ﬂfwﬁ/? , 2009
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From: NN (C1v-NSA) D21
Sent' Thursday, May 25, 2006 6:07 PM
(cv) sas _(m_mm-

CIV-NSA) D21; DL AADSC

(
(CIV-NSA)
(CIV-NSA) D21

Shift Supervisors,

OGC has added clarification language to the procedures ent earlier foday. Please use
the modified document. .

If you would like to discuss further fomorrow, please contact

('m on leave),

Qorney :

o051

963-3121(s)/

Ops28B, 2B8134, Suite 6250

~---Original Messagé-----

From: 1;#(cxv-msx-\) s2I5

Sent: Thursday, May 25, 2006 2:13 PM i
(CIV-NSA) D21; —(CIV-NSA)DQJ.-

(CIV-NSA) S .
Subject: (U) Proposed Interim Procedures.

Classification: TOE

OGC, please review and provide comments,

Thanks,

'ﬁﬂi__,!!

104AR 0 4R DPDRAOANDNIICTION B MARCH 2000

[y e T



!OUDLI‘ IET!‘D!’XSIT\ !rlmary !FD!UC!IOI’I !en!er

963-0491, Room 2B3116

Classification: 3
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&) Iaterim procedures to ensure CT AAD is in compliance with FISC Business Records
Order:

1. TTSHSEANE)L Al foreign telephone numbers analyzed against the FISA Business
Records acguired under Docket Number: BR 06-05 approved on 24 May 2006
will gdhere to the following: :

e The |ALERT processing system will provide a selective
notification to the NSA CT AAD Shift Coordinator that a FISA
Business Record transaction has been received. This notification will
contain only the foreign telephone number and collection bin category.
This notification will only occur when the foreign number in the
transaction matches the foreign telephone number residing in that
collection bin. This notification will include no domestic numbers and
occurs prior to any chaining whatsoever.

e The CT AAD Shift Coordinator will examine the foreign number and

determine if that particular telephone number has been previously
sssocizte v [ - --

the standard articulated by the Court”. Reasonable articulable
suspicion must be based on a totality of the circumstances and can be
met by any number of factual scenarios. However, if a seed number is
of interest only because of its direct contact with one other number,
that other number must be known by some identifiable standard

(probably or possibly) to be used bym
organization. If you are unsure of whether the standard 1s met, please
contact OGC. o
e Once the CT AAD Shift Coordinator has made a positive
determination the number will be processed for chaining

against the FISA Business Records acquire under Docket
Number: BR 06-05.

-2 All domestic and most foreign collection bins which had been
have been suspended The exception is active FISC FISA approved
telephone numbers.
3. TTSHSEAIE)L.CT AAD will rebuild these collection bins starting with the selective
notifications sert to,the NSA CT AAD Shift Coordinator that a FISA Business
Record transaction has been received. (as describe abave)

4, The CT AAD Shift must independently review each number gleaned from all
published reports. For example NSA and CIA reporting

! As articulated in the FISC Order, “access to the archived data will occur only when the NSA has
identified a known telephone number for which, based on the practical considerations of everyday life on
which reasonable and prudent persons act, there are facts giving rise to a reasonable, articulable suspicion
that the telephone number is associated with Section 5A.




—TOP SECRETHCOMBNTANOGFORINA/20310403—

5. —(ESHSTANETY Simultaneously, the CT AAD will conduct a review of the
approximate 12,000 umber which currently
resided in these bins

6. {FSHSUNE) These interim steps will allow all alerting processes to continue with
the added measure necessary to comply with FISA Business Record order, Docket
Number: BR 06-05. . -

FN Im articulated in the FISC Order, “access to the archived data shall
occur only when NSA has identified a known telephone number for which, based on the
factual and practical considerations of everyday life on which reasonable and prudent
persons act, there are facts giving rise to a reasonable, articulable suspicion that the
telephone number is associated with —’
(BR Order, Doclet BR 06-05, Section 5(A)).
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Automatic

FOCESS (May 06— Jan 09)

Yes

RAS Chaining
Request

126

Analysts

Only

No Chaining Autt?matic
Until Here Chain

*

Workflow decision based on available Homeland Mission Coordinators (HMC) and volume of
alerts.

** RAS decision by HMC, who evaluates all available intelligence and open sourbe data fo

Only 125 Analysts
Can Touch
This Data

determine if the combined information indicates the suspect phone selector is g terrorist—Deri
selector as defined by the Court. —

S
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From : [ NEEEEE (C-NsA)D21
Sent: Saturday, August 12, 2006 12:03 PM

CIV-NSA)D21;

NSAD21 '
rcav-msm oo I -+ p21 -
(

CIV-NSA) D21
Subject: (U) Report to Court on Business Record Actlvn:/
Imporiance: Hrgh

Classificaﬁon: FOPR
Hi all-

Hers is where wa stand on the metadata -

-expire on Friday.

All of the draft docs are In the shared directory, under OPSPROGRAM FISAXBUSINESS
RECORDS/BR FISA AUG 06 RENEWAL, except there Is a separate folder entit!ad REPORTS
TO COURT in wich the BR report is located

We have sent to Dod draft copies of the application for renswal, the declaraton (Whicl-s
going to complete, rather than the DIRNSA (unless DoJ squawks)), and the Orders. We should
hear from them early in the week a eeded revisions, and they want to provide to the
judge on Thursday am. |am hopinﬂan be in charge of changes to it, and [Jffcan
supervisa and/or assist her.

Attached is the Draft of the Report to the Court. This is NOT ready to go until it is reviewed again
by I have done my best fo be compiete and thorough, bu

needs to make sure everything | have siad is absolutely true, and you guys need o make sure it
makes sense and wiil satisfy the Court. You MUST feel free to edit as you think appropnate dont
stick to what | have said if there is a better way-to say it,

Someone needs to format the thing too, make sure spacing, numbering, stc are all good-
‘and we need to get this into DOJ's hands as quickly as we are able.

Thanks for all your help and have a great week. -

Associate Gener!_Counsel

(Operations) B ‘ "
963-3121 : . — = - R
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National Security Agency/Central Security Service

Further dissemination of this report outside the Office
of the Inspector General, NSA is PROHIBITED
without the approval of the Inspector General,

Inspector General Report

» LESHSHANFIREPORT ON THE ASSESSMENT OF
MANAGEMENT CONTROLS FOR IMPLEMENTING THE
FOREIGN INTELLIGENCE SURVEILLANCE COURT
ORDER: TELEPHONY BUSINESS RECORDS

ST-06-0018
5 SEPTEMBER 2006
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(1)) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, C8S, the Office of the Inspector General (01G3)
conducts inspections, audits, and investigations. Ttz mission is to ensure the integrity,
efficiency, and effectiveness of NSA/CSS operations; to provide intelligence oversight; to
protect against fraud, waste, and mismanagement of resources; and to ensure that
NSA/CSS activities are conducted in compliance with the Constitution, laws, executive
orders, regulations, and directives, The O1G also serves as ombudsman, assisting all
NBA/C8S employees and affiliates, civilian and military.

(U) INSPECTIONS

(U) The inspection function conducts management and program evaluations in the form
of organizational and functional reviews, undertaken either as part of the OIG's annual
plan or by management request. The ingpection team'’s findings are designed to yield
accurate and up-to-date information on the effectiveness and efficiency of entities and
programs, along with an assessment of compliance with laws and regulations; the
recomimnendations for corrections or improvements are subject to followup. The
inspection office also partners with the Inspectors Geuneral of the Service Cryptologic
Elernents to conduct joint inspectons of the consolidated cryptologic facilities.

(U) AUDITS

(U) The internal andit function is designed to provide an independent assessment of
programs and erganizations. Performance audits evaluate the economy and efficiency of
an entily or program, as well as whether program objectives are being met and
operations are in compliance with regulations. Financial andits determine the accuracy
of an entity’s financial statements. All aodits are conducted in accordance with
standards established by the Comptroller General of the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U} The OIG administers a system for receiving and acting upon requests for assistance
or complaints (including anonymous tips) about fraud, waste and mismanagement.
Investigations and Special Inquiries may be undertaken as a result of such requests oe
complaints; at the request of management; as the result of irregularities that surface
during an inspection or audit; or at the initiative of the Inspector General.

CREATIVE IMAGING-538831 / 1018340
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

& September 2006
- 1G-10893-06

TO: DISTRIBUTION

SUBJECT: meport on the Assessment of Management Corrtrols
for Implementing the Foreign Intelligence Surveillance Court (FISC) Order:
Telephony Business Records (ST-06-0018)—ACTION I\EMDRANDUM

1. MMS report summarizes the results of our assessment
of Management Controls for Implementing the FISC Order: Telephony
Business Records. The report incorporates management's response to the
draft repart.

2. WAS required by NSA/CSS Policy 1-60, NSA/CSS Office of
the Inspectar General, actions on OIG audif recommendations are subject to
monitoring and followup until completion. Consequently, we ask that you
provide a written status report concerning each planned corrective action
categorized as "OPEN.” The status report should provide sufficient
information to show that corrective actions have been completed. If a planned
action will not be completed by the original target completion date, please state
the reason for the delay and give a revised target cornpletion date, Status
reports should be sent to Assistant Inspector General, at
OPS 2B, Suite 6247, within 15 calendar days after each target completion
date. .

3 m appl eciate the courtesy and cooperation extended to

the auditors throughout th larification or additional
information, please contact slstant Inspector General,
o1t 963-2888 or via e-mail a

I ffzm%f/mﬂf/mw
BRIAN R. MCANDREW
Acting Inspector General

(ORCON NOFORN//ME
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ST-06-0018

Fe/ A EEHNE) ASSESSMENT OF MANAGEMENT
@@M’ﬁ”ﬁ@ﬁﬁ FOR IMPLEMENTING THE FOREIGN
INTELLIGENCE SURVEILLANCE COURT (FISC) ORDER:
TELEPHONY BUSINESS RECORDS

“ - SN Background: The Order of the FISC issued 24 May 2006
inlnre Applica.ﬁon of the Federal Bureau of Investigation for an Order Requiring the
Production of Tangtble Things _from [Telecommumnications Providers] Relating mh
In the United States and Abroad,

0. Bik-006- & urger] states tha e lnspector General and the General
Counsel shaII submit a report to the Director of NSA (DIRNSA) 45 days after the
initiation of activily [permitted by the Order] assessing the adéquacy of
mamnagement controls for the processing and dissemination of U.S. person
information. DIRNSA shall provide the findings-of that report to the Attorney
General,” The Office of the Inspector General (OIG), with the Office of the General
Counsel's {(OGC) concurrence, issued the aforementioned report on 10 July 2006
in a memorandum with the subject FISA Court Order: Telephony Business Records
(ST-06-0018). Subsequently, DIRNSA sent the mermeorandum to the Attorney
General. This report provides the details of our assessment of management
controls that was reported to DIRNSA aud malkes formal recommendations to
Agency management.

FINDING

FS7 75877 DERF) The mansgement controls designed by ﬂse
Agﬁmegf &‘a gmr"@m fﬁ!@ processing, dicsamination, deta Socurity, and
evarsight of tefephony melzdata and (LS. person infermation obtaied
uncler the Order are adequate and e several aspects exceed the ferms af
the Grder. BDwe to the risk sssociated with the colfection and processimg
OF tefepfiany metadata invalving IS, person rformation, three additional
carirols shaetd be pat in place. Speciically, AGency meEnagarment stioalf:

(1} design procedures b provide a higher favel of assurance ihat
nen~-compliant data will not be collectad and, If Inadvertently
collected, will be swiftly expunged and not made evailable for
arnafysis,

(2} separate the suiRorffy t0 approve Meladats gueries from the
capability to condect gueries of meladsta under the Order,

1846 & 1862 PRODUCTION 5 MARCH 2009
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(3) conduct perfodic reconcilfation of approved felephons
nurngers with the logs of gueried numbers to verify that only
suihorized gqueries have been made vhnder the Order.

() Criteria

/@87‘7‘817'- /OC NF] The Order. The Order authorizes NSA to |

collect and retain telephony metadata to protect against international
terrorism and to process and disseminate this data regarding

the Umited
States. To protect U.S. privacy rights, the Order states spemﬁc terms
and résirictons regarding the collection, processing, retention,!
dissemnination, data security, and oversight of telephony metadata

- and U.S. person information obtained undey the Order. To ensure

complance with these terms and restrictions, the Order also
mendates Agency management to implement a series of procedures
to control the access to and use of the archived data collected
pursuarnt to the Order. These control procedures are clearly stated
in the Order. Appendix B includes a summary of the key terms of
the Order and the related mandated control procedures,

{U) Standards of Internal Conirol. Internal conirol, or management
control, comprises the plans, methods, and procedures used to meet
missions, goals, and objectives. It provides reasonable assurance
that an entity is effective and efficlent in its operations, religble in its
reporting, and complant with applicable laws and regulations. The
General Accounting Office’s Standards for Internal Confrol in the
Federal Government, November 1999 (the Standards), presents the
standards that define the minimum level of quality acceptable for
management control in government. NSA/CSS Policy 7-3, Internal
Control Program, advises that evaluations of internal control should
consider the requirements outlined by the Standards. The OIG uses
the Standards as the basis against which management coritrol is
evaluated.

CFSHESTHRNEY Documented Procedures are Neaded to G@varn the
Co Blm&:mn @f Telephony Metadata

—FSAHSHAE-Control procedures for collecting telephony metadata
under the Order were not formally designed and are not clearly
documented, As aresult, management controls do not provide
reasonable assurance that NSA will comply with the foﬂowmg terms
of the Order:

L(TSHSEWe did not assess the controls over ratention at this time as the Order atlows data to be retained for
five yoars. - -

ORCON NOFORN/THIR
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NSA. may obtain telephony metadeata, which includes
romprehensive corpmunications, rounting information,

. Including but not imited to session {déntifying information.
trunk identifier, and Hime and duration of a call. ,Telt;:phony
metadata does not inchide the substantive content of any
communications, or the name, address, or inancial
Information of a subscitber or customer.

TIS77SH-A¥E] As required by the Order, OGC plans to examine
perlodically a sample of call detail records to ensure NSA is receiving
only data authorized by the court. (This is the only conirol
procedure related to collection that is mendated by the Order.)
Although this will detect unanthorized data that has been loaded. |
into the archived datahase, there should also be confrols in places to
prevent unmithorized data from being loaded intfo the database. In
addttion, good internal control practices require that docimentation
of internal control appear in management directives, administrative
policles, or operating manuals, At a minirouum, procedures should
be established fo:

#  mondtor mcolning data on & regular basis,

e upon discovery of unaurthorized data, suppress unauthorized
data from analysts' view, and .

e elminate unauthorized data from the incoming data stream.

With these proposed cornirol procedures in
place, the risk that Agency personnel will mistaleenly collect types of
data that are not authorized under the Order will be minimized. .
Although the primary and secondary orders prohibit the providers
from passing specific types of data to NSA, mistakes are possible.
For example, in responding to our request for information, Agency
management discovered that NSA was obtaining two types of data
that may have been in violation of the Order: a 16-digit credtt card
number and name/partial name in the record of Operator-assisted
calls. (It should be noted that the name/partial name was niot the
name of the subscriber from the provider's records; rather, a

telephone operator ertered name at the ime of an Operator-assisted

call)

In the case of the credit card numbey, OGC
advised that, in its opinion, collecting this data is not what the Court
sought to prohibit in the Order; but recommended that it still be
suppressed on the incoming data flow if not needed for contact
chaining purposes. In the case of the name or partial name, OGC
advised that, while not what it believed the Court was concerned
about when it issued the Order, collecting this iInformation was not
in keeping with. the Order's specific terms and that it should also be
suppressed from the incoming data flow. OGC indicated that it will.
report these issues to the Court when it seeks renewal of the
authorization. Agency management noted that these data types were

1846 & 1862 PRODUCTION 5 MARCH 2008
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hiocked from the enalysts' view, Management also stated that it will
take immediate steps to suppress the data from the Incoming data
flow. These steps should be completed by July 31, 2006.

Recommendaiion 1

(rS/H#3hPesign and document procadures to pravide a higher level of
assurance that non-compliant data will not be collected and, If inadvertently
collected, will be swiftly expunged and not made available for analysis.

(V) iflanagement Response

CONCUR, TTS77S1/ ERAE)- Management concurred with the

. finding and recommendation and has already partially implemented
the recommended procedures. to block the questionable data from
the providers' incoming dataflow. A final system upgrade to block
the questionable data from one remaining provider is scheduled for
8 September 2006. Testing is currently ongoing.

Status: OPEN ,
Target Completion Date: 8 September 2006

(U) CIG Comment
(U) Planned action meets the intent of the recommendation.

(TS 18I/ Additional C@ntmﬂs ara Needed to Govern the
Pmcessmg of Telephony Metadata

Agency management designed, and in some ways
exceeded, the series of control procedures over the processing of
telephony metadata that were mandated by the Order; however,
there are currently no mesns to prevent an individual who is
authorized access the telephony metadata from querying, either by

- . error or intent, a telephone number that is not compliant with the
Order. Therefore, additional controls are needed to reduce the risk of
unauthorized processing.

_@S./-,LSI,L-HI-GG.-NH-Processmg refers to the querying, search,

and analysis of telephony metadata. To protect the privacy of U.S.
persons, the Order restricts the telephone numbers that may be
gueried:

1846 & 1862 PRODUCTION 5 MARCH 2000
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Based on the factual and practical considerations of
everyday life on which reasonable and prudent persons act,

tth e are facts giving rise to a reasonable, articulable .
Wﬂ“ =

A telephone numbar bdieved 16 be used -
iated with
solely on &5

the First Ameudment to the
. Constifuxtion,

— ST Agency management designed the series of control
procedures over the processing of telephony metadata that were

mandated by the Order, In a short amount of ime, Agency
management modifled exdsting systems and designed new processes
tos

¢ docurnent justifications for querying a particular
telephone number,

¢ abtain and document OGC and other authorized
" approvals to query a particnlar telephone number, and

& maintain automatic audit logs of all queries of the
telephony metadata.

—FS//SH-MNFHThese controls are adequate to provide reasonable
assurance that justtfications are sound, approvals are given and
documented, and that there is a record of all queyies made. Agency
management even exceeded the intent of the Order by fully.
documenting the newly developed processes in Standard Operating
Procedures and by developing enhanced logging capability that will,
once completed, generate additional reports that are miore usable for
audit ptoposes. :

S-SR Two additional control procedures are needed to
provide reasonable assurance that only telephione numbers that
meet the terms of the Order are queried.

—TE/SU/NFI The authorily o approve metadala guerfes shoufd be
segregated from the capability o conduct meladata querfes.

RS ASHAFrThe Chief and Deputy Chief of the Advanced Analvszs
Diviston (AAD) and five Shift Coordinators® each have both the
authority to approve the querying of telephone mirmbers under the
Order and the capability to conduct queries. The Standards of

_.(IS.«.’-SMNE-The Order granis approval authority to seven individuals: the SID Program Manager for CT

Special Projects, the Chief and Deputy Chisf of the AAD, and four Shift Coordinators in AAD, In practice,

Agency management {ransfarred the authority of the SID Program Maneger for CT Specxal Projects to one

:l:ldltxonal Shift Coordinator. Approval authority thetefore remains limited to seven individuals as intended by
e Order.
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Internal Control in the Federal Government require that key duties
and responsibilities be divided among differenit people to reduce the
risk of error or fraud, In particular, responsibilities for authorizing
transactions should be separate from processing and recording
them. This lack of segregation of dutles ncreases the risk that Shift
Coordinators and the Chief and Deputy Chief of AAD will approve
and query, either by error or intent, telephone numbers that do not
meet the terma of the Order,

Recommendation 2

—Feish-Beparate the au’thdrity o approve metadata gueries from the
capability to cenduct queries of metadata under the Order.

(ACTION: Chief, Advanced Analysis Division)

(U} Managemertt Response

CONCUR. MMELnagemen’c concurred with the

finding but stated that it conid not implement the recommendation
because of constraints in manpower and analytic expertise. As an
alternative, management recommended that SID Oversight &
Complianice (O&C) routinely review the audit logs of the Chief and
Deputy Chief of the Advanced Analysis Division and Shift
Coordinators to verify that their queries comply with the Order. This
alternative would be developed in conjunction with actions taken to
address Recommmendation 3 and is contingent on the approval of a
pending request to SID management to detail two computer
programmers to the team. Management is also negotiating with
O&C to accept the responsibility for conducting the recommended
reconciliations.

Status: OPEN
Target Completion Date: 28 February 2007

(W) oIG Gmmmenr

—%#Slﬁ-ANE)_Alﬂmugh not ideal, management's alternative

recommendation to monitor audit Iogs to detect errors will, at a
minimum, mitigate the risk of querying telephone numbers that do
not meet the terms of the Order. Therefore, given the existing
manpower constraints, management's suggested alternative
recomnmendation meets the intent of the recommendation.

1846 & 1862 PRODUCTION 5 MARCH 2009
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—(FSASHAFHAL fogs should be routinely reconcifed to the records of
telephone nuimmbers approved for guerying.

— S Management conirols are not in place to verify that
those telephone numbers approved for querying pursuarit to the
Order are the only numbers queried. Although audit logs document
all querles of the archived mietadata as mandated by the Order, the
logs are not currently generated in a usable format, and Agency
management does not. routinely use those logs to andit the telephone
numbers queried. The Standards of Intemal Control in the Federal
Governrmerit recommends engoing reconciliations to “make
management aware of inaccuracles or exceptions that could ndicate
internal control problems.” The lack of routine reconciliation
procedures increases the risk that errors will go undetected.

' E@ﬁﬂmsﬁi@ﬁﬂaﬁ;ﬁ@ﬁ 3 T

~FSHSH-Conduct periodic reconciiiation of approved tefephone numbers with
the logs of queried numbers to verify Eh&t anly authiorized guettes have been
made under the Order. :

(ACTION: SID Special Program Manager for CT Speclal Projects)

(L} Management Respanse

CONCUR. {ES//SL- R VA5 Management concurred with the
finding and recomnendation and presented a plan to develop the
necessary tools and procedures to Implement the recommendation.
However, management stated that completion of the planned actions
is contingent on the approval of a pending request to SID
menagement to detail two computer programmers to the team.
Management is also negotiating with O&C to accept the
responsibility for conducting the reconumended reconefliations,

Status: OFEN
Target Completion Date: 28 Felwuary 2007

(L) IG Camimant

{U) Planned action meets the intent of the recommendation.
However, should SID management not grant the request for
additionsl computer programmers or O&C not accept responsibility
for conducting the reconciliations, management must promptly
informy-the OIG and present an alternative plan.
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Obsarvation

(TS/SH/NF) At the time of our review, there was no policy in place
to periodically review telephona numbers approved for querying
under the Order o ensure that the telephone numbers still met the
criterla of the Order. Although the Order is silent on the length of
time a tefephone number may be queried once approved, due
diligence requires that Agency management issue a pollcy
decision on this matter and dsvelop procedures fo execute the
decision.

Tﬁﬁm&ﬁMaﬂa@emmt Controls Gavernipg the Dissemlination of
LS. Person Information are Adequaie

S SHAFAgency management implemented the series of control
procedures governing the dissemination of U,S. person information
mandated by the Order. O&C designs and implements controls fo
ensure USSID SPO018 compliance across the Agency, to include
obtainming the approval of the Chief of Information Sharing Services

-and maintaining records of dissemnination approvals, as required by
the Order. No additional procedures are needed to meet the intent of
the Order. Furthermore, these procedures are adequate to provide
reasonable assurance that the following terms of the Order are met:

Dissemination of U.S. person information shall follow the
standard NSA. minimization procedures found in the
Attorney General-approved guidelines (USSID 18),

—(FEHeHMF)-Management Conirols Governing Data Securfty are
Adequate A

—TSAHSHA-Agency management hmplemented the series of control
procedures governing the data security of U.S. person information as
mandated by the Order, such as the use of user IDs and passwords. -
Agency management exceeded the terms of the Order by maintaining
additional control procedures that provide an even higher level of
assurance that access to telephony metadata will be limited to
authorized analysts, Most of these controls had been in place prior
to and aside from the issuance of the Order. Only the requirement
that OGLC periodically monitor individuals with access to the archive
was designed in response to the Order. Combined, these procedures
are adequate to provide reasonable assurance that Agency
management complies with the following terms of the Order:

DIRNSA shall establish mnandatory procedures strictly to
. canirol accese to and use of the archived metadata collected
pursuant to this Order.

TOP SECRET//COMINT g 3
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Wmﬁmauy, O&C plans to recondile the list of
approved analysts with a list of authorized wsers to ensure
only approved analysts have access to the metadata.

mw%_ﬂﬁanag@mem Controls Governing the Oversight of
Activitles Conducted Pursuant (o the Order are Adeqguate

—TS7/SH7NFrAs mandated by the Order, Agency mantagement
designed plans to provide general aversight of activities conducted
pursuant to the Order. The Order states ﬂlat,

The NSA Inspector General, the NSA Genaral Counsel, and
the Signals Intelligence Directorate Overaight and
Compliance Office shall periodically review this program,

ecifically, Agency management designed

the following plans that are adegquate to ensure complance with the
Order. .

o {TSA/SLAANEY The OGC will report ont the operations of
the program for each renewal of the Order.

e [(DS//SLAANERO&C plans to conduct perlodic audits of
the queries.

e (F5/H5HNF OIG planned to andit telephony

metadata
pon issuance of the
rder, the audit was put on hold to complete the

court-ordered report. OIG will modify the audit plan to
include the new requirements of the Order. Once
sufficient operations have occuured under the Order to

~allow for a full range of compliance and/or substantive
testing, the andit will proceed.

1846 & 1862 PRODUCTION 5 MARCH 2009
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(Y Conclusion

—FSHSHNFF The activities conducted under the Order are

' extremely sensitive given the risk of encountering U.S. person
information. The Agency must take this responsibility seriously and
show good fatth in ite execution. Much of the foundation for a strong
control system is set up by the Order itself, in the form of mandated
control procedures. In many ways, Adency management has made
the controls even stronger. Our recommendations will address
control weaknesses not covered by the Order or Agency management
and will meet Federal standards for internal control. Once the noted
weaknesses are addressed, and additional controls are implemertted,
the management control system will provide reasonable assurance
that the terms of the Order will not be violated.
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APPEMNDIX A

(U) About the Audlt.
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(U) ABOUT THE AUDIT

(U} Ohjectives

—FSAASH-The overall objective of this review was to determine
whether management controls will provide reasonable assurance

that Agency managerment complies with the terms of the Order.
Spemﬂc objectives were to:

~e  verify that Agency management has des:gned the conty ol
procedures mandated by the Order.

e assess the adequacy of all management conirols in
accordance with the Standards of Infernal Condrol in the
Federal Government.

(U} Scope and Methodology

—U/H/EQUQ) The audtt was conducted from May 24, 2006 to July 8,
2006.

-HAeHoRVe mtm'viewed. Agency personne] and reviewed
documentation to satlsly the review objectives.

—{F5/A58 We did not conduct a full range of compliance and/or
substantive testing that would allow us to draw conclusions on the
efficacy of management conirols, Our assessment was limited to the
overall adequacy of management controls, as directed by the Order.

1FS7/#5984s footnoted, we did not asseas controls related to the
retention of telephony metadata pursuant to the Order. As the Order
authorizes NSA to retain data for up to five years, such controls
would not be applicable at this Hime.
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UWIFEEQ) Telephony Business Records FISC Order -
Mandated Terms and Control Procedures
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(U}) Business Records FISC COrder
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{U) Mandated Terms and Control Procedures

—(FSHSHAE—
Confrol Terms of the Order Responsible Control Procedures
Area Entity
Collection of | NSA may obtain telephony metadata, which - At least twice every 20 days, OGC shall conduct random spot

Metadata

inchides comprehensive commumications routing
information, including but net limited to session
identifying information (e.g., originating and
terminating telephone mimber, communications
device identifier, etc.), tunk identifier, and time
and duration of call, Telephony metadata does
not inchide the snbstantive content of any
commmumication, as defined by 18 USC 2510(8) or
the name, address, or financial mformation of &

_subscriber or customer (pg. 2, para 2).

0GC

checks, consisting of an examination of a sample of call detail
records obtained, to ensure that NSA {s receiving only data as
authorized by the Court and not receiving the substantive

content of the commumications (pg. 10, para (4)J). i

!

st e
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Contrel Tevms of the Order Respensible Control Procedures
Area Entity -
Processing | Although data collected tmder this order will be 0GC OGC shall revisw and approve proposed queries of archived
broad, the use of that information for analysis metadata based on seed account numbers reasonably believed to
(Search. & shall be strotly tailored to identifying terrorist be used by U.S. persons(pg-. 6, para (HC).
Aualyj;f; g;_ :GUEI;} chgons acjllds s]%%li&)t-:cu[i:c;lel{s::igrdmg PM, Chiefor | Queries of archived data must be approved by one of seven
Qu! eryl 'v: 4 (og 6Prara (Z}rgs) escribed m pphication D/Chief of persons: SID PM for CT Special Projscts, the Chief or Deputy
Metadata) = 0. P - AAD, Shift Chief, Counterterrorism Advanced Analysis Division, or one of
Any search or analysis of the data archive shall Coordinators | the four specially authorized CT Advanced Analysis Shift :
acour only after a particular known telephione ‘ Coordinators in the Analysis and Production Directorate of SID
ﬁber has been associated mthi g. 7, para (4)D).
g 5, para (HA). PM; Chief & | SID PM for CT Sperial Projects; Clhief and Deputy Chief, CT
» Based on the factual and practical D/Chiefof | Advanced Analysis Division, and CT Advanced Analysis Shift
- considerations of everyday life on which AAD, & Shift | Coordinators shall esiablish appropriate management controls
| reasonable and prudent persons act, there Coordinators | {e.g., records of all tasking decisions, andit and review
! are facts giving rise to a réasonable, ) procedures) for access to the archived data (pg. 8, para (4)G).
AAD Analysts | Maintain a record of justifications because at least every ninety

articulable suspicion that the telephane
number is associated with

(pg- 5,
para (4)A);
e A telephone mumber believed to be used

by a U.S. person shall not be regarded as
associated with

t are protected by the First
Amendment to the Constitution (pg. 5,
para (4)4).

DIRNSA shall establish mandatory procedures
strictly to control access to and use of the archived
data collected pursuant to this Order (pg. 5, para -

(D)A).

and Techmcal
Support

0GC

0GC

days, the Department of Justice shall review a sample of NSA’s
justifications for querying the archived data (pg. 8, para (4JE).

When the metadata archive is accessed, the user’s login, IP
address, date and time, and retrieval request shall be
automatically logged for auditing capability (pg. 6, para (4)C).

OGC will monitar the funetioning of this automatic logging
capability (pg- 6, para (4)C).

Analysts shall be briefed by OGC conceming the authorization
granted by this Order and the limiled circumstances in which
queries to the archive are permitted, as well ag other procedures
and restrictions regarding the refrieval, storage, and
dissemination of the archived data (pg. 6, para (4)G).
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Control Terms of the Order Responsible Countrel Procednyres
Area Entity )
Dissemination | Dissemination of U.S. person information shall Chief of Prior to the dissemination of any U.S. person identifying
of U.S. Person | follow the standard NSA minimization procedures Information information, the Chief of Information Sharing Services in SID
Information | found in the Attorney General-approved Sharing must determine that the information identifying the U.S, person
guidelines (USSID 18) (pgs. 6-7, para (4)D) & pg. | Services in SID | is in fact related to Counterterrorism information and that it is
8, para (4)Q). necessary to understand the Counterferrorism information ot
assess its importance (pg. 7, para (4)D).
A record shall be made of every such determination (pg. 7, para
(#HD).
Metadata | Metadata collected under this Order may be leept m None
Retention online (that is,-accessible for queries by cleared - and Technic '
analysts) for five years, at which time it shall be Support
destroyed (pg. 8, para (DF).
Dyta Security | (TS/SU/NF) DIRNSA shall establish mandatory m The metadata shall be stored and processed on a secure prvats
procedures strictly to control access fo anduseof | and fec network that NSA exclusively will operate (pg. 5, para (4)B).
i thi a;chwed ga;a collected pursvant to this Order Support Access to the metadata archive shall be accomplished through a
(pe. 5. para (H)A). software inferface that will limit access to this data to
authorized analysts contralled by user name and password
(pg. 5, para (4)C). _
0GC OGC shall monior the designation of individuals with access to
. _ | the archive (pgs. 5-6, para (4)C).
" Oversight The IG, GC, and the SID Oversight and " IG,GC,and | Ths IG and GC shall submit a report to DIRNSA 45 days after
. Compliance Office shall periodically review this SID Oversight | the initiation of the activity assessing the adequacy of the
program {pg. 8, para (A)H). and Compliance | management controls for the processing and dissemination of
Offics U.S. person information (pg. 8, pama (4)).
‘ DIRNSA shall provide the findings of that report to the
DIRMSA Attorney General (pg. 9. para (4)H),
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PROGRAM MEMORANDUM

PM-031-06 Reissued
29 Ang 2006

To:  Office of the Inspector Genera- ‘

Ce: Office of ‘
Comnterterrorism Production Cenfer

Chief, i pliance
S8G1

SUBJECT{TSASHAE).PMO Response to IG-10681-06, Subject Draft Report on the
Assessment of Management Conirols for implemeniting the FISA Cowrt Order: Telepbony
Business Records (ST-06-0018)

1. WFGQQ) The SIGINT Directorate Program Office appreciates and welcomes the
Inspector General Office's review of program operations as required by the subject court
order. The Program Office offers the following response.

2. LTSUSHUAYEYThis report presents three findings/recommendations. Finding one

“pertains to procedures to provide a higher level of assurance that non-compliant data will
not be collected and, if inadveriently collected, will be swifily expunged and not made
available for analysis. Finding two pertains to the goal fo separats the authority to
approve metadata queries from the capability to conduct queries. Finding three pertains
to the requirement to conduct periodic reconciliation of approved telephone numbers with
the logs of queried numbers to verify that only authorized queries have been made.

3. -@MWﬁh respect to Finding One, the Program Office acknowledges
that the item is factually correct and concurs with the assessment with comment, It
should be noted that intermnal management controls, Inown as software rales that are part
of the [ d:tebese, do prevent the data in question from ever being loaded into
the operationa] contact chaining databases. Still, the data in question did exist in the
dataflow and should be suppressed on the provider-end as the OIG recomrnends.

‘a. -H*Své‘S-bé.%&P-)—Correcﬁ ve Actions: Although already partially implemented

among the providers, the final system upgrade necessary to block the data in question
from one provider on the incoming dataflow is scheduled to be in place by 8 September
20086, Testing continues at this time.

4, TTSASHALE) Finding Two recommends two additional controls. With respect fo the
first, "The authority to approve metadata queries should be segregated from the capability
to conduct metadata queries", the Program Offica agrees the assessment has merit, but
cannot implerent the required corrective actions, In theory, the OIG recommendation is
sound and conforms fully to the standards of internal confrol in the Federal Government.
In practical terms, it is not something that can be easily implemented given the
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risk/benefit tradeoff and real world constraints. Manpower ceilings and available analytic
expertise are the (wo most significant limiting factors.

5. T SHSTRE) The Advanced Analysis Division (S2I5) is comprised of personnel of
varying grades and experience levels, Given the requirements of the court order, the Shift
Coordinators are required fo be the most experienced intelligence analysts, have the most
training and consequently hold the most senior grade levels, They therefore are given the
authority to approve data queries, and because of their status can also execute queries.
Removing this dimension of their authorities would severely limit the versatility of the
most experienced operations personnel. Also, as their title implies, they are also the most
senior personnel present during each operational shift and in effect control the ops tempo
on the operations fidor. Replicating that senior struchure to accommodaie the OIG
recommendation is not possible given current manning authorizations and ops tempo.

a. F) However, there are checks and balances already in place to help
mitigate the risks cited. For example, the Shift Coordinators routinely approve queries
into the database based on selectors meeting a reasonsble articulable suspicion standard
AW with WSA OGC written guidelines and verbal briefings. Any queries initiated from
probable U.S. selectors must be individually approved by the OGC. In this way, the risk
of emor or fraud associated with the requirements of the court order is acccptably
mitigated within available manning and analytic talent constraints.

b.m) Corrective Actons: Correctlive actions cannot be implemented -

" without significanily increasing manning levels of senior, highly skilled analysts. In our
view, the benefit gained will not justify the manpower increase required. However, it
may be possible to implement additional checles and audits on the query approval
process. As recommended in the response to Finding Three below, Oversight and
Compliance could, if they accept an expanded role, use (yet to be developed) new
entomnated software tools to regularly review the audit logs of all shift coordinators. With
software changes to the avdit logs it would be possible to easily compare numbers
approved and their accompanying justifications against nmumbers chained. In this way, it
would be possible to review the shift coardinator's actions against the standards
established by the court. The Program Office recommends that this corrective action be
pursued as part of the long term goal discussed below.

6. —CFSHSIUNTE) Finding Three reads "conduct periodic reconciliation of approved
telephone numbers with the logs of queried numbers 16 verify that only authorized

- queries have been made upder the order”. The Program Office egrees with this
assessment. However, competing priorities for the software programming talent
Tiecessary to implement improvements to the audit logs, as well as to perform the
programming necessary to creats automated reconciliation reports, require that this issne
be addressed as a long term goal,

8. (TSHSEAE) If SID management approves a pending Program Office request to
detail two computer programmers to the team for six-to-nine month rotations, suitable
* procedures and software tools could be implemented. Also, the Program Office has
approached the office of Oversight and Compliance about accepting the responsibility of
conducting the recommended audits. That negotiation is ongoing.
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b. M} Corrective Action: Accepteble tools and procedures can be developed
within six months if the required manpower is allocated, Assuming the Program team's
request is granted, this initiative can be completed by 28 February 2007, The corrective
action will include:

1. M) Improvements to the audit logs to malce them more user fendly

2. TUARQLQ) Reports that provide a useable audit trail from requester, to approver,
to any resulting reports. These reports-will be used to automatically identify any
discrepancies in the query process (i.e. queries made, but not approved).

3, ~CU‘/vLF-C)Q) Complete the negotiations with SID Oversight & Compliance

7. MPE&SG contact me if you have additional questions,

STD Program Manager
CT Special Prograins
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IT’S EVERYBODY’S BUSINESS —

'TO REPORT SUSPECTED INSTANCES OF FRAUD,
WASTE, AND MISMANAGEMENT, CALL OR VISIT
' THE NSA/CSS 1IG DUTY OFFICER
ON 963-5023s
IN OP52A/RO0OM 2A0930

IF YOU WISH TO CONTACT THE OIG BY MAILL,
ADDRESS CORRESPONDENCE TO:

DEPARTMENT OF DEFENSE
NATIONAL SECURITY AGENCY/
CENTRAL SECURITY SERVICE
ATT: INSPECTOR GENERAL
9800 SAVAGE ROAD, STE 6247

FT. MEADE, MD 20755-6247
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, OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY : :
CENTRATL SECUBETY SERVECE

10 July 2006
1G-10667-06

TO: ' DIRECTOR, NSA

SUBJECT HE#SHﬁiF)—FISA Court Order Telephony
" Business R\,cords (81‘—06 0018}

R | ‘(TS7‘7‘5¥7L,LNIQ Background and Ob}ectwe The Order of the Forelgn
Intelligence Surveillance Court issued 24 May 2006 in In Re Applicatioi of the FBI

etc., No BR-06-05 (Telephony Business Records) states that “[t]he Inspector - »

, General and the General Counsel shall submit a report to the Director of NSA 45 . .
days after the initiation of the activity [permitted by the Order] assessing the
adequacy of the management controls for the processing and dissemination of

U.S. person information.” This is that report. The Order further states that . .

“[t]he Director of NSA shall provide the findings of that report to the Attorney
General.” Order at 8-9. The Order sets no deadlme for transmlssmn of the

ﬁndmgs to the Attorney Genexal o

2. (1577SH~NE) Finding The management controls de51gned by the .
Agency to govern the processing, dissemination, security, and.oversight of
telephony metadata and U.S. person information obtained under the Order are
adequate and in several aspects exceed the terms of the Order. However, due to
the risk associated with the collection and processing of telephony metadata -
involving U.S. person information, three additional controls should be put in - -,
place. Specifically, Agency management should (1) deslgn proceduresto. . v
provide a higher level of assurance that non-compliant data will not be collected .
and, if madver‘cenﬂy collected, will be swiftly expunged and not made availablé-
for analysis; (2) separate the authority to approve metadata queries from the
capability to conduct queries of metadata under the Order; and (3) conduct -
periodic recondiliation of approved telephone numbers to the logs of queried . -
numbers to verify that only authorized quenes have been made under the
Order. - : v
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3. WFuther Review. The Inspector General will make formal
recormendations fo the Director, NSA /CSS, in a separate report regardmg ’che
design and implementation of the additional controls .

4. mWe appreclate the courtesy and coopera’non extended
throughout our review to the auditors from the Office of the Inspector General
and the attorneys from the Office of the General Counsel who consulted with -
them. If you need clarification or additional information please contact

-on 963-1421(s) or via e-mail a’c_

Inspector General *

"(U77F6UQ) I endorse the conclusion that the ménagemént controls for the ’ B

processing and dissemination of U.5. person information are adequate.

ROBERT L. DEITZ

General Counsel |

ATy L R Y SN A AT AT A S JOAIJIN 5
LI BT T P B T e e e i R R T G A S R R T
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 DISTRIBUTION: -

SIGINT Director - : ' ‘
SID Program Manager for CT Special Projects
Chief, S2
‘Chief, S21
. Chief, S2I5
Chief, 83 -
Chief, 533
oGC -
. SID O&C.
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—TOP- SECRETHCONMBNT/ANOTFORNA2056H20—
FM: SID Oversight & Compliance

Date: 1i July 2006

Subject: Final Responses to the OIG - Request for Information - Business
Records Order (U)

SID Oversight and Compliance

ANF) Written plans for perlodlcally reviewing this program.

TI'S77‘S'I7‘7‘P+F9~SID Oversight and Compliance will:

- In coordination with Program Office, conduct weekly reviews of list of
analysts authorized to access Business Records data and ensure that only
approved analysts have access. Oversight & Compliance will inform NSA's
Office of General Counsel (OGC)of the results of the reviews and provide
copies if needed to OGC,

- Perform periodic super gudits of queries.

- Work with the Program Office to ensure that the data remains appropriately
labeled, stored and segregated according to the terms of the court order.

2. {FS//SE/NF) Written procedures in addition to USSID SP0018 to
ensure compliance with standard NSA minimization procedures for the
dissemination of U.S. person information.

—FSHSHANFSID Oversight and Compliance has a documented SOP which
outlines the process to ensure compliance with standard NSA minimization
procedures:

- During normal duty hours, every report from this order containing U.S. or 2™
Party identities is reviewed by SID Oversight and Compliance prior to
dissemination.

- SID Oversight & Compliance (SV) reviews the products (Tippers) and
creates a “one-time dissemination” authorization memorandum for signature
of the Chief or Deputy Chief of Information Sharing Services.

- The NSOC SO0 approves diss‘emination authorizations after hours.

- 52I/Counterterrorism Production Center provides SV with a copy of any
report that is approved by NSOC/SOO for dlssemlnatlon

- Oversight and Comptllance then issues a memorandum for the record
stipulating that the U.S. or 2™ Party identities contained in that report were
authorized for dissemination by the NSOC/S0OO.
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