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(This 2-Page Fact Sheet is Unclassified When Separated.from this Assessment.) 

(U) FACT SHEET

(U) Semiannual Assessment of Compliance with Procedures and Guidelines Issued Pursuant
to Section 702 of the Foreign Intelligence Surveillance Act (FISA) 

(U) This Fact Sheet provides an overview of the Semiannual Assessment of Compliance with
Procedures and Guidelines Issued Pursuant to Section 702 of the Foreign Intelligence Surveillance 
Act. These assessments are commonly referred to as "joint assessments," and are submitted by the 
Attorney General and the Director of National Intelligence (DNI). As of August 2022, twenty-six 
joint assessments have been submitted. 

(U) Joint Assessment Basics:

• (U) Why is the joint assessment required? The FISA Amendments Act of 2008
(50 U.S.C. § 1881a(m)(l)) requires the Attorney General and the DNI to assess
compliance with certain procedures and guidelines issued pursuant to FISA Section 702.

• (U) What period is covered by a joint assessment? Each joint assessment covers a six­
month period: 01 December through 31 May or O 1 June through 30 November. This
assessment covers the period from O 1 December 2020 through 31 May 2021.

• (U) Who receives it? Each joint assessment is submitted to the following oversight
entities: the Foreign Intelligence Surveillance Court (FISC), relevant congressional
committees, and the Privacy and Civil Liberties Oversight Board (PCLOB).

• (U) What is being assessed? The Attorney General and the DNI jointly assess the
Government's compliance with Attorney General Guidelines and with FI SC-approved
"targeting," "minimization," and "querying" procedures.

• (U) What are targeting, minimization, and querying procedures? Section 702 allows for
the targeting of (i) non-United States persons (ii) reasonably believed to be located outside
the United States (iii) to acquire foreign intelligence information. To ensure that all three
requirements are appropriately met, Section 702 requires targeting procedures. Targeting is
effectuated by tasking communications facilities (such as telephone numbers and electronic
communications accounts) to United States electronic communication service providers.
Section 702 also requires minimization procedures to minimize and protect any non-public
information of United States persons that may be incidentally collected when appropriately
targeting non-United States persons abroad for foreign intelligence information. Querying
procedures set rules for using United States person and non-United States person identifiers
to query Section 702-acquired information.

• (U) What compliance and oversight efforts underlie the joint assessment? Agencies
employ extensive compliance measures to implement Section 702 in accordance with
procedural, statutory, judicial, and constitutional requirements. A joint oversight team
consisting of experts from the Department of Justice and the Office of the Director of
National Intelligence oversees these measures. Each incident of non-compliance (i.e.,
compliance incident) is documented, reviewed by the joint oversight team, remediated,
and reported to the FISC and relevant congressional committees. The joint assessment
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summarizes trends, assesses compliance, and may include recommendations to help 
prevent compliance incidents or increase transparency. 

• (U) What government agencies are involved with implementing Section 702? The National
Security Agency, the Federal Bureau oflnvestigation, the Central Intelligence Agency,
and the National Counterterrorism Center each plays a role in implementing Section 702
and receives shares of Section 702 collection. Each joint assessment discusses how
these agencies implement the authority.

• (U) Why is the joint assessment classified? The joint assessment is classified to allow
the Government to provide the FISC, the congressional oversight committees, and the
PCLOB a complete assessment of the Section 702 program, while at the same time
protecting sources and methods. It is carefully redacted for public release in the interest
of transparency.

• (U) What is the format of the joint assessment? The joint assessment generally contains
an Executive Summary, five sections, and an Appendix. Sections 1 and 5 provide an
introduction and conclusion. Section 2 details internal compliance efforts by the
agencies that implement Section 702, interagency oversight, training efforts, and efforts
to improve the implementation of Section 702. Section 3 compiles and presents data
regarding the overall scope of the Section 702 program. Section 4 describes compliance
trends.

• (U) What are the types of compliance incidents discussed? Generally, the joint
assessment groups incidents into six or seven categories. Categories 1-4 (tasking
incidents, detasking incidents, notification delays, and documentation errors) discuss
non-compliance with targeting procedures. Category 5 discusses incidents of non­
compliance with minimization procedures, such as improper dissemination of
information acquired pursuant to Section 702, and querying procedures, such as non­
compliant queries of Section 702-acquired information using United States person
identifiers. Category 6 is a catch-all category for incidents that do not fall into one of the
other categories. When appropriate, a seventh category discussing incidents of
overcollection is included. The actual number of compliance incidents is classified; the
percentage breakdown of those incidents is unclassified. Additionally, because Section
702 collection occurs with the assistance of United States electronic communication
service providers who receive a Section 702(i) directive, the joint assessment includes a
review of any compliance incidents by such service providers.

• (U) Did all of the compliance incidents discussed in this report occur during the
reporting period? No. Many of the compliance incidents discussed in this report
occurred during a prior period, but were discovered and/or reported during the reporting
period covered by this report.

(This 2-Page Fact Sheet is Unclassified When Separated.from this Assessment.) 

IV 

TOP SECRET//SI//NOFORN 

FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

4 of 85 Section 702, 26th Joint Assessment, August 2022



TOP SECRET//SI//NOFORN 

(U) Semiannual Assessment of Compliance with Procedures and Guidelines Issued Pursuant
to Section 702 of the Foreign Intelligence Surveillance Act, Submitted by the Attor�ey

General and the Director of National Intelligence 

August 2022 

(U) Reporting Period: 01 December 2020 - 31 May 2021

(U) EXECUTIVE SUMMARY

(U) The Foreign Intelligence Surveillance Act of 1978 (FISA), 50 U.S.C. § 1801 et seq., as
amended, requires the Attorney General and the Director of National Intelligence (DNI) to assess 
compliance with certain procedures and guidelines issued pursuant to FISA Section 702 
(hereinafter, "Section 702"), and to submit such assessments to the Foreign Intelligence 
Surveillance Court (FISC) and relevant congressional committees at least once every six months. 
Section 702 authorizes, subject to restrictions imposed by the statute and required targeting, 
minimization, and querying procedures, the targeting of non-United States persons reasonably 
believed to be located outside the United States in order to acquire foreign intelligence information. 
The present assessment sets forth the twenty-sixth joint compliance assessment of the Section 702 
program (hereinafter, the "joint assessment"). This assessment covers the period from 01 December 
2020 through 31 May 2021 (hereinafter, the "reporting period") and acts as a corollary to the 
Semiannual Report of the Attorney General Concerning Acquisitions under Section 702 of the 
Foreign Intelligence Surveillance Act as required by Section 707(b)(l )  ofFISA (hereinafter, the 
"Section 707 Report"). The Department of Justice (DOJ) submitted the Section 707 Report 
covering this reporting period on 03 September 2021. 

(U) This joint assessment is based upon the compliance assessment activities that have been
conducted by a joint oversight team consisting of experts from DOJ' s National Security Division 
(NSD) and the Office of the Director of National Intelligence (ODNI) (hereinafter, the "joint 
oversight team"). 

(U) This joint assessment finds that the agencies have continued to implement the
procedures and follow the guidelines in a manner that reflects a focused and concerted effort by 
agency personnel to comply with the requirements of Section 702. The personnel involved in 
implementing the authorities are appropriately focused on directing their efforts at non-United 
States persons reasonably believed to be located outside the United States for the purpose of 
acquiring foreign intelligence information. Processes are in place to implement these authorities 
and to impose internal controls for compliance and verification purposes. 

(U) However, notwithstanding a focused and concerted effort by Federal Bureau of
Investigation (FBI) personnel to comply with the requirements of Section 702, misapplication of 
FBI's querying procedures continued to cause query errors. Although the number of FBI 
compliance incidents reported during this reporting period was lower than in some recent reporting 
periods, FBI querying errors continued to be prevalent in the field offices reviewed in 2021 by 
NSD, and the joint oversight team continues to pay close attention to this issue. 
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(U) In its ongoing efforts to reduce the number of future compliance incidents, the
Government will continue to focus on measures to improve (a) inter- and intra-agency 
communication, (b) training, and ( c) systems used in the handling of Section 702-acquired 
information. The joint oversight team will also continue to monitor agency practices to ensure 
appropriate remediation steps are taken to prevent, whenever possible, reoccurrences of the types of 
compliance incidents discussed herein and in the Section 707 Report. Each joint assessment 
provides, as appropriate, updates on these ongoing efforts. 
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(U) SECTION 4: COMPLIANCE ASSESSMENT - FINDINGS

(U) The joint oversight team finds that during this reporting period, the agencies have
continued to implement their procedures and follow the guidelines in a manner that reflects a 
focused and concerted effort by agency personnel to comply with the requirements of Section 702. 
The personnel involved in implementing the Section 702 authorities are appropriately directing their 
efforts at non-United States persons reasonably believed to be located outside the United States for 
the purpose of acquiring foreign intelligence information. Processes have been put in place to 
implement these authorities and to impose internal controls for compliance and verification 
purposes. 

(U) However, notwithstanding a focused and concerted effort by FBI personnel to comply
with the requirements of Section 702 and a substantial decrease in the number of FBI compliance 
incidents compared to other recent reporting periods,40 the joint oversight team remains concerned 
about, and focused on, FBI' s compliance with its Section 702 querying procedures based on the 
results of joint oversight conducted of queries occurring after this reporting period. The query 
incidents discussed in this joint assessment occurred prior to FBI's implementation in mid-2021 of 
significant corrective measures to ensure FBI users correctly apply the Section 702 querying 
procedures and avoid errors that may have contributed to query incidents in the past. These 
corrective measures are addressed further below. 

(U) As noted in prior joint assessments, in the cooperative environment the implementing
agencies have established, an action by one agency can result in an incident of non-compliance with 
another agency's procedures. For example, an "NSA compliance incident" could be caused by 
typographical errors contained in another agency's nomination to NSA for tasking. Further, as is 
discussed in the Section 707 report and below, some compliance incidents involve more than one 
element of the IC. Incidents have therefore been grouped not by the agency "at fault," but instead 
by the set of procedures that such actions violated. 

(U) Each of the compliance incidents for this reporting period is described in the
corresponding Section 707 Report. This joint assessment does not reiterate the compliance 
incidents set forth in the Section 707 Report. It does, however, examine those incidents to assess 
broader implications and to determine whether the agency's corrective measures address those 
implications. 

(U) The joint assessment provides NSD and ODNI's analysis of compliance incidents in an
effort to identify existing patterns or trends that might identify underlying causes of those incidents. 
The joint oversight team then considers whether and how those underlying causes could be 
addressed through additional remedial or proactive measures and assesses whether the agency 
involved has implemented appropriate procedures to prevent recurrences. The joint oversight team 
continues to assist in the development of such measures, some of which are detailed below, 
especially as it pertains to investigating whether additional or new system automation may assist in 
preventing compliance incidents. 

40 (S//NF) The number of FBI minimization and querying errors for the current reporting period was
minimization and querying errors in the previous reporting period. 
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period of time covered by this joint assessment based on the results ofNSD's reviews conducted 
during and subsequent to this reporting period. The joint oversight team continues to work with 
FBI to prevent non-compliant queries and improve training and guidance regarding this issue. 

(U) As explained in previous assessments, the joint oversight team periodically evaluates
how and what data it collects to provide for more meaningful statistics. For example, the team 
considers whether there are other means of comparison-whether with the currently tracked actions 
or by implementing the tracking of certain other data-that could provide a better understanding of 
overall compliance. In the last reporting period the joint oversight team suspended its use of the 
overall compliance incident rate in favor of more focused, agency-specific metrics, with an aim to 
track, and provide greater transparency into, areas where compliance incidents have been most 
prevalent and require greater attention. This assessment provides two such metrics: the NSA 
targeting compliance incident rate (see Figures 13 and 14) and, because FBI query errors have 
comprised a substantial number of the incidents reported during recent reporting periods, a query 
error rate for FBI (see Figure 17). The joint oversight team continues to assess the feasibility and 
probative value of additional metrics. 

(U) B. NSA's Compliance Incidents: Categories and Number of Incidents

(U) As in prior reporting periods, excluding FBI query incidents, most of the compliance
incidents that occurred during this reporting period involved non-compliance with NSA's targeting, 
minimization, or querying procedures. This reflects NSA's central role in the Government's 
implementation of the Section 702 authority. Compliance incidents involving NSA's targeting, 
minimization, or querying procedures have historically fallen into the categories below. However, 
in some instances, an incident may involve more than one category and would typically be reported 
as multiple errors. 

(U) Incidents of non-compliance with NSA's Targeting Procedures:

• (U) Tasking Issues. This category involves incidents where non-compliance with the
targeting procedures resulted in an error in the initial tasking of the facility.

• (U) Detasking Issues. This category involves incidents in which the facility was properly
tasked in accordance with the targeting procedures, but errors in the detasking of the
facility caused non-compliance with the targeting procedures.

• (U) Overcollection. This category involves incidents in which NSA's collection systems,
in the process of attempting to acquire the communications of properly tasked facilities,
also acquired data regarding untasked facilities, resulting in "overcollection."

• (U) Notification Delays. This category involves incidents in which a notification
requirement contained in the targeting procedures was not satisfied.44 

44 (U) A compliance incident may involve both a failure to meet the notification requirement and a substantive error (for
example, a tasking or detasking error). However, in those instances, the substantive error is counted separate from the 
notification delay. For the majority of delayed notification incidents, the only incident of non-compliance was the 
failure to comply with the notification requirement. 
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almost zero. The percentage of compliance incidents involving detasking incidents has remained 
consistently low. The detasking compliance incident rate involving facilities used by United States 
persons was also close to zero. 

(U) C. FBI: Number of Compliance Incidents

(U) The total number of compliance incidents identified relating to FBI' s targeting
procedures increased slightly as compared to the last period. The number of errors relating to FBI's 
minimization and querying procedures decreased significantly this reporting period. The joint 
oversight team believes that the temporary suspension ofNSD's FBI field office reviews starting in 
March 2020, due to the coronavirus pandemic, and the potentially related non-identification of 
extremely large batch job query errors, were significant factors in this decrease. In recent years, 
FBI field office reviews have been responsible for discovering a significant portion of FBI's 
minimization and querying incidents that are reported in each joint assessment. Because FBI field 
office reviews were suspended during a portion of this reporting period and relatively few reviews 
were conducted during the remainder of the period, incidents that might typically be discovered by 
NSD during field office reviews may not have been discovered or reported during this period.51

(U) Figure 16 shows the classified number of incidents for the last IO reporting periods. The
joint oversight team assesses that the increase in FBI errors beginning in the 01 June 2017 through 
30 November 2017 reporting period is attributable to various factors. In particular, NSD has 
increased its focus on reviewing FBI querying practices; this focus resulted in NSD's increased 
experience in evaluating those types of FBI queries and NSD's increased knowledge of FBI systems 
storing Section 702-acquired information. The joint oversight team believes that this increased 
focus and experience, along with other factors, resulted in NSD identifying a larger number of non­
compliant queries. 

51 (S//NF) From 01 December 2020 through 31 May 2021 incidents of non-compliance with the FBI targeting, 
minimization, or querying procedures were identified. Most of these incidents pertain to non-compliant queries. 
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of a predicated criminal investigation. If the users had been aware of the Section 702(f)(2) 
requirement and had properly indicated that their queries were subject to this requirement, they 
would not have been able to view the preview of the results. Even though the results were not 
ultimately opened, because the appropriate indication was not made, NSD had to presume, because 
of this system design issue, that FBI personnel reviewed the Section 702-acquired preview 
information without first obtaining an order from the FISC. NSD, therefore, reported these 
incidents to the FISC as potential violations of Section 702(f)(2)(A) of FISA. In these incidents, 
NSD reminded the personnel about the query requirements in FBI's Section 702 query procedures 
and Section 702(f)(2)(A) of FISA, and discussed these requirements with other personnel during 
NSD's training conducted for the field offices. Subsequent to when these queries were conducted, 
FBI reconfigured the system at issue so that it no longer presents a preview of the content of 
unminimized Section 702-acquired information in response to a query using a United States person 
query term. 

(S/ /NF) In addition to the reconfiguration of the system at issue as noted above, if the user 
seeks to access Section 702-acquired content returned from a query using a United States person 
query term, the user must view it in another FBI system. That other FBI system requires the user to 
confirm whether the query is being done only to retrieve evidence of a crime. An information icon 
also provides the user with information relating to the requirements of Section 702( f)(2) of PISA. If 
the user answers "No," they are able to select from a series of pre-populated justifications for their 
query, or select "other." Regardless of whether the user selects from one of the pre-populated 
common justifications, the user must also provide their own, written justification for the query. 
Once the system receives that justification from the user, it allows the user to access the contents of 
the Section 702-acquired information. If, however, the user answers "Yes" to the question as to 
whether it is a query being done to retrieve evidence of a crime, the user is provided with four 
justification options for their query: "Query not connected to a predicated criminal investigation," 
"FISC order pursuant to 702(f)(2) (NOT a "traditional" PISA order or 702 cert.)," "FISC order 
exception (only for threat to human life or serious bodily harm)," or "None of the above." If a user 
selects "Query not connected to a predicated criminal investigation," "FISC order,"96 or "FISC 
order exception," the user is allowed to proceed to access the contents of the Section 702-acquired 
information after providing a written justification for the query. At that same time, an alert is sent 
to FBI's NSCLB, which then conducts additional research into the nature of the query, and 
coordinates as necessary with NSD. If the user selects "None of the above," they are prevented 
from accessing the contents of the Section 702-acquired information. Subsequent to this reporting 
period, FBI made further changes to the system design, as it relates to queries being done only to 
retrieve evidence of a crime. The system has now been reconfigured to eliminate the default 
answer, so that FBI personnel must affirmatively indicate whether or not a query is being conducted 
solely to retrieve evidence of a crime before they may proceed to conduct a query. FBI has also 
redesigned its systems that contain unminimized Section 702-acquired information to require that 
users write free-text, case-specific justifications (in addition to choosing from prepopulated 
justifications) for United States person queries that return Section 702 contents if they want to 
access the contents. 

96 (U//FOUO) Users select ''.FISC order" when a FISC order was required and one has been obtained. 
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(S//NF) With regard to the second requirement, since October 2018, the FISC has mandated 
quarterly reporting of all United States person queries not designed to find and extract foreign 
intelligence information, whether or not they involve predicated criminal investigations.97 During 
an internal investigation, FBI discovered one query conducted by an analyst in November 2020 
using a United States person query term solely to find and extract evidence of a crime that was not 
reported to the FISC in the relevant quarterly report. 98 The query ran against Section 702-acquired 
information, and the analyst indicated that the query term was a presumed United States person 
query term. The analyst further indicated that the query was being conducted solely to retrieve 
evidence of a crime, and indicated that there were "exigent circumstances," which would allow the 
analyst to access the results of the query. The query returned two products, which the analyst 
reviewed. However, because FBI was still investigating the circumstances surrounding the query, 
FBI did not inform NSD about this query until 29 December 2020. Therefore, because FBI did not 
inform NSD about this query until after the Government had filed its December 2020 Section 702 
quarterly report, the Government was unable to report the query to the FISC in the December 2020 
702 quarterly report, as required by the 2020 Opinion. 

(U) (5) Other FBI Errors

(U) During this reporting period, there was one incident that involved non-compliance with
the provisions ofFBI's minimization procedures concerning establishment of a review team for a 
target charged with a crime pursuant to the United States Code.99 As soon as FBI knows that a 
target is charged with such a crime, FBI's minimization procedures require that FBI follow certain 
steps, including establishing a review team of monitor(s). The member(s) of the review team must 
be individuals who have no role in the prosecution, and the monitor(s) initially assess and review 
the Section 702-acquired information to determine whether the communications are attorney-client 
privileged. Failure to timely establish such a review team constitutes a compliance incident. The 
joint oversight team assesses that the above incident was the result of competing mission demands. 
Specifically, it took the relevant FBI personnel several days to begin the process of establishing the 
review team and to determine which of the relevant targets' accounts remained tasked pursuant to 
Section 702 and, accordingly, needed to have their collection routed through the review team. In 
this incident, the relevant personnel have been reminded about the requirements in FBI's Section 
702 minimization procedures regarding attorney-client communications, including the review team 
requirements. 

(U) C. Remedial Steps Taken to Address Query Errors

(U) The joint oversight team has worked with FBI to address the query compliance issues
through training, guidance, and system changes. All of the above-described non-compliant 
queries were conducted prior to the remedial measures put in place in 2021 that are detailed 
below. 

97 (U) This particular requirement is not contained in FBI's querying procedures. Rather, it was contained in the FISC's
opinion approving the 2020 Section 702 Certifications. See 2020 Opinion, at 63. 

98

99
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(U) (]) Historical Remedial Measures

(U) In June 2018, FBI, in consultation with the joint oversight team, issued guidance on the
query standard and how to apply it to all components where personnel had access to unminimized 
PISA-acquired information. The guidance also discussed compliance issues involving the 
application of the query standard, including issues relating to queries conducted using the batch job 
query function. Additional emphasis was provided concerning issues involving queries run against 
unminimized 702-acquired information to find and extract only evidence of a crime (and not foreign 
intelligence information). Each FBI field office was instructed to train personnel on the June 2018 
guidance. In January 2019, FBI and NSD conducted joint training for all FBI NSCLB personnel 
and all field office legal personnel, on FBI's querying procedures. FBI field office legal personnel 
were instructed to provide this training to all personnel with access to unminimized PISA-acquired 
information. In fall 2019, FBI, in consultation with NSD, developed and deployed mandatory 
training for FBI personnel on the query standard and on the system changes FBI made to address 
the query issues. All personnel with access to unminimized PISA-acquired information were 
required to complete the training by mid-December 2019, and all personnel who subsequently 
require such access must first complete this training prior to being granted access. In addition, prior 
to the temporary suspension ofNSD query reviews in March 2020, NSD generally conducted query 
training during field office query reviews. This training occurred during one-on-one sessions with 
the individuals whose queries were being reviewed and as part of a larger group training at the field 
office. This training included, among other things, multiple hypothetical examples derived from 
actual query incidents, as well as guidance on how to use FBI's systems to allow FBI to better track 
and comply with requirements involving queries run against unminimized 702-acquired 
information. 

(U) FBI's Section 702 querying procedures as amended in 2019 instituted recordkeeping
and documentation requirements for United States person queries. In response to those changes, the 
FISC ordered the Government to periodically provide updates on FBI' s implementation of the new 
requirements. Between September and November 2019, FBI implemented changes to FBI systems 
storing unminimized PISA-acquired information that were necessary to comply with the amended 
procedures. Among other things, these changes require FBI personnel to provide a justification, 
explaining how their query meets the query standard when running queries of United States person 
query terms and when they seek to access Section 702-acquired contents returned by such queries. 
All query terms and justifications are logged for oversight purposes. In addition, FBI, in 
consultation with NSD, developed and deployed mandatory training in 2019 for FBI personnel on 
the query standard and on the system changes. 

(U) (2) Recent Training and Guidance

(U) As noted above, in 2021, NSD resumed remote query reviews at multiple FBI field
offices as well as FBI Headquarters. Those reviews have sampled queries conducted in 2020 and 
2021 and have revealed additional query compliance incidents. As a result of the findings from 
NSD's reviews and observations of the FISC related to these query incidents, NSD, in consultation 
with ODNI, developed guidance on the query standard for FBI personnel. This guidance document 
is designed to supplement existing and planned training on the querying standard; provides a 
fulsome explanation of the query standard; and explains the specific requirements imposed by 

61 

TOP SECRET//SI//NOFORN 

FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

65 of 85 Section 702, 26th Joint Assessment, August 2022













TOP SECRET//SI//NOFORN 

(U) APPENDIX

TOP SECRET//SI//NOFORN 

FISA Section 702(m) Semiannual Assessment Authorized for Public Release by ODNI

71 of 85 Section 702, 26th Joint Assessment, August 2022



























TOP SECRET//SI//NOFORN 

In addition, NSD conducts training on the Section 702 minimization procedures at multiple FBI 
field offices each year. 13

(U) FBI's application of its targeting procedures requires periodic targeting reviews by NSD
and ODNI at least once every 60 days. FBI must also report incidents of non-compliance with FBI 
targeting procedures to NSD and ODNI within five business days of learning of the incident. TDI 
and NSCLB are the lead FBI elements in ensuring that NSD and ODNI received all appropriate 
information with regard to these two requirements. 

(U) V. Overview - Minimization and Querying

(U) After a facility has been tasked for collection, non-publicly available information
collected as a result of these taskings that concerns United States persons must be minimized; if the 
Government queries that collection, it must follow specific query rules. The FISC-approved 
minimization procedures require such minimization in the acquisition, retention, and dissemination 
of foreign intelligence information. The FISC-approved querying procedures set rules for using 
United States person and non-United States person identifiers to query unminimized Section 702-
acquired information. 

(U) As a general matter, minimization procedures under Section 702 are similar in most
respects to minimization under other FISA orders. For example, the Section 702 minimization 
procedures, like those under certain other FISA court orders, allow for sharing of certain 
unminimized Section 702 information among NSA, FBI, CIA and NCTC. Similarly, the procedures 
for each agency require special handling of intercepted communications that are between attorneys 
and clients, as well as foreign intelligence information concerning United States persons that is 
disseminated to foreign governments. 

(U) Section 702 minimization procedures do, however, impose additional obligations or
restrictions as compared with the minimization procedures associated with authorities granted under 
Titles I and III of FISA. For example, the Section 702 minimization procedures require, with 
limited exceptions, the purge of any communications acquired through the targeting of a person 
who at the time of targeting was reasonably believed to be a non-United States person located 
outside the United States, but is in fact located inside the United States at the time the 
communication is acquired, or was in fact a United States person at the time of targeting. 

(U) NSA, CIA, NCTC, and FBI have created systems to track the purging of information
from their systems. CIA, NCTC, and FBI receive incident notifications from NSA to document 
when NSA has identified Section 702 information that NSA is required to purge according to its 
procedures, so that CIA, NCTC, and FBI can meet their respective obligations. 

13 (U) As noted above, onsite field office reviews were suspended in March 2020. NSD resumed field office reviews
remotely in February 2021. Thus, NSD only conducted onsite training at field offices for only a little more than three 
months during this reporting period. 
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(U) Querying procedures under Section 702, which are adopted by the Attorney General, in
consultation with the DNI, and approved by the FISC, govern how NSA, CIA, NCTC, and FBI 
conduct queries of Section 702 collection. Section 702(f)(1) requires that the querying procedures 
be consistent with the Fourth Amendment and that they include a technical procedure whereby a 
record is kept of each United States person term used for a query. Further, under Section 
702(f)(2)(A), an order from the FISC is required before FBI can review the contents of a query 
using a United States person query term when the query was not designed to find and extract 
foreign intelligence information and was performed in connection with a predicated criminal 
investigation that does not relate to national security. 

(U) Queries may be conducted in two types of unminimized Section 702-acquired
information: (i) Section 702-acquired content and (ii) Section 702-acquired metadata. Query terms 
may be date-bound, and may include alphanumeric strings, such as telephone numbers, e-mail 
addresses, or terms, such as a name, that can be used individually or in combination with one 
another. Pursuant to FISC-approved procedures, an agency can only query Section 702 information 
if the query is reasonably likely to retrieve foreign intelligence information or, in the case of FBI, 
evidence of a crime. This standard applies to all Section 702 queries, regardless of whether the term 
concerns a United States person or non-United States person. 

(U) The agencies have similar querying procedures. For example, the agencies' procedures
require a written statement of facts justifying that the use of any such identifier as a query selection 
term of Section 702-acquired content is reasonably likely to retrieve foreign intelligence 
information or, in the instance of FBI, evidence of a crime. Some querying rules are unique to 
individual agencies. For example, NSA's Section 702 querying procedures also require that any 
United States person query term used to identify and select unminimized section 702-acquired 
content must first be approved by NSA OGC and that such an approval include a statement of facts 
establishing that the use of any such identifier as a selection term is reasonably likely to retrieve 
foreign intelligence information. In addition, with respect to queries of Section 702-acquired 
metadata using a United States person identifier, NSA's querying procedures require that NSA 
analysts document the basis for each metadata query prior to conducting the query. 
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